Student 1 
After watching the American Blackout video, my mind instantly went to a cyber attack that is quite current and relatable. This cyber attack was on a much smaller scale though and occurred two days before the Christmas of 2015. The target was an electric transmission station north of Kiev Ukraine blacking out a fifth of the countries total power supply. Duration wise, this attack only lasted 1-hour, which wasn't a full blown catastrophe like the events within American Blackout. What was discovered from this attack though was a piece of malware dubbed as "Crash Override" or "Industroyer". (Greensburg, 2017) Crash Override was later labeled the second case of "publicly known" malware to be able to disrupt physical systems, after Stuxnet. Stuxnet was and still is a cyber weapon that caused destruction when it targeted the centrifuges within an Iranian nuclear enrichment facility back in 2009. (Greensburg, 2017) 
Now it may seem logical to focus more on Stuxnet since it physically blew a place up, but Crash Override has some features to it that could make things exponential worse and one of these were implemented in a 2016 attack. This attack was targeted at Urkraine as well and this time it was fully automated, meaning that the malware could communicate directly to grid equipment. From that communication the flow of power could be manipulated and attacks could be carried out with ease. Crash Override could also be setup as a logic bomb, meaning that it could go off within an infected machine without really any human control or network connection and wreck havoc on the target infrastructure. Since its been about 2 years since the attack, who knows how advanced Crash Override could be, or where it may be. The one things that seems to be a general consensus within Ukraine and international cyber security is that Russia is behind the attack. Global cyber security analysts also have quite the theory behind Russia's targeting of Ukraine, and it involves Ukraine being a cyber warfare testing ground. (Greenberg, 2018) whether this is true or not, the power of cyber weaponry is truly concerning, and this is a prime example of why.    
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Student 2 
I was actually a part in this operation, the day it occurred I had just ported in Singapore on the day of the disaster, and once the word had spread of its occurrence we were immediately mustered back to our ship and en route back to Japan to aid in disaster recovery. The disaster is actually known as the 2011 Tohoku earthquake which had a magnitude of 9.0-9.1 on the rictor scale and was the most powerful earthquake recorded in Japan and the 4th most powerful earthquake since recording. It confirmed nearly 16,000 deaths, 6,100 injuries, and 2,000 missing. Nearly 4.5 million households were left without power and 1.5 million without water. The earthquake itself had surged a massive tsunami which caused the colossal damages to which the World's Bank estimated the overall cost of the disaster to be the costliest in history - US$235billion.
https://en.wikipedia.org/wiki/2011_T%C5%8Dhoku_earthquake_and_tsunami

































student 3 


 It was the 22nd of February 2011 at 12:51 p.m local time when a 6.3 Magnitude earthquake hit the Canterbury region of the South Island of New Zealand. The mammoth quake resulted in multiple landslides and a tsunami driven by 11 ft waves. 
The quake took its toll and claimed the lives of 185 people across 20 countries and injured a further 1500-2000 with 164 of those injuries being life threatening. While considerable road and bridge hampered the efforts of rescue crews, the aftershocks forced surface flooding and brought further destruction by creating about 400,000 kilos of silt which damaged water pipes, power lines, cell phone towers and ordinary phone lines. Over 100,000 buildings were further damaged after being weakened by a 7+ magnitude earthquake the previous year and 10,000 of those buildings deemed irreparable and scheduled for demolition. 
All in all the Reserve Bank of New Zealand estimated that rebuilding costs would be in the $40 billion range and wouldn't be completed till after 2020 making it one of the most expensive natural disasters ever witnessed. 
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