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Arguably, the healthcare sector is regarded as one of the most critical sectors of the economy that presents an easy target for cybercrime criminals. Experts have noted that this has always been possible due to their critical and vulnerable infrastructure. In an attempt to achieve the primary expectations of the Joint National Priorities for Critical Infrastructure Security and resilience (Setola et al., 2016), healthcare organizations have placed significant efforts to identify and address the critical challenges and threats that may impact and destabilize the normal provision of health services. Even though cybercrime presents great risks to almost every sector across the world today, the healthcare sector has been an easy target for hackers due to the valuable and personal information that it holds. It is essential to note that the exploitation of these critical systems by hackers has resulted in huge financial losses. 
In this view, to ensure the maintenance of secure critical health infrastructure, healthcare organizations have particularly focused on data security without impacting on the availability of healthcare services that are crucial to human life. Healthcare organizations are not only focused on protecting patient information, but also play very critical roles in protecting the economy from hazards such as terrorism, the spread of infectious diseases, and natural disasters. It is imperative to understand that a significant percentage of the assets in this sector are privately owned, for this reason, the primary mechanism to enhance resilience is in the form of effective collaboration and efficient information sharing between the public and private sectors (Jin et al., 2019). Even though healthcare seems to be managed locally at state levels, collaboration at state, national and regional levels is usually necessary to help in the creation of a risk-free environment for the delivery of quality care.


Additionally, sharing of information between the different healthcare organizations in both the private and the public sectors significantly helps in increasing the resilience of the country's healthcare and public health critical infrastructure. To ensure effective protection of the critical infrastructure in the healthcare sector, healthcare organizations are particularly focused on achieving the following four essential objectives of interoperability, adoption of technology, collaborative governance and decision making. The adoption of technology particularly revolves around the use of IT to manage patients, patient safety, and management of critical government healthcare resources (Devlen, 2009). The incorporation of technology in the healthcare sector is particularly included in the following sectors of the healthcare system; the national health information network, telemedicine, patient health records and computer decision support systems. 
Today, most healthcare infrastructures are equipped with predictive cybersecurity solutions that lower the potential of a cyberattack on the hospital’s critical assets. In a sense, this is usually seen as the primary defence systems protecting healthcare infrastructures from unauthorized access. Arguably, these critical strategies employed by the various healthcare organizations are particularly meant to promote safe usage and access of these assets across the sectors and among all the relevant stakeholders (Baker, 2015). 
Considering the critical nature of the healthcare infrastructure, the healthcare sector is considered one of the most fragile sectors of the economy where the life and safety of the patients are considered top priorities. In a sense, a country’s healthcare sector depends on the continuity of its healthcare critical infrastructure and systems. Continuity of operations planning is usually necessary for critical healthcare infrastructure, especially during disasters and emergencies to ensure that the provision of these critical services to the public remains unhindered (Devlen, 2009). 
Because the healthcare sector is usually at risk of potentially becoming victims of emergencies, planning for continuity is thus necessary. It is essential to note that planning is needed to respond, recover and restore essential patient care. 
In an attempt to execute the priorities for ensuring security and resilience, healthcare organizations today lay the foundation for efficient decision-making during emergencies.  In order to enhance incident response and recovery capabilities during disasters, continuity of operations planning is considered an important aspect of emergency planning and management. Healthcare organizations outline continuity plans regarding the provision of essential services in the healthcare facilities following a disruption in the healthcare system capabilities. Most healthcare facilities have put in place candid measures to ensure the continuity of operations way after emergencies and disasters (Measure, 2015).  Healthcare organizations have continued to build capabilities through effective and efficient information sharing and after incidents of emergency. Believably, such measures have significantly supported efforts of rapid restoration of critical functions of the healthcare sector. As part of their initial response and recovery plans, healthcare organizations maintain integrated cyber and recovery plans that have for a long time proven effective in effectively managing cyber incidents. 
Arguably, hospitals and other healthcare facilities are no strangers to malware cyberattacks. For this reason, there is a need to strengthen the resilience levels of the critical infrastructures to particularly enhance their abilities to not only withstand hazards but also recover rapidly in case of these incidents. In this sense, hospitals are fast moving away from manual record-keeping to embrace and increase reliance on electronic information management technologies; that is considered physical hazard resilient (Jin et al., 2019). 
Healthcare organizations coordinate with the public sector during disaster response and infrastructure restoration to ensure that the provision of the essential services to the people remains unhindered and to support recovery priorities. 
The healthcare system today has continued to face continuous threats of cyber threats consequently escalating the risks against the control systems. Essentially, the increased vulnerabilities of these systems may present devastating impacts on the country's public health. In this view, the government continually coordinates with these entities to improve the cybersecurity of the control systems. The enhanced coordination between the healthcare facilities and the government ensures the implementation of more secure control systems. In an attempt to improve the information-sharing capabilities, healthcare organizations have implemented clear cut guidelines and regulations guiding the exchange of information regarding patient data, financial information among others. Ideally, the exchange protocols and communication systems have significantly improved information sharing. Understandably, this has helped in overcoming the limitations associated with the traditional paper-based patient record keeping and ambiguous channels of information sharing over the internet. 
Arguably, interoperability has become a major phenomenon in the delivery of effective care today. Sharing of information between the care providers seems to be extremely beneficial to both the physicians and the patients. For instance, it is understood that effective information between organizations significantly reduces medication errors and the possibility of duplicate testing. In this view, as a top security priority according to HIPAA regulations that require healthcare institutions to enact guidelines that facilitate safe and safe sharing of information. Ideally, such mechanisms in the health sector have proven to be effective especially when there is a need to prevent highly contagious diseases on a regional and global scale. 
Additionally, to prevent potential data breaches, collaboration around cybersecurity can possibly prevent further incidents of cybersecurity threats consequently giving organizations a defensive heads up in ensuring safe and secure information sharing. 
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