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Thinking like a Hacker to Protect Your Network 
	You must understand how hacker’s mind works whenever you are in charge of your network security.  On the other hand, you must know the kind of tools that the hacker’s use to attack (Johansson & Riley, 2005). Cybercriminals and hackers know the valuable data that they are after. However, thinking like a hacker is not all about the hack. 
Understand Hacker’s Mind
There are various things to think about which include the hacker’s motivation, how they will attack when they will attack and if the hacker is specifically targeting your network (Khera, 2017). 
Tips and Tools administrators that you can use to protect your network
Diagram your network
	The first way to protect your network is by diagramming your network. This can be done by using tools such as Visio or word (Khera, 2017). After diagramming your network, it becomes very easy to identify all the machines connected to your network including workstations, servers, routers and switches. 
Implement Firewall Filtering 
On the other hand, always on the internet using static IP address is the greatest network security vulnerability. This will make hackers to do damage to your network. Hence, it is essential to implement farewell filtering which is able to close and open ports to avoid hacker’s exploitation (Stewart, 2013). 
Analyze Your System Log Files and Install an Intrusion Detection Program 
Conversely, to track hacker’s activity, you can analyze your system log files. Finally, you can install an intrusion detection program to protect your network. This program helps in detecting any intrusion within your network by sending notification. 
Conclusion
Overall, there are various things that you can do to protect your network and make hackers task more difficult. For one to think like a hacker, you have to understand and know what makes them successful. This will help in identifying and eliminating vulnerabilities before any network damage occurs. Additionally, you must know your network inside and out. 
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