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PCI Compliance in Data Management
[bookmark: _GoBack]PCI is defined as the Payment Card Industry, which is a security regulation standard that is associated with payment as well as cardholder information security. All businesses and institutions which take advantage store and use this type of information have no other options but to comply with specific standards dictated by the PCI. There are many requirements of the PCI that are divided into several classifications. 
 These businesses have to ensure that they have built and maintained a secure workplace. This outcome is easily achieved by installing and maintaining a firewall that protects and configures data. Also, companies are not to use vendor-supplied systems and passwords as well as other parameters recommended by the vendor (Clapper, & Richmond, 2016). The company is tasked with the role of protecting cardholder data. This effect is easily achieved by protecting client information through encrypting the transmission of cardholder information when in public networks. 
Businesses also to run and establish a successful PCI program; it has to regularly update and use antivirus software on most of the systems that are affected by malware. These types of business have the responsibility of ensuring that they have secure applications and systems. Banking institutions are mostly forced to implement strong access control measures. (Blackwell, 2018) suggests that “These access control measures not only assign a unique ID to every user, it also restricts physical access to cardholder data”. This banking industry is forced to conduct regular monitoring and to test networks to determine the safety of cardholder data and network resources. 
When an organization does not stick to the rules and regulations in matters of running the PCI program, then the company is likely to suffer from a data breach as a result of negligence. Because of the incident, the organization now loses credibility and thus experiences a reputational loss. The reputational damage has an unmeasurable impact on the business generally. (Benisty, & Sharifie, 2017) an expert in data security says, “As a result of a data breach, the organization will no longer be operational using credit cards and thus influence the ability of the organization to sell its services and products.” As a result of the shame it has caused and the damage to client data, the companies are liable to fines and to mitigate against such vulnerability and should, therefore, strengthen areas of information security.
Whenever a company lacks the capacity to maintain their DSS PCI compliance, there may be grave consequences, especially on the brand value of the company. Whenever something good takes place, people tell a friend, however, whenever bad things happen, they say each and every one. The problem that arises from data beaches is critical and may end up affecting the reputation and image of a business. In most cases, large organization have signed up to a cybersecurity insurance plan that will help mitigate the cost and implications of the data breach. It is important to note that however, the insurance plan does not repair the damage caused to the people as a result of the violation.  
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