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2. the sum of digits was realized as a classic addition of decimal numbers with transferring the excess 

to the next position 

 The idea of adding digits 

 4 8 0 

possibly the 4-th digit 0 1 6 

0 4 9 6 
 

3. locate the position of the sum of the digits (here: 0496 = 496) in the table of primes below 

4. find a prime number that is adjacent from the left side to it and take it as p (here: p = 491). If the 

sum of the digits is immediately a prime number, take it as p.  

5. the prime number q must be individually selected in such a way that (n = pq) is greater than the 

number m. Since m will be the year of your birth oscillating around 2000 (7), then, depending 

on the number p, you have to choose q. 

A table of the first 300 primes 

 

 

 

6. having the numbers p and q, the number n = pq is determined, and then the value of the Euler 

function (totient) (n) is calculated. To calculate (n) take advantage of the fact that p and q are 

of special form. 

       

       

Illustrative example before doing RSA homework. Homework  to be reported  is  on page 3.

KEY  GENERATION

It runs as described:

1. take the ID number and extract its digits by grouping the first three and last three separately,

ID number  d  i  g  i  t  sum

  48016  4  8  0  1  6  496
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7. the number e is assigned to each person separately from the tutor. Using the extended Euclidean 

algorithm (part B), its inverse is determined d = e-1(mod (n)) 

The VBA codes are attached to this document below 

 

In the presented example, we have the following numbers: p = 491, q = 3, n = p q = 1473. Euler  

function (n) = 980, and let the number e assigned by the teacher is e = 3. Using part B of the algorithm 

we find d = 3-1(mod ) =  The public key is the pair {n, e} = {1473, 3} and the private key {n, d} 

= {1473, 327}. 

 

ENCRYPTION 

Assume that m = 496 will also be plaintext to be encrypted (for illustrative purposes only). 

We compute the c = me (mod n) cipher using the quick manual exponentiation method or part A of the 

algorithm 

 

c = 4963 (mod 1473) = 616 

 

DECRYPTION 

Now we need to compute m = cd (mod n). As shown earlier, d = 327. 
 

 m = 616327 (mod 1473) = 496 

This is the incoming encrypted message. 
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Here is one task to be performed and submitted as report 

 

Task 1 

Generate your public and private key based on the previously described algorithm. The number e can 

be found in the data table at the end of this document. Encrypt and then decrypt the numerical mes-

sage m, if m = year of your birth. 

Gather everything needed for this process and record the results in the form below. 

 

ID digits      

Digits from positions 1 to 3     

Digits from positions 3 to 5    

Sum of columnar digits 
(possibly 1 column wider if pre-

sent 4 digits)  

    

 

 

 

The number p from the table of prime numbers, left-

most to the sum of columnar digits.  
 

Number q (selected individually as described above 

in the key generation process) 
 

Number e - chosen by yourself as a small one from 3 

to 7) satisfying the condition GCD (e,  (n)) = 1 
 

Modulus n = pq  

Totient (n)  

Modular inverse of e: d = e-1 (mod (n))  

(algorithtm B) 
 

Plaintext m  – the year of your birth  

Ciphertext c = me (mod n)  –  (algorithm A) 

– write down the formula and result with use of your 

numbers 

 

Plaintext m = cd (mod n)  –  (algorithm A) 

– write down the formula and result with use of your 

numbers 

 

 


