Exercise on cryptanalysis of affine cipher

The exercise is carried out on the provided Excel sheet via the platon platform. The student will find
there a workspace in which cells the following actions will be done:

a) typing of letters considered statistically probable and matching each other in the English alphabet
and the ciphertext. This is the presumption of a cipher function with an affine form: y = (ax + b)
mod 26

b) solutions of a system of linear equations in algebra modulo 26

c) determination of the inverse a* mod 26 for the determination of the descrambling function:

x = a(y - b) mod 26.

Ad a)
try to fit 2 letters The two_ cells on t_he Ieft_ are used to insert the pytative letters based on their frequency
T F in English. This is achieved by a bar chart with all letters A, B,... Z placed in the

work area of the spreadsheet. It should be treated as a "cheat sheet" and a linguistic
aid, while emphasizing that each language with an alphabetical structure has its own
statistics, which is compiled on the largest possible collection of literary works of a
given language.

The two cells on the right are selected from the letters of the ciphertext, the frequency
statistics of which are revealed next to the ciphertexts to be decoded.

We assume the use of the affine cipher y = ax + b mod 26 and by the presumption of
statistical similarity we want to determine the unknown parameters a and b in order
to be able to find the inverse decryption transformation: x = a’(y - b) mod 26.

The only recognition criterion that the correct selection of letters has been made will
be to notice a meaningful English text, constituting the plaintext. It should be noted
that the statistical method strongly depends on the length of the ciphertext, because only the share of
many letters becomes statistically similar and reliable. With short texts, the presumed regularity does
not have to be true, it may become more credible only on further letters of the alphabet, with a lower
frequency index. So this is a common "error and repetition" method where the luck factor can make a
difference.
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Ad b)

It is known from planimetry that two points are sufficient to determine a straight line, therefore we expect
that the system of algebraic equations of the form

ax, +bh= y Xy 1| ]a Y1
! 1 or in equivalent matrix form 1lpl™
ax, +b=y, X Y2

where X1, y1, X2 and y, are consecutive numbers from 0 to 25 selected letters in the English alphabet, eg.
A'is number 0, Bis 1, ... Z number 25.

We are looking for a solution to this system by using the inverse A, which has the form

-1
b X, 1 Y, -X X Y,
An inverse matrix will exist if its determinant A =det A = Xx13-1 —X2:1 =x31 — X2 #0.

In turn, the determination of A in algebra mod 26 requires that GCD (4, 26) = 1 (both must be coprime).



These conditions impose a limited choice of letters of the alphabet, e.g. the determinant A of the matrix
may take values from the set of numbers {1, 3,5, 7, 9, 11, 15, 17, 19, 21, 23, 25}, because only they are
relatively prime with the number n = 26. This means that the selection of a letter from the English x; =
X2 + A should not only take into account its frequency, but also the above shift ratio by 4 mod 26 in the
alphabet. Choices not meeting this condition will be in vain, because we will get no GCD (4, 26) = 1.
The main fragment of the worksheet is presented below, where the whole process of determining the
numbers a and b and a* needed for the decryption function takes place.

Cells above the determinant det A = 17 are created automatically after selecting 4 letters E, Y, N, F (or
ordinal numbers: x; = 4, y1 = 24, X2 = 13, y» = 5) of the alphabet and are not subject to any interference
or editing. The macro button inv A activates the calculation of the determinant det A = A and its inverse,
and this exists, because GCD (4, 26) = 1. It also activates the inversion of the A™* matrix (with yellow
cells) below this button. The blue cell area verifies that A2A = I, what confirms the correct execution of
the matrix inversion.

try to fit 2 letters system of linear equations
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B S maodulo 26
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_r;-'? _r;-'? detA 17 GCD(det, modulo 26}=|I|embedded Excel function
5 | 3 invA | 23
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.{% = Al 13 14 0 1 confirmation that A*A =1
ﬂz GCD(a, modulo 26}=

solution a 21 inv_a 5

b 18 b 18

Notice the correctness of the aforementioned principle of selecting the numbers x1 and x; in relation to
A =17, s0 e.g. the number x1 must satisfy the condition x1 = (xo + A) mod 26 = (13 + 17) mod 26 =
30 mod 26 = 4.

Ad ¢)
The second macro button called inv_a determines, if it is possible, the inverse of the parameter a. As

you know, this is determined by the condition GCD(a, 26) = 1. However, this cannot be predicted earlier,
because a is found only as a result of the solution system of linear equations in modular algebra.

The course of the exercise
Below the working part there is the area of the function x = a* (y - b) mod 26 on five given ciphertexts,
but the first is fully successfully decrypted.

demo of decryption process after proper choice of a and b

K 5§ B J Y K § B E I G E G Q Y Y F A T I E Y I Y G
ciphertext 10 18 1 9 24 10 18 1 4 8 4 118 1 24 24 0 19 & 8 4 24 8 24 6
xZaJ(y-b} 12 0 19 7 4 12 0 19 8 2 18 8 18 0O 4 13 14 18 2 8 4 13 2 4 18
plaintext M A T H E M A T 1 © 3 1 s A Q U E E N O F 5 C |1 E T E &

These cells should not be interfered with at all, as the decryption calculations are made automatically
on the basis of the obtained solution. The only assessment of correctness is to see the legal and
meaningful sentence of the plaintext, as in the following example: MATHEMATICS IS A QUEEN OF
SCIENCES.



The remaining four ciphertexts are decrypted using the same solution as the first, and success is rather
hard to expect. Apparently, various forms of affine functions were used, with different parameters a and
b. Therefore, one should note these parameters and found plaintext for the solved example and look for
new letter choices appropriate for each task separately. After each successful letter selection attempt (no
signal that GCD (4, 26) = 1 and/or GCD (a, 26), review all four ciphertexts and see if any meaningful
plaintext occurs. Most likely, we will lose the correct solution of the demo example and the previously
found example, so there was a request to note the parameters a, b. Most likely, we will lose the correct
solution of the demonstration example and the previously found solution, so there was a request to write
down the parameters a, b and present them in the report.



