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3. The number q is predetermined and has the value 3. 

4. Find the modulus n = pq. 

5. Find the totient (n). 

6. Assume that e = 5 (part of the public key). 

7. Find d so that  de   1 mod (n) (part of the private key). 

8. Calculate 
ln

log
ln

N

n
k n

N

 
= =    

 
 - where n is a modular number, and N = 16 (the length of an 

alphabet reduced to the letters from A to P only). The numbers k and k + 1 have the following 

meanings: 

Exercise  5. Decryption of RSA ciphertext

Run of the Exercise

You get a ciphertext resulting from the operation of the RSA algorithm on the plaintext, the content of

which you are to restore. You also get some data on the basis of  which you define the necessary param-

eters for the cipher service.

Following steps:

1. Find in Wikipedia  the year of the battle between the troops of  the Polish king Ladislaus  the Short

(or  "Elbow-high"  and the Teutonic Order in the 14th century.  Mark  it  as  Y.

2. Determine in the table below the leftmost  to  Y  prime  number  and consider it as  p.

  Table  of  300  initial  prime numbers



 

 

k+1  – length of the block being decrypted simultaneously (= number of letters in the ciphertext 

being decrypted at once). 

k  – number of letters in the plaintext block after decryption. 

 

Use the programs included with Homework 3 to calculate modular powers and inversions. Their Excel 

worksheets are shown below. 
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Examplary report on Exercise 4 
 

  

My numerical data 

Y - year of 

the battle 

Alphabet  

length N 
n = pq 

Totient 

(n) 

k - the length 

of plaintext 

block 

Public key  

e 

Private key 

de  1 (mod (n)) 

✓ ✓ ✓ ✓ ✓ ✓ ✓ 
 

My cryptographic data  

ciphertext to be decrypted mofmfgbod 

k+1 – element blocks of  

ciphertext letters 

(separated by space or | ) 

mof mfg bod 

hexadecimal numbers of every 

letter in ciphertext block 1) 

(separated by space or | ) 

CE5 C56 1E3 

ci – decimal value of every 

block from the cell above 2) 

(separated by space or | ) 

3301 3158 483 

mi – decimal value of decryp-

tion ci 
d mod n 

(separated by space or | ) 

244 239 180 

hexadecimal values of every 

decimal block 2) 

(separated by space or | ) 

F4 EF B4 

corresponding letters from the 

table1)  

(separated by space or | ) 

pe op le 

 

Ciphertext  

letter by letter 
p e o p l e 

 

 
1) alphabet  character table  

Dec 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 
Hex 0 1 2 3 4 5 6 7 8 9 A B C D E F 

 a b c d e f g h i j k l m n o p 

 
2) link for quick conversion any ↔ any (especially hex ↔ dec) 

https://fin-calc.org.ua/en/calculator/conversion/notation/any/ 

 

 

 

 

 

 

 

 

https://fin-calc.org.ua/en/calculator/conversion/notation/any/
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Report on Exercise 4 
 

  

My numerical data 

Y - year of 

the battle 

Alphabet  

length N 
n = pq 

Totient 

(n) 

k - the length 

of plaintext 

block 

Public key  

e 
Private key 

de   1 (mod (n)) 

       

 

My cryptographic data  

ciphertext to be decrypted  

k+1 – element blocks of  

ciphertext letters 

(separated by space or | ) 

 

hexadecimal numbers of every 

letter in ciphertext block 1) 

(separated by space or | ) 

 

ci – decimal value of every 

block from the cell above 2) 

(separated by space or | ) 

 

mi – decimal value of decryp-

tion ci 
d mod n 

(separated by space or | ) 

 

hexadecimal values of every 

decimal block 2) 

(separated by space or | ) 

 

corresponding letters from the 

table1)  

(separated by space or | ) 

 

 

Ciphertext  

letter by letter 
      

 

 
1) alphabet  character table  

Dec 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 
Hex 0 1 2 3 4 5 6 7 8 9 A B C D E F 

 a b c d e f g h i j k l m n o p 

 
2) link for quick conversion any ↔ any (especially hex ↔ dec) 

https://fin-calc.org.ua/en/calculator/conversion/notation/any/ 

 

Individual data can be found on the next page.

https://fin-calc.org.ua/en/calculator/conversion/notation/any/
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 III Group 1  III Group 2  V Group 1 

Nr ID ciphertext  Nr ID ciphertext  Nr ID ciphertext 

1 52100 kommfggdm  1 55478 kommfggdm  1 49311 kommfggdm 

2 55322 gdmhcbapd  2 55750 gdmhcbapd  2 49785 gdmhcbapd 

3 55337 haoljedcf  3 55812 haoljedcf  3 49791 haoljedcf 

4 55477 nppeamddc  4 56267 nppeamddc  4 50425 nppeamddc 

5 56255 cmpcgiklm  5 56296 cmpcgiklm  5 52493 cmpcgiklm 

6 56285 cmpipajoi  6 56297 cmpipajoi  6 52508 cmpipajoi 

7 56288 hbdfibonc  7 56299 hbdfibonc  7 52533 hbdfibonc 

8 56307 kommfggdm  8 56300 kommfggdm  8 52626 kommfggdm 

9 56330 gdmhcbapd  9 56398 gdmhcbapd  9 52686 gdmhcbapd 

10 56335 haoljedcf  10 56462 haoljedcf  10 52734 haoljedcf 

11 56351 nppeamddc  11 56560 nppeamddc  11 52736 nppeamddc 

12 56386 cmpcgiklm  12 56817 cmpcgiklm  12 52745 cmpcgiklm 

13 56452 cmpipajoi  13 56832 cmpipajoi  13 52812 cmpipajoi 

14 56458 hbdfibonc  14 56843 hbdfibonc  14 52840 hbdfibonc 

15 56473 kommfggdm  15 56846 kommfggdm  15 52851 kommfggdm 

16 56482 gdmhcbapd  16 56850 gdmhcbapd  16 52879 gdmhcbapd 

17 56490 haoljedcf  17 56852 haoljedcf  17 52883 haoljedcf 

18 56497 nppeamddc  18 56855 nppeamddc  18 52890 nppeamddc 

19 56567 cmpcgiklm  19 56893 cmpcgiklm  19 52911 cmpcgiklm 

20 56943 cmpipajoi  20 56978 cmpipajoi  20 52915 cmpipajoi 

21 56962 hbdfibonc  21 56980 hbdfibonc  21 52929 hbdfibonc 

22 56974 kommfggdm  22 57002 kommfggdm  22 52935 kommfggdm 

23 57062 gdmhcbapd  23 57036 gdmhcbapd  23 52992 gdmhcbapd 

24 57105 haoljedcf  24 57056 haoljedcf  24 53023 haoljedcf 

25 57108 nppeamddc  25 57086 nppeamddc  25 53062 kommfggdm 

26 57169 cmpcgiklm  26 57092 cmpcgiklm  26 58497 cmpcgiklm 

    27 57120 cmpipajoi     

    28 57144 hbdfibonc     

    29 57151 kommfggdm     

    30 57153 gdmhcbapd     

    31 57156 haoljedcf     

    32 57158 nppeamddc     

    33 59961 cmpcgiklm     


