
Supplementary material to Exercise 1

Operation of different elementary ciphers. 
THE SCOPE OF MATERIAL

I.    Definition of the cryptographic system             

II.   Cipher with offset (Caesar cipher)             

III.  Monoalphabetic1) cipher        

IV.  Vigenere cipher             

V.   Transposition cipher (permutation cipher)

 ---------------------------------------------------------------------------------------------------------------------------

I. Definition of the cryptographic system
¨ plaintext - information (message) that we want to pass through an unprotected channel 

¨ cryptogram (ciphertext) - information sent to the recipient
[DEF 01] Cryptographic system /cryptosystem/
– any five ( P , C , K , E , D ) meeting four conditions

(1) P - finite set of possible plaintexts (set of messages), 

(2) C - finite set of possible encrypted texts (set of cryptograms), 

(3) K - finite set of possible keys, 

(4) 
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where: E , D - sets of encryption and decryption rules, respectively . 

ek(E – the encryption rule (function eK: P ( C )

dk(D – the decryption rule corresponding to the encryption rule ek(E (function  dK: C ( P)

[Agreement] We use ring Z26  for proposed ciphers due to the large number of letters in the English alphabet. In the general case, however, you can use any Zm ring

II. Cipher with offset /Ceasar cipher/
[Algorithm] Cipher with offset /Caesar cipher/ - cipher based on residual arithmetic

Let P = C = K = Z26.

For 0 ( k ( 25 we define:

encryption rule ek(x) = (x + k) mod 26

decryption rule dk(x) = (x + -k) mod 26

Where x, y(Z26.

There are only 26 possible keys for the Caesar cipher.

[Task 01] Perform encryption and decryption of T text using Caesar's cipher.

Data:
key: k = 11

plain text: T = cryptography
Correspondence between alphabetic characters and modulo 26 residues.
	a
	b
	c
	d
	e
	f
	g
	h
	i
	j
	k
	l
	m
	n
	o
	p
	q
	r
	s
	t
	u
	v
	w
	x
	y
	z

	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	13
	14
	15
	16
	17
	18
	19
	20
	21
	22
	23
	24
	25


ENCRYPTION
(1) we transform the plaintext T according to the correspondence table between characters and modulo 26 residues.

 2 17 24 15 19 14  6 17  0 15  7 24
(2) we add to each of the values k = 11

13 28 35 26 30 25 17 28 11 26 18 35
(3) we reduce the above values ​​modulo 26

13  2  9  0  4 25 17  2 11  0 18  9
(4)  The final encrypted text is obtained by transforming the above sequence of numbers into

alphabetic characters: NCJAEZRCLASJ
DECRYPTION

(1) we transform the encrypted text into a series of numbers

(2) we subtract k = 11 from each of the numbers

(3) we reduce the received modulo 26 values

(4) we convert the obtained string of numbers into a string of letters according to the correspondence table

III. Monoalfabetic substitution cipher 

[Algorithm] Monoalphabetic1 substitution Ciphers
Let  T = C = Z26, K – set of all permutations of the numbers 0, 1, ..., 25.

For a given permutation p(K we define functions: encryption and decryption 

   ep(x) = p(x)

dp(y) = p-1(y)

Where p- 1 is the reverse permutation to p.

The key to the withdrawal cipher is 26-character permutation. There are 26 such keys!

[Task 02] Encrypt the given text T with substitution method with the encryption function    ep(x) = p(x) given in the table below.

Data:

Plain text: T = cryptography
ep(x) = p(x)  –  encryption function

	a
	b
	c
	d
	e
	f
	g
	h
	i
	j
	k
	l
	m
	n
	o
	p
	q
	r
	s
	t
	u
	v
	w
	x
	y
	z

	F
	N
	W
	G
	O
	V
	A
	P
	H
	X
	B
	Q
	I
	Y
	C
	R
	J
	S
	D
	K
	T
	Z
	E
	L
	U
	M


np. ep(a) = F, ep(b) = N,… etc.
The encrypted text (cryptogram) is WSURKCASFRPU
dp(y) = p-1(y)  –  decryption function

	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	g
	k
	o
	s
	w
	a
	d
	i
	m
	q
	t
	x
	z
	b
	e
	h
	l
	p
	r
	u
	y
	f
	c
	j
	n
	v


np. dp(A) = p-1(A) = g

Write below the decryption content:

	
	
	
	
	
	
	
	
	
	
	
	


Do the same exercise with plain text T = constitution
	a
	b
	c
	d
	e
	f
	g
	h
	i
	j
	k
	l
	m
	n
	o
	p
	q
	r
	s
	t
	u
	v
	w
	x
	y
	z

	T
	H
	E
	Q
	U
	I
	C
	K
	B
	R
	O
	W
	N
	F
	X
	J
	M
	P
	S
	V
	L
	A
	Z
	Y
	D
	G


based on the English sentence containing all the letters of the alphabet The quick brown fox jumps over the lazy dog. Notice that repeating characters are not allowed. 
The encrypted text (cryptogram) is:

	
	
	
	
	
	
	
	
	
	
	
	


 dp(y) = p - 1(y)  –  decryption function

	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	v
	i
	g
	y
	c
	n
	z
	b
	f
	p
	h
	u
	q
	m
	k
	r
	d
	j
	s
	a
	e
	t
	l
	o
	x
	W


Decrypted plain text content:

	
	
	
	
	
	
	
	
	
	
	
	


IV. Vigenere cipher

[Algorithm] Vigenere cipher
Let n(Z+ be fixed and let P = C = K = (Z26 )n .

For the key k = (k1,..., kn ) we define an encryption and decryption function 

      ek(x1, x2 ,..., xn ) = (x1 + k1, x2 + k2 ,..., xn + kn )  - encryption function 

      dk(y1, y2 ,..., yn ) = (y1 - k1, y2 - k2 ,..., yn - kn )     - decryption function
All arithmetic operations are performed  in Z26.

Vigenere cipher is an example of polyalphabetic 2 substitution cipher.

[Task 03] Encrypt the given text T with the Vigenere method. 

Data:

n = 6,

Key: k = CARTOON, its numerical equivalent is k = (2, 0, 17, 19, 14, 14, 13)

T = cryptography
ENCRYPTION

(1) we transform plain text symbols into the rest of modulo 26

 2 17 24 15 19 14 6  17 0 15  7 24
(2) we write them in groups of n = 6 and add the keyword k modulo 26

 2 17 24 15 19 14 |  6 17  0 15  7 24
 2  0 17 19 14 14 | 13  2  0 17 19 14
------------------------------------------------------------------

 4 17 15  8  7  2 | 19 19  0  6  0 12
(3) the resulting string of numbers is converted into a string of letters according to the correspondence table: ERPIHCTTAGAM
DECRYPTION

(1) we transform ciphertext symbols into the rest of modulo 26

 4 17 15  8  7  2 | 19 19  0  6  0 12
(2) we write them in groups of n = 6 and subtract the keyword modulo 26

 2  0 17 19 14 14 | 13  2  0 17 19 14

-------------------------------------------------------------------

 2 17 24 15 19 14 |  6 17  0 15  7 24 

(3) the resulting string of numbers is converted into a string of letters according to the correspondence table

	
	
	
	
	
	
	
	
	
	
	
	


V. Change cipher /permutation cipher/
[Idea] Characters in plain text remain unchanged, only their order changes.
[Algorithm] (Change cipher/permutation cipher)
Let n(Z+ be fixed and let P = C = (Z26)n and let K be the set of all permutations of the set {1, 2, ..., n}.

For the key (i.e. permutation) p , we define the encryption and decryption function

ep(x1, x2,..., xn ) = (xp(1), xp(2) ,..., xp(n))

dp(y1, y2,..., yn ) = (yp-1(1), yp-1(2), … yp-1(n))

Where  p-1 is the reverse permutation to p 

[Task 04] Encrypt the given text T with a permutation cipher. Complete the incomplete n string with ' x '.

Data:

n = 6

plain text: T = cryptography
key: permutation p of the form: (351642)   or its equivalent form: 
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reverse permutation  p-1:
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 = (361524)

ENCRYPTION
 (1) divide the text into six-letter groups (the last incomplete string can be supplemented e.g. with the characters ' x ')

crypto graphy 

(2) in each group we rearrange the letters according to the permutation of p

ytcopr ayghrp
(3) the encrypted text obtained is: YTCOPRAYGHRP
DECRYPTION
For decryption we use permutation p-1.

[Task 05] Generate inverse permutations to the given.
(a) p = (62457183) 
(b) p = (bhdfacge) 
(c) p = (EBJDAHFCIG)

Solution:

(a) [image: image5.png]



(b) [image: image6.png]



(c) [image: image7.png]



[Task 06] Solve the crossword
	[image: image8.png]



	Crossword in English

1) collection of sets and en/decryption rules.

2) recovering of the plaintext from ciphertext

3) put the message into communication channel 

4) transformed plaintext

5) necessary element of cryptosystem

6) process of message transformation

7) gest the transforned message from  communication channel

8) other meaning of the message to be sent


	


1 1) A monoalphabetic substitution cipher, also known as a simple substitution cipher, relies on a fixed replacement structure. That is, the substitution is fixed for each letter of the alphabet. Thus, if "a" is encrypted to "R", then every time we see the letter "a" in the plaintext, we replace it with the letter "R" in the ciphertext.
2 2)A polyalphabetic cipher - a cryptographic system in which any alphabetic character can be converted into one of the m possible characters (assuming that the keyword has m characters and all these characters are different). It consists of transformations such that the first letter is encrypted with the first transformation, the second - the second, ..., the mth – with the mth  etc.
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