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CHAPTER

HEALTH INFORMATION TECHNOLOGY
GOVERNANCE AND DECISION RIGHTS

Learning Objectives

1. Define governance as it applies to health information technelogy (HIT)
and describe its primary purpose.
2. Summarize the five major components of HIT governance.

w

Explain why charter, representation and decision righes? and
accountability are vital to a governance plan.

4. Explain why HIT strategic planning has become’more important for
healthcare organizations.

wmn

Describe the major elements of a healthcare organization’s planning
effort.
6. Assess the major elements of an HIT strategic plan.

7. Describe systems theory and explain why it is vital to HIT govermance
y

and planning. '
Overview
The competitive”advantage that successful health information technology

(HIT) governance may bestow has becomé the center of much discus-
sion and even some debate. Smaltz, Carpenter, and Saltz (2007) and Kloss
(2015 ), among many others (Broadbent and Kitzis 2005; Glaser 2002; Weill
and Ross 2004), conclude that effeetive governance and expanding decision
rights, inherent in HIT leadership; are essential for organizational success.
The discussion of what govermaince and decision rights mean and how these
concepts have evolved in healthcare organizations is a major portion of this
chapter. Such emphasis on governance does not imply that the more tradi-
tonal HIT strategic planning is cither unimportant or out of date. Planning
is still vital and is an important part of HIT governance.

Today, more than in the past, successful HIT governance and planning
must address challenges from outside HIT operations. Broad questions that
nced to be addressed include these: What is HIT governance? What does
data governance mean? Who is involved in governance processes? How are
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participants in governance processes held accountable? How does transpar-
ency in the organization influence governance? How does the governance
model differ from historical HIT strategic planning? What changes must be
made in organizations to transform HIT functions to a corporate asset?

This chapter first presents an overview of HIT governance with a key
discussion of charter, representation, accountability, and strategic planning.
It then outlines strategic planning in healthcare organizations from the per-
spective of an integrated governance model. Topics covered include organiz-
ing an HIT strategic planning effort, the importance of system integration,
the basics of systems theory, and management control anyccision support
systems.

Background of Health Informatuyechnology
Governance

Information systems in many haMc organizations cvolved piccqﬂfgal,
rather than from a carefully controlled planning process. Specificirequire-
ments for capturing, storing, and retrieving data when needed avere devel-
oped on an ad hoc basis yﬁc“ programs and services were “added. As a
result, the same data were captured repetitively, files were” dupluatcd and
information was n;t}va_vs available when needed. Anal¥sts recognized that
if an HIT planning process was not in place, prioriti€8 for developing indi-
vidual computer applications were often established by the exigencies of the
moment. / D, o
broader corporate pcrspuuvc)uggcsts that governance is the
way in whuh owners and managers of'an organization manage the agency
problem—the fundamental conflict of interest imposed by delegating opera-
tional authority to managers who;fo not own the resources managed (Denis
/ 2001). Managers want to kceq ‘their job of running the business and thus
) may become risk averse inyheir decisions to minimize the chance that they
will have a bad outcome that would cost them their employment. This risk
aversion does not mg;ifnizc returns to the owners. The owners want to make
sure the business @perates in such a way as to maximize its well-being, which
means long-run profit in the business world and quality, reputation, or size
for healthcare organizations. In any event, the challenge facing the own-
ers or the governing board is how best to ensure that management makes
the right decisions. Two solutions to this agency problem are bonding and
monitoring.
Bonding is developing contracts that reward managerial behavior that
leads to positive outcomes or penalize managerial behavior that leads to
negative outcomes; incentive-based compensation is one method of bonding.
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Monitoring, on the other hand, refers to owners closcly observing managerial
behavior to ensure managers behave as desired. Both bonding and monitor-
ing strategies have costs. The complexity of the HIT functions being man-
aged are so great that monitoring has a minimal chance of being successful in
today’s HIT world. Likewise, the weak link between the activities of the HIT
leaders and the outcomes that owners desire make bonding strategies ques-
tionable. These strategies are made even more problematic during periods of
rapid change. Specifying contracts and monitoring activity posce challenges in
a changing environment.

HIT prioritics have changed to focus on integration of systems across
multiple facilities, automation of patient records, and improved decision
support for clinicians and managers. Achieving these com bjectives
requires a careful planning process to develop a functional, scalable, and flex-
ible information architecture that facilitates data exchange and provides users
rcal-time, remote access to information from any location”

This chapter covers three closely related topics that, while separate,
must be considered rogether. First, we outline HE wernance with a discus- >
sion of purpose, then discuss governance for leadership, then present a gover- )
nance plan. Second, we highlight how to organize an HIT strategic planning, «
effort with some useful examples. l-‘inall)’gc discuss system integration as't'

necessary component to governance and planning. S
4
y

Purpose ‘4

HIT governance helps the organization make business decisions accurately
and in a timely manner;, With that benefit in mind, many h}'?'attcmptcd to
define the purpose and Scope of HIT governance (e.g., Butler 2013; Data
Governance Institute 2020a; Kloss 2015, 2013; Lutd(gn and Collins 2005;
Sambamurthy Zmud 1999; Weill and Ross 2(}03).

Haseley and Brucker (2012) present a s;o&npclling case for strict HIT
governance review criteria. Following the l:( Process Institute’s guidelines,
they propose five domains, or focus arcaj;ﬂlht have meaning to all HIT pro-
cesses (Haseley and Brucker 2012, 5)6,)‘

Strategic alignment— Maximize opﬁ:unities for the business use of IT while provid-
ing transparency and assurarlethat IT objectives are being achieved. This includes
defining the IT value proposition, determining the linkage between business and IT
plans and increasing managerial effectiveness.

Risk management—Address legal and regulatory compliance needs and understand
and manage key operation risks. This includes determining risk appetite and toler-
ance, assessing IT risk awareness and identifying risk exposures.

Resource management — Appropriately align IT capabilities with business needs,
including optimizing IT resources, optimizing knowledge and aligning capabilities.
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Performance measurement — Utilize real-time data to continuously improve IT delivery.
Approaches include measuring strategy implementation, reporting and the applica-
tion of operational and strategic metrics.

Value delivery— Optimize return on IT investments by executing on the IT value
proposition, meeting business requirements and verifying the integrity and accuracy
of information.

Another, similar approach to purpose has been proposed in broad terms by
Levy (2018). Differences mostly exist with regard to the level of granularity.

e Ensure data availability. The best systems with current technology are
incffective if the end users don’t find the data easy to locate and use.
Departments cannot own data; thus, gover ce must transcend the
organization. In addition, with large, unsgructured data storage, all
users must understand what data are used and how best to process
them. Availability requires thn::yschcmcs are applied consistcnd);v
across organizational divisio 1 4

. . o N

®  Ensure consistency. When leaders in your organization address
problems using diffcr?hta sets, they are likely to reachydifferent
conclusions. The resulting confusion and stress impcdgt{pcrational
performance. All'users must have access to consistegf, reliable data,
in order to fy!;c valid comparisons and conclusions. Governance
across the organization by a team of executiyes, managers, and data
stewards with both the knowledge and yestéd authority ensure that all
followis€onsistent rules. J

e Keep or delete data. The risks of date/h‘({ardjng are the same as those

)f physical hoarding. Servers and'storage devices often fill up with
unimportant, redundant, or just old data. This impedes the location of
‘ vital information and creatésan opportunity for users to capture and
/ use extrancous informat'u)h. As much as one-third of the data stored
is estimated to be unin‘\'portant. Often data not required for other
rcasons can be disedrded quite quickly. Walmart uses only four weeks of
transaction data; for example. Data governance provides rules for what
must be kepr and what can be discarded or archived.

e  Analyze and report issue resolution. Effective organizational metrics and
the data used to generate the metrics rely upon consistency across the
organization. This includes recorded standards and definitions so that
everyone understands the meaning from a common point. Business
analytics provide useful information as long as they are fed the same
data with the same definitions. Problems that arise are usually not the
fault of the technology employed but misapplication of the tools and
data used. Replacing basically sound systems will not solve the problem
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but improved data governance can bring greater benefit, bring it much
faster and at less cost.

®  Ensure security and compliance. Consequences for noncompliance with
data regulations can be enormous, especially where protected health
information (PHI) from patients is concerned. Defining how its data
arc acquired, stored, backed up, and secured against accidents, theft,
or misuse may enable the organization to avoid these consequences.
Achieving secure data management and maintaining compliance with
laws and regulations incorporates effective audits and controls to
ensure that the procedures are followed. Beyond the formal control /
mechanisms, education and awareness campaigns will facilitate
compliance with increasing user access to self-service solu!i?

Governance for Leadership )/
The domains listed above from ecither scheme do net translate directly to >
the operational needs of HIT leadership. If you thesize the information >
from Menning and Carpenter (2005); Smaltz, Carpenter, and Saltz (2007); -
and Herman, Scalzi, and Kropf (2011), yvou find the primary operational_ «
components of HIT governance necessary to achieve the key domains. Thcgt'
operational components are listed in exhibit 4.1 and discussed in more detail
in the following sections. >

‘4

Consistent (and Consistently Applied) Health Information Technology
Strategy J -

HIT should support the strategic goals, objectives; and priorities of the
organization it seryes. As healthcare organizations have'become more sophis-
ticated, they nse information more cffectively to posiﬁon themselves strategi-
cally in the environment where they operate LAﬁstin, Trimm, and Sobczak

1995, 27; Shortliffe 2005). \

Kn‘;cntioncd, hospitals and other’ healthcare organizations historically
employed information technology (I'T) to support day-to-day operations.
Increasingly, healthcare managers “are recognizing the role of informa-
tion systems in increasing max;kcf share, supporting quality assessment and

Y

EXHIBIT 4.1

1. Consistent (and consistently applied) HIT strategy Components of
2. Alignment of HIT strategy with organizational strategy HIT Governance
. Well-developed HIT infrastructure, architecture, and policies

. Well-managed HIT project priorities and investments in HIT infrastructure

. Documented HIT value or benefits to enhance accountability

v bW
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improvement, and adding value to the organization. To accomplish these
strategic objectives, the HIT plan must be consistently applied across the
multiple operating units of an organization. Creating consistent applications
in an environment that has grown piecemeal and that consists of employces
who do not report directly to the chief information officer (CIO) presents a
challenge.

HIT strategic planning has grown over the years, evolving into a field
that has finally been given its due. In 1996, 35 percent of the respondents
to the Healthcare Information and Management Systems Society’s seventh
annual leadership survey (HIMSS 1996) indicated that r organizations
did not have an HIT strategic plan. By January 2002, that number went
down, with only 8 percent of the responding izations admitting that
they lacked such a plan (HIMSS 2002). By 2005, the question of having
an HIT strategic plan in place was left out that year’s survey and was
replaced by a question of whether the plamwas an integrated component of
the organization’s overall strategic plany (46 percent responded yes) or was
integrated in content but stood ay?cparatc plan (44 percent responded
ves) (Scottsdale Institute and HIMSS Analytics 2005). In 2012, 4&§crccnt
of respondents to the 23rd annual survey indicated that their strategic
plan was a component of t?’organizational strategic plan, while 37 percent
of respondents reported that the two plans were scpamtr;b’tlt integrated in
content. Only 7 ﬂ of respondents indicated that gheé HIT plan was not
aligned, and 7 p nt reported that the organizatjo('did not have an HIT
strategic plan (HIMSS 2012, figure 19). '/

Planning is now a part of the culture foymr. The question remains—
Has the df\"c for consistency had an impagct on how HIT priorities evolve?

Only indirect evidence on this qucstion’cxists, but if we consider HIMSS

y data for 2018, prioritics rcnpﬁ\ rclatively consistent for hospital IT
~ respondents from 2017 to 2018 &bﬂMSS 2018, table 6). While some change
/ occurred, the top priority mincd the same in both vears (patient safety).

The second priority in 2048 (privacy, security, and cybersecurity) was third

in 2017, and the fifth priority in 2018 (process improvement, workflow, and

change manageme ras also fifth in 2017. The second priority in 2017

(electronic health, fecords [EHRs]) fell to eighth place in 2018, and the

fourth priorit_\'iK 2018 (data analytics and clinical and business intelligence)

rose from ninth in 2017. The decline in the EHR’s priority ranking was prob-
ably a result of progress in improving these technologies by system vendors.

Likewise, data analytics and clinical and business intelligence have been made

more acute as evolving technologies open new opportunities.

The vendor or consultant portion of that same survey (HIMSS 2018,
table 7) reveals similar consistency over this short time. Interestingly, the top
priority for 2018, data analytics and clinical and business intelligence, was
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ninth in 2017, reflecting the rise in opportunities for this application. Others
in the top five were consistent, however.

Alignment of Health Information Technology Strategy with Organizational
Strategy
The HIT strategic plan must be closely aligned with the strategic plan of the
organization. The issue of alignment has been an integral part of the HIT
planning mantra for years (sce Ward and Griffiths 1996). Aligning HI'T strat-
egy with the overall organizational strategy requires (1) a consistently apphcd
HIT plan and (2) the recognition by HIT leadership of the importance ¢
interrelationships among HIT, the rest of the organization, and the external
environment. Moreover, Stacey and Skinner (2005) argue that alignment
involves three essential elements for success. First, an alignment of purpose
must be in place. HIT leadership and organizational leadership must agree
that they are trying to achieve the same ends. Second, h sets of leaders
must agree to work jointly to develop goals and tacties to meet those ends.
Third, they must agree to share the rcsponsihl/wan accountability for 4
achieving the ends. In the words of Stacey and Skinner (2005, 41), “We’re ~
in this together.” These references may be dated, but looking at more recent -
work (Healthcare Business & Teclmolagv 2017) reveals that the core pomur'
continue to apply.

Because business objccti'\"c’s/'-angc over time, the HIT plan,should
be reviewed frequently to ensure it remains in alignment with curnght orga-
nizational strategy. Implementing an aligned plan is much @ore difficult
than stating the need for alignment. To assist leaders in aghi?ﬁng strategic
alignment, the following six questions must be addressed by the CIO and
organizational ?rship together from the perspective of the organization:

b -
What does the organization do? >

th;ﬂ does the organization do it to m\f(:r?
Where does the organization do it3 »
When does the organization do )t»”

Why does the organization dorit?

How does the organizad:m’do it?

AN B

Well-Developed Health Information Technology Infrastructure, Architecture,
and Policies

Healthcare organizations must make choices and set priorities for their infor-
mation systems. The plan should identify the major types of information
required to support strategic objectives and establish priorities for installation
of specific computer applications, the architecture on which the systems func-
ton, and the detailed rules that drive HIT operations.
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To meet strategic objectives and develop high-priority applications,
the healthcare organization must develop blueprints for its HIT infrastruc-
ture. This process involves making decisions about hardware configuration
(architecture), network communications, degree of centralization or decen-
tralization of computing facilities, and types of computer software required
to support the network.

HIMSS attempts to determine current and future HIT use and adoption
through its annual leadership surveys. Although the w’”ing of survey
questions evolves over time, they are similar enough to note the following
shifts in focus since 2000: ’,

e Early 2000s: system connectivity is key '
— High-speed networks

— Intranets } >
— Wireless information system: 9’

— Client and server systems 7

e 2012: infrastructure e?ges as a top priority >
— Servers and virtual servers o g

Mobile device? y’
Desktops irtual desktops g

Security systems .,),

S e and backup D

Wired and wireless networks J

Cloud computing

Telemedicine ’v3

e 2018: system utility and applications take the forefront
~ Patient safety .ﬂ

Privacy security and €ybersecurity

Process impr ent and workflow

Data analy&!’and clinical and business intelligence

Clinicalyﬁormatics and clinical engagement

\V

The update for 2018 (HIMSS 2018) revealed some additional changes
in priorities for hospitals. The focus of the survey changed slightly, address-
ing the question, What are vour top priorities? Please note that framing of
the question differed from prior years, so outcomes are less comparable over
ume. Interestingly, the same question was asked of vendors and consultants,
revealing the differing focus of the two groups:
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e Data analytics and clinical and business intelligence

e Health information exchange, interoperability, and data integration
e Improving quality outcomes through HIT

e Privacy security and cyber security

e EHRs

After the infrastructure and architecture are developed, the HIT
steering committee (see the section titled Organizing Health Information
Technology Strategic Planning Effort) should oversee the develop f
a sct of enterprise-wide policies that govern the design, acquisition, and
operation of information systems throughout the organization. Important

policies nceded by every organization include data security pelicics; data
definition standards; policies governing the acquisition of hardware, soft-
ware, and telecommunications network equipment; and icies on use of
the internet.
/ >
Data Standardization . 14

)

As discussed, system integration is an important element of HIT strategic
planning in healthcare organizations. yt computer applications musty,”
include the ability to share information/with other systems. This rcqux;lp-'
ment has come to the attention of many operations and rescarch orgeuiza-
tions in healthcare (Observatio Health Data Sciences and Informatics
2020). For example, a laberatory results reporting system must be able
to transfer information for storage to the EHR. Electronic.data exchange
cannot occur without same level of standardization of data structures. For
this reason, healthcare organizations should consi developing a data
dictionary—a tool or list that specifies or definessthe format of each data
clement and coding system (if any) associaged with that ¢lement. For
example, the data dictionary might define the-data element “date of birth”

as follows: 3\

® -
e
o

Date of birth—Eight-digit mt)ﬂ)cric ficld with three subficlds:
Month—two digits ranging from 01 to 12
Day—two digits ranging from 01 to 31
Year—four digits ranging from 1850 to 2100

In this example, notice that the range of the subficld for year is designed to
accommodate historical records of patients with birth dates that go backward
to the mid-nincteenth century and forward to the end of the twenty-first
century.

In addition to data compatibility among information systems within
the organization, there is a growing need to facilitate the exchange of
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information among health systems, government and private insurance com-
panies, medical supply and equipment vendors, and other entities. A number
of projects have been initiated to develop voluntary, industry-wide standards
for clectronic data interchange in the healthcare field. Examples of these
projects include the following:

e The American National Standards Institute (ANSI; www.ansi.org) X.12
Group works on specifications for transactions involving the processing
of health insurance claims.

e The Health Industry Business Communication Couneil’(www.hibcc.
org/about-hibcc /overview) works to provide common coding of
supplies, materials, and equipment.

e Health Level Seven (HL7, version 3; wwwhl ; .org) is a standard for
healthcare electronic data transmission. Itis now marketed as HL7

International.
® The Healthcare Information chh*logv Standards Panel (HITSP; .4
www.hitsp.org) received a contsact from the US Department of ealth

& Human Services (HHS) to support a new collaborative effort to

harmonize HI'T standa& >
' >

The HL7 projeet, initiated in 1987 is a \olumary{ﬂ'ort by health-
care providers, gvarc and software vendors, pa\'crs consultants,
government groups and professional orgamzano s. The broad goal is
developing a cost-effective approach to svstcnk_oﬁnc;nvlty by developing
standards yr clinical and administrative . data. As with other standards-
developing organizations certified by SI, HL7 develops messaging
specifications that enable organizati to exchange clinical and adminis-

ve data; it has been working 'Onwmproving these specifications since
. 1987. Version 3 of HL7 embodi€¢s a new approach that addresses many of

/ the weaknesses of carlier \crsfbns and encompasses messaging, component
specifications, structurcd,ﬂoaumcnt architecture, and more. Even earlier
versions provided a eoherent set of standards for messages, component
interfaces, and docnmcnts that all users can embrace (Beeler 2001). The
technology and,aﬁpluatxons update continuously and expand in scale and
scope (Levin 2019).

The federal government has continued to support the creation and
adoption of HL7 and other data exchange standards. As a part of the presi-
dential initiative on consolidated health informatics, HHS and the depart-
ments of Defense and Veterans Affairs announced the adoption of HL7
messaging standards along with prescription drug, imaging, and other stan-
dards in 2003 (georgewbush-whitchouse.gov 2020). These standards enable
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the federal agencies to share information and improve coordination of care.
Similarly; in 2004, five additional standards related to information exchange
were announced (georgewbush-whitechouse.gov 2020).

In addition to these voluntary efforts at industry-wide data standard-
ization are the mandatory electronic data standards and standard transaction
formats for claims processing, which were established by the Health Insur-
ance Portability and Accountability Act (HIPAA) of 1996. Providers are
required to follow these standards to receive reimbursement from Medicare,
Medicaid, and other health insurers. As a means of addressing growing man-
datory standards, “HITSP [brings] together a wide range of stakehold o
identify, select, and harmonize standards for communicating data throu;&n
the healthcare spectrum™ (ANSI 2005). Under a contract from Depart-
ment of Health & Human Services and the sponsorship of ANSI, HIMSS,
the Advanced Technology Institute, and Booz Allen Hamilton (a strategic
partner), HITSP attempts “to accelerate the adopu health informa-
ton technology and the secure portability of health information across the
United States™ (AHRQ 2005). The purpose of M is to develop a gener- >
ally accepted “set of standards specifically to enable and support ‘widespread N
interoperability, accurate use, access, privacy and security of shared health
information”” (ANSI 2005). , 'y'

HITSP is designed to functon with public and private parmcrﬂ!ips
that have the potenual to acccsﬁh of the healthcare community If suc-
cessful in getting healthcare softwvare developers and users to adgpt these
standards, it will buoy the Nationwide Health Information Ngtwork initia-
tive for the United States called for by former President 9?6'rgc W. Bush
in Executive Order #13335, which established the Office of the National
Coordinator for Health Information Technology (ONCHIT).

The challenge of achieving data standards to enable organizations
to share data internally and externally is a in progress. Mostly con-
cerned with the external challenge, the Ol* SHIT has continually updated
infor on regarding the status, requirgsnients, and progress of health data
standardization. The standards and technology sections of the Office of
the National Coordinator (()NCWC a valuable starting point for keeping
current (see www.healthit.gov/topic/standards-technology/health-it-stan-
dards). While constantly chwﬁing, common information initatives include
the following:

® Federal Health Architecture (www.healthit.gov/hitac/committees/
health-information-technology-advisory-committee-hitac) seeks to
coordinate data exchange and reporting requirements across federal
agencies responsible for delivery and support of healthcare.
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y

* Interoperability Portfolio (www.healthit.gov/topic/interoperability) is
the central repository of current standards development and setting.

e Standards (www.healthit.gov/topic/standards-technology) works
to ensure that a functonal infrastructure is in place to support the
adoption of HIT throughout the country.

— Scientific Initiatives (www.healthit.gov/topic/scientific-initiatives)
leverages scientific information to support biomedical and health
services rescarch.

— Usability and Provider Burden (www.healthit.gov/topic/usability-
and-provider-burden) works to case the burden of atse by both
patients and providers as technology has become pervasive.

e International Health IT Collaborations (ww althit.gov/topic/
international-health-it-collaborations) aims to assemble the planning
and coordination being done with provi and systems abroad so that
US HIT standards are not at odds or incompatible with HIT systems

from other countries. '7

v

Despite these ongoing efforts, data standards still present major
challenges. Panangala and sen (2013) published an assessment of the
potential for the Department of Defense and the Vctcransygalth Adminis-
tration to merge health information across active scrviogtnd retired service
member systems. v suggest that significant challehges exist; currently,
the original @aIA of creating a single medical record for all service-con-
nected personnel is being replaced by impro interoperability between
the systems? Furthermore, health information exchanges (HIEs) are not
progressing as quickly or casily as hopcc‘ijﬂgcllcrman and Jones 2013). HIE
has 'ot been stalled exclusively bccau\sc of data standards, but Kellerman

Jones’s analysis indicates that”a” major impediment is the failure to
specify a standard structure anduformat of data exchanged or the definition
of the terms used. o )

As part of the HI I strategic planning process, the steering committee
should study rcquircn&n)tS for data interchange, including HIPAA mandates,
and should develop ¥policy on data standardization for the organization. For
example, many hospitals and integrated delivery systems (IDSs) are specify-
ing that all software purchased from vendors must meet an industry standard
protocol such as HL7.

Hardware and Software Standards

Healthcare organizations need to develop a number of technical policies
related to information systems. Most of these are highly technical and should
be drafted by the CIO or the director of information systems operations.
However, the HIT steering committee should oversee the creation of a broad
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set of policies related to the acquisition of computer hardware, software, and
network communications equipment for the organization.

The steering committee must determine whether the organization will
require central review and approval of all computer hardware and software
purchases. Such items are often the budgetary authority of individual organi-
zational units, but compelling reasons exist for central review and approval,
regardless of cost, including the following five:

1. Central review and approval helps ensure compatibility with enterprise-
wide data standards, such as HL7. ,’

2. Central review and approval of personal computer purchases can ensure
that data terminals and workstations use a common opcrati ystem,
such as Windows. “‘y

3. Central review and purchasing of generalized software vides cost

advantages through the acquisition of site licenses for multiple users
of common packages (¢.g., word processing, spreadsheets, database
management). , 4
4. Central review and approval ensures that hardware and software are of a /')
type that can receive technical sup d maintenance from the HIT ° ®
staff. g
5. Central review and approval can help prevent illegal use of unliccn;aér
software in the organization ¢

<

In addition, the HIT stccring committee should approve thc..['_(;t’work com-
munications plan for th&€nterprise. A variety of network ctfnﬁgurations are
possible, and the network plan must be compatible }i‘dﬁ the overall HIT

development plan for the organization. \
' .
» 4
Well-Ma Project Priorities and Investments in Infrastructure
The HIE nction must also effectively oversee the purchase and implemen-

tation ©f HIT infrastructure consistent,with the needs of the organization.
The specialized knowledge and skilhf'tf HIT staff and the growing complex-
ity of the underlying technologyumiake this overseer role vital to the success of
HIT operations. The use of technology has made information available and
accessible to clinical and administrative staff across the organization, but the
infrastructure on which software and other applications operate in the sys-
tems through which data are transmitted remains the domain of HIT. While
end users are vital considerations in the priority-setting process, governance
of HIT requires HIT leadership to manage cffectively the prioritics among
alternative investment options (Menning and Carpenter 2005). This man-
agement includes items directly from the HIT strategic plan; for example, as
outlined by Stacey and Skinner (2005, 44), a hospital had to change all of
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its human resources, finance, patient accounting, and other support services
information systems to enable integration with the rest of the health system
and investments that arise episodically (a good example was Y2K consider-
ations; see Wilson and McPherson [2002]).

Documented Health Information Technology Value or Benefits to Enhance

Accountability

The final purpose of HIT strategic planning is to provide data for estimat-

ing the budget and resources required to meet the objectives and priorities

established through the planning process. Planning is the bésis for develop-
ing operating and capital budgets for HIT in the organization. The impor-
tance of this purpose has increased as CIOs report the need to obtain value
from existing HIT (Glaser and Garets 2005) and the move from value pres-
ervation to value creation (Kark 2018). Turis¢o (2000, 13) called for value
management in justifying HIT investments: here is a growing demand for
ensuring that . . . HIT investment pragtices and processes not only justify
the large cash outlays, but track calize the value. . . . Values can 6nly
be realized through measurable business changes supported by th5 business
units.” ®

The Center for Infoﬁtion Technology Leadership pl'lbﬁshcd a num-
ber of articles arguing that greater documentation of HE*value is essential
(e.g., Johnston, Pan, and Middleton 2002). This “calLf’o the field” identi-
fied three dimensions from which to derive HIT \'aluﬁnancial, clinical, and
organizational. With this direction, a host of studies have emerged to address
all or so f these dimensions (see Buntin }\d. 2011; Encinosa and Bae
2011; Menachemi et al. 2006; Rahimi and Vimarlund 2007). Despite some
suc in specific applications such as decision support (Stenner, Chen, and
Johnson 2020), the ficld has yet tq,Jtmonstratc value in a consistent and
significant manner (Rudin et al. 4). The financial return on these invest-
ments is addressed in more il in chapter 12.

/ The financial dimcxbﬁdn'ls the most obvious source of value, consisting
of cost reductions, revénue enhancements, and productivity gains. Clinical
enhancements seek Q'idcncc of HI'T s impact on service delivery (e.g., adher-
ence to protocels) and clinical outcome indicators. Organizational enhance-
ments include ;ﬁkcholdcr satisfaction improvements and risk reduction. In
all cases, Johnston, Pan, and Middleton’s (2002, 1) fundamental point is that
healthcare executives currently must rely on “anccdote, inference, and opin-
ion to make critical HIT decisions.” The evidence is still mixed, but some
studies show the value of HIT when applied to specific technologies such
as computerized physician order entry (CPOE) (e.g., Johnston et al. 2003;
Koppel et al. 2005; Yu et al. 2009), clinical decision support (Stenner, Chen,
and Johnson 2020), and information exchange and interoperability (e.g.,
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Walker et al. 2005). In addition, positive results have been observed when
applied in small group practices (Miller et al. 2005) and among primary care
physicians (Pizziferri et al. 2005) and when tangible and intangible finan-
cial benefits are examined (Simon and Simon 2006). At this point, diverse
rescarch has not yet achieved a consensus on the financial or clinical value of
HIT.

Governance Plan

Developing a governance plan for the organization is not an casy task. HIT
professionals and executives would agree with the purpose, but getting -

port and engagement proves to be a challenge. Major efforts by respected
organizations have struggled with this for years. The Data Governance Insti-

tute (2020a; 2020b) provides the structure for what follows, aldzl%;h others

have contributed (Butler 2013; Kloss 2015, Kloss 2013). The Data Gover-

nance Institute website provides more details (www. overnance.com).

It is a substantial resource with many important sourees that will be used in

this text. The site is divided into two parts: Data GeVernance Basics and the >
DGI Framework. Basics include an introduction to the process, definition of ~J
governance, goals and principles, governance and stewardship, quality roles .'/
and responsibilities, and a data govcrnant?glossary. The framework providc&"

a comprehensive set of processes to follow to implement data governange:

v
v

Charter . " 4

A broad definition of HI'T data governance is the place to start oty discussion
of charters. Healthcare (E}a governance defines decision rig/ht?' and account-
abilities for all information-related processes. It uses established models that
limit who can take what actions with what informatiot{ and when they can
take that ac&gjndcr what circumstances that;ae!ion can be taken, and
what methods can be employed in that action. ©rganizations need a plan for
handling data in a consistent manner throug\out the organization. The char-
ter ¢ es safe handling, done in com&%a with regulations, and enables
the organization to derive maximum’ value from information to improve
business performance. The chartct'tt)quircs a formalized set of goals, guiding
principles, and benefits from t'lu' perspectives from someone outside of the

v

organization. >

Goals

Goals of data governance may vary but typically include the ability to do the
following:

* Enable better decision-making
* Reduce operational friction
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* Protect the needs of data stakeholders

e Train management and staff to adopt common approaches to data
issues

e Build standard, repeatable processes

* Reduce costs and increase effectiveness through coordination of efforts

e Ensure transparency of processes (Data Governance Institute 2020d)

Guiding Principles

Organizations must establish the principles denived from ‘gir specific envi-
ronment. Some organizations heavily consider the politics involved in data
governance, while others focus on data ownershipyadequately apportioned
accountability, recognition of data stakehol , assignment of data stew-
ardship, and developing data standards, D governance principles help
stakcholders come together to resolve the types of data-related conflicts that
are inherent in every organization. A typical list from the Data Governance
Institute (2020d) includes the fol ng: \) 14

-

® Integrity. Data govcr?? participants will practice integrigy” with
their dealings with eaclt other; they will be truthful ‘md, forthcoming
when discussing drivers, constraints, options, and ing.cts for data-
related dccisig;z he key staff need to be fully trusted as handlers of
organization information as they negotiate rnLes r data collection,
reporting, and sharing among various stakeliolders.

e Transprency. Data governance and 'a{dship processes will exhibit
transparency; it should be clear to all)p:u'ticipants and auditors how
and when data-related decisions and controls were introduced into the
processes. Transparency can bed difficult principle to handle because

‘ not everything can be fully transparent, but key representatives should
/ be included for all majog &cisions.

* Auwunditability. Data-r ted decisions, processes, and controls subject
to data governance will be auditable; they will be accompanied
by documentatién to support compliance-based and operational
auditing requirements. Again, the balance must be between sufficient
documentation for external and internal reviewers to follow versus too
much time and energy expended for needless efforts. Full ability to
audit process also supports the transparency principle.

®  Accountability. Data governance will define accountabilities for cross-
functional data-related decisions, processes, and controls. Finding data
overview shortcomings will benefit the organization. It is likely that for
some clements, no person or segment has established accountability
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or, even more likely, several segments have redundant accountability.
In cither case, resolving this will improve data and operational
management.

e  Stewardship. Data governance will define accountabilities for
stewardship activities that are the responsibilities of individual
contributors, as well as accountabilities for groups of data stewards.
Formally assigning someone responsibility enhances accountability.

®  Checks and balances. Data governance will define accountabilities in
a manner that introduces checks and balances between business and
technology teams, as well as between those who create and collect
information, those who manage it, those who use it, and those who
introduce standards and compliance requirements. Conflicts and
internal stress arise when competing users and functions \'icg:' control
of aspects of organizational data. The data governance function should
manage these potentially significant challenges. .

e Standardization. Data governance will intr;dynd support >
standardization of enterprise data. While n erything can or should 4
be standardized, widespread standardization supports efficient and W,
effective business, clinical, and I'T jects. g

* Change management. Data govcrnpaf}c)will support proactive and B
reactive change management activities for reference data values angtr;:
structure and use of master and metadata. While managing data
changes becomes central for the data governance function, if, when,
and how that change occurs present a necessary function. Building in
the process for that ghange will effectively smooth tsw’ functions over

ame.

These _’éplcs and others you might ilyfbaucc for your particular
environment help stakeholders unite to resolvéinherent data-related conflicts
in the nization. As you move forward.c?msidcr the importance of exter-
nal or scutral viewpoints regarding your.data governance efforts. Individuals
who provide such feedback can you modify your vision and develop

approaches to the following: g

4
v

e Developing a value statement

® Preparing a roadmap

* Planning and funding the function

* Designing the structure

* Deploying necessary resources

* Governing the process

e Monitoring, mecasuring, and reporting the outcomes.




