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Health and Human Services’ Office of the Chief Technology Officer (sce
https: / /healthdata.gov /content /about) has information from nearly 4,000
healthcare-related data sets from across government agencies. This reposi-
tory cnables users to select vast quantites of health information by topic
(e.g., health behavior, disabilities), geography (e.g., state), or initiative (e.g.,
Healthy People 2020, County Health Indicators). Similarly, the Healthcare
Data and Analytics Association (www.hdwa.org) was created to facilitate the
usc of health data to control costs, improve quality, and improve patient
satisfaction and quality.
4

Importance of System Integration >
The What /

Certain background concepts are impor an understanding of the effec-
tive application of IT in healthcare organizations. These concepts include
general systems theory, which is asis of the key principles of mapige-
ment related to the development and operation of information systems,

including the need for change management in adapting systems o the orga-
nizational culture. / y'

=4

4
Systems Theory d

'
Systems theory is the foundation on which the deyelépment of information
systems is based. Healthcare managers should have a general understanding
of this thoy' to determine how information syt‘c'ms function in their organi-
zations, pdarticularly in using information for management control. Scientists
have completed considerable research on systems and how they function
in phases of society. Interest in g:acral systems theory developed in the
post-World War II period. Initialresearch efforts were focused primarily on
/ the physical sciences, with the\&udy of strategic military weapons systems,
systems for space exploratien, and automated systems of all kinds to reduce
manual labor and improyve the overall quality of life.

In the l960v&cntion shifted to the application of systems theory to
the social scieneesgincluding organizational theory and management. Although
much of this werk is highly theoretical and of interest to those involved pri-
marily in research, some general discussion of systems theory is a useful back-
ground for understanding management control systems in healthcare delivery
and for setting forth principles of information systems analysis and design.

The systems approach is important because it concentrates on exam-
ining a process in its entirety, rather than focusing on the parts, and relates
the parts to cach other to achieve total system goals. Management control
requires that performance be compared against expectations and that feed-
back be used to adjust the system when performance goals are not being met.
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Systems analysis is a fundamental tool for the design and development
of information systems. It is the process of studying organizational operations
and determining information systems requirements for a given application.
Systems analysis employs concepts from gencral systems theory in analyzing
inputs, processes, outputs, and feedback to define requirements for an infor-
mation system. The remainder of this section presents a general overview of
systems theory and its application in healthcare organizations.

A varicty of systems compose the functioning of healthcare organi-
zations. These systems can be categorized into three groups: mechanical

systems, human systems, and human-machine systems. Mechanical s s
are an integral part of the physical plant, serving such purposes as heat-
ing and cooling; monitoring temperature, pressure, and humidity; and

supplying chilled and heated water. Most of the essential ctions of a
healthcare organization are carried out through human systems—organized
rclationships among patients, physicians, employees, ily members of
patients, and others. Many of these human systemsyare formally defined.
For example, nursing care is provided in accoMith a scheduled set of >

)

predetermined protocols and procedures, and nursing service personnel are o
trained and supervised in the proper execution of this system of care. Many_
things also happen through informal t%tionships, which often beconme

well defined and known to those the organization. Thus, certain as!‘t(l
tics get accomplished by “knowing the right person” or sending informal
signals to key individuals about actions that need to be takcn..B{g‘ausc of
the development of moderniI'T, many systems fall into the third category
of human—machine s s. These are formally defined s:yft\c'ms in which
human effort is assisted by various kinds of automated cquipment. For
example, computer systems have been developed to monitor the vital signs
of critically ill *nts in intensive care units of hquitals or medical centers
continuously. J"

HIT falls into the second and third caﬁegorics of this simple taxonomy;
that 1 formation systems are cither huimian systems or human-machine
systems designed to support operations. Information systems that operate
without any type of machine progessing of data are referred to as manual
systems. Although much of thistb6ok deals with computer-aided information
processing, most of the prinoiBlcs sct forth here—particularly those dealing
with systems analysis and design—apply equally to the manual systems for
information processing.

A healthcare organization can be described in a systems context as
well. Exhibit 4.5 is a systems diagram for a healthcare organization; it shows
the relationships among and between various inputs and environmental fac-
tors as these factors influence the provision of services to the community. In
this context, mechanical, human, and human-machine systems constitute
clements (or subsystems) of the conversion process.
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Systems Characteristics
Certain basic concepts explain what systems are and how they function:

® A system must have unity or integrity. A system must be viewed as an
entity in its own right; it has a unity of purpose—the accomplishment
of a goal or function. A system must have an identity and must have
describable boundaries that allow it to be defined without reference to
external events or objects.
o Systems at work in healthcare organizations are, mostly, very complex.
intricate web of complex relationships that constitute most social
often makes describing the simple cause-and-effect rclau ips among
individual system components difficult. System co
described as a by-product of a system being more than
o Complex systems are further defined by their hierarchi re. Large
systems in healthcare organizations can be divided veral subsystems,
and these subsystems in turn are subject to cr subdivision in a nested \\,
format. For example, the patient care com of an IDS is composed o\
of several subsystems—diagnostic, therapeutic, rehabilitative, and so forth.
Each of these subsystems can be clincated by a series of smaller N°
systems. The network of sys and stems of a patient care systc&
has a nested structure (see exhibit 4.6). \
h

&2

J

of its parts.

EXHIBIT 4.6
Healthcare
Organization
Systems
Network
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o Although most organizational systems are dynamic and subject to frequent
change, they nonetheless must possess some stability and equilibrium. The
system must continue to function in the face of the changing external
environment in which it operates. To accomplish this, procedures
must be sufficiently generalized to accommodate a variety of situations
that could develop. Complex systems must be self-adapting and must
include control functions that are continuous and automatic. When
the system can no longer adapt to changing requirements or external
environment, it no longer functions as a system—a breakdown has
occurred.

o  Systems can be either deterministic or probabilistic. In a deterministic
system, the component parts function accordi o completely

predictable or definable relationships. M chanical systems are
deterministic. On the other hand, a human systems or human—-machine
systems (including an information sy ) is probabilistic because

all of its relationships cannot be perfectly predicted. In healthcare .
organizations, for example, m’ﬁical systems are subject to fa.llb’
extreme fluctuations in the quantity and nature of the dcmanci/ r
patient services. Systems theory, then, provides a perspectives—a way of
viewing not just the paﬁ and not just the whole but spectrum of

relationships of parts in the context of the entire syStem’s unity of

purpose. ul

o  The simplest of all systems consists of three cxscntia!fzmponmt:: one
or more l'ﬂ’tts, a conversion process, and ong \c! Mmore outputs (sce

exhibit4.7). Consider, for example, the séheduling process of an

ambulatory care center as a simple m. Inputs to the system
nsist of appointment requests patients; physician schedules;
and clinic resources, includin onnel, treatment rooms, and

supporting materials. The gomversion process comprises a set of actions:
the scheduling clerks collégt information from patients, match patient
requirements to avai.@bl'c time slots, and make appointments. The
output of this simple system is the patient scheduled for service in
the clinic. Noter:}?at the output becomes the input for several other
functional sxst‘zms of the clinic, such as medical records and patient
accounting.

®  Most systems involve feedback. Feedback is a process by which one or
more items of output information feed back into and influence future
inputs (see exhibit 4.8). In the previous example, feedback is in the
form of adjusted information on the number of time slots available as
the patient is scheduled for service in the clinic. In other words, each
time an appointment is made, input data on times available are revised
and updated.
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o Systems are either open or closed. A closed system is completely self-
contained and is not influenced by external events. In an open system,
the components of the system exchange materials, energies, or
information with their environment (sce exhibit 4.9); that is, an open
system influences and is influenced by the environment in which it
operates. All closed systems eventually die (cease to function as a
system). Only open systems that adjust to the environment can survive
as systems in the long term.

Environmental Factors in Open Systems

Healthcare systems, with the exception of certain purely mechanical sys-
tems in the physical plant, fall into the category of open systcmlg;. Human
or human-machine systems in healthcare organizations are influenced by a
variety of environmental factors (sometimes referred mgzttou: factors

or variables) that are important to consider in unders ng how a system
functions. These environmental factors fall into fmyoad categories: social, >
cconomic, political, and physical. )’
-4
.
” g
v —~ EXHIBIT4.7
- y Diagram of a
Copversion 4
Input —> 4 — Output {,’ Simple System
&> > )
) o J
> EXHIBIT 4.8
- = Simple System
.| Conversion .
J/“PU( ® process —;H Output with Feedback
/ FeedbackJ \
> b ~
- EXHIBIT 4.9
o : Open System
Conversion :
Input —7‘ process —» Output Diagram
T Feedback
Environment

(social, economic, political,
and physical factors that
interact with the functioning
of the system)




PRINTED BY: Hafssa Yahya (hafssa.yahya95@gmail.com). Printing is for personal, private use only. No part of this book may be reproduced or
transmitted without publisher's prior permission. Violators will be prosecuted.

178 Information Technology for Healthcare Managers

Healthcare systems are influenced by social factors—characteristics of
individuals and groups of people involved in the transactions that organiza-
tions undertake. Social factors affect patient behavior and patterns of service
utilization. Informal patterns of behavior develop among employees, and
these have definite effects on the way operating systems function. The orga-
nizational roles playved by physicians and other health professionals interact
with the formal functioning of healthcare systems. Social factors are impor-
tant determinants of system functioning, and systems analysts need to be well
versed in the art of human-factors engineering when designing systems.

A sccond major category is economic factors. Sy s arc directly
dependent on the availability of resources, and fluctuations in the local and
national economy influence both demand and resources. It is well known,
for example, that patients often defer elective pro({dyurcs during a recession.
Healthcare systems are also affected by politignl factors, the third category.
A varicty of special interest groups place ¢ompeting demands on healthcare
organizations, and systems are influenéed by both community politics ‘and
organizational politics. These pdi_,ﬁwZ'calitics must be considered in"the
analysis and design of any system for the institution. The physical ftnt'or con-
stitutes the fourth and final category that affects organizational systems. This
tangible environment rcfcr’6 the amount of space available and the way in

which system com nts relate physically to each other.

v
v

4

Cybernetic System A

A cybernetic system is self-regulating (Weiner, 1954 ). Feedback in a cyber-

netic sys is controlled to adjust the futy'c\'functioning of the system

within aQXdctcrmincd set of standards. _The following are added to the

system components to enable automatié-control:

jl y

‘ 1. A sensor continuously gathc?ﬁata on system outputs.
/ 2. Data from the sensor are¢'fed into a monitor to continuously match
the quantty or qualit;(:)r' both) of performance with the standards—
predetermined expectations of system performance.
3. Error signals the monitor are sent to a control unit, whose

purposc is tgdﬁtomatically modify inputs and conversion processes to
bring the finctioning of the system back into control.

The most often cited example of a cybernetic system is a thermostat
for the automatic heating and cooling of a building. The sensor unit continu-
ously measures ambient temperature and sends signals to the monitor, which
compares the current temperature with the preset standards. Through the
control process, automatic correction signals are sent back to the heating and
cooling units to keep their temperature within control limits.
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Biclecki and Nieszporska (2019) provide a current and extensive over-
view of a variety of health systems models and demonstrate the value added
of a cybernetic perspective for analyzing the “pathology™ inherent in each of
the models. The systems span the range from the a simple US healthcare sys-
tem with insurance engagement; a German model with centralized funding
but health funds operating as insurers; a fully centralized model of healthcare
provision, such as Poland; and a hypothetical participatory model. Cybernetic
analysis clearly identifies conflicts and inefficiencies in ecach model.

Management Control and Decision Support Systems

Organized systems in healthcare organizatons should be designed as cyber-
netic systems, which have built-in formal management controls, The inputs
include the demand for services by patients and their representatives (e.g., fam-
ily members) and the resources required to provide the services (e.g., labor,
materials, capital, technology). The conversion process s of actions taken

by employees and other clinicians aided by formal precedures, informal pat- >
terns of functioning, equipment, and managcrrtnM’hlc outputs include the g
services rendered and the specific outcomes or impact of the services provided. -
Management control in a cybernctic system is presented in exhibit -
4.10. The sensor continuously gathers ﬁa on the quantity, quality, and~
s
4
) . ,/ EXHIBIT 4.10
Cybernetic
Inputs Conveffl;n process Outputs " 4 y
1. Demand for _ |2 Formal procedures || 1. Services rendered Management
R ~ | 2-Informal patterns 2. Impact or outcomes Control System
2. Resources: 7| of operation of services for a Healthcare
e Labor 3-Management —— Organization
* Materials / \
* Capital -
» Technology .4
A & .\
4
X Fd
>
Control process o,
. . 4
Corrective action "
<——1 (_Monitor [« Sensor
il - 1. Production of
1. Education and > f l : "
training Standard services
2. Procedural change e ?IZairtits 2. 2ual|ty of care
3. Personnel change . Qualityy 3. c:zz::rcl;tion
4. Publlc.educatlon 3. Efficiency
5. Incentives
6. Disciplinary action
7. Others i
Environment
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other characteristics of the services rendered as well as the resources con-
sumed in the provision of these services. Data from the sensor (i.e., manage-
ment reports) are monitored against the established standards of quantity
(production and service goals), quality of care, efficiency of the service pro-
cess, and patient outcomes. When standards are not met, a control process
is activated to initiate necessary changes and improvements. The control
process contains several components, including education and training of
personnel, community or public education, reengincering of the care pro-
cess, personnel changes to improve service, employee incentives, disciplinary
action, and many others.

A key component in management control systems is the establish-
ment of standards for performance and quality control. This task is not casy,
requiring considerable effort and thoughtful la.ﬁig from managers and
professional personnel practicing in or employed by the healthcare organiza-
von. Standards can be developed or em n a number of ways. First, the
administrative or medical authority in t, institution may take the lead inithe
process. Second, the standards may the result of negotiations and subse-
quent agreement between employees and supervisors. Third, the orﬁaniza—
tion may conduct empirical studies of previous performance, using industrial
engineering techniques, to’(tcrminc the best standards to fellow. Fourth,
in certain arcas of operation, standards are mandated by :gt:nal regulations,
legal requirements, o ; ccrediting agencies. >

Whatever approach to or circumstanccs}o@»tablishing standards,
healthcare organizations must realize standards age”essential to effective man-
agement control. Standards prevent managcnyr?f' control from operating on
an ad hoc”basis, and they require careful management planning, continual
review and revision, and frequent reinforcement through incorporation into
theformal employee reward systeny, 3

Consider as an example the ‘operation of a centralized clinical labora-
tory in an IDS that can be described as a cybernetic system with planned
controls built into the system for quality assurance and performance control
purposes. Exhibit 4.11 is’a schematic diagram of the functioning of the labo-
ratory in cybernetie iyé'tcm terms.

System .inpdts include scheduled demand (i.c., laboratory tests
planned, ordcattl, and scheduled in advance) and unscheduled demand
(i.e., tests required to be processed on an emergency basis). Resource inputs
include technical personnel in the laboratory, materials and equipment used
in the testing process, and related technology. The conversion process con-
sists of those formal and informal organizational actions related to collecting
specimens; conducting laboratory tests; and reporting results to appropriate
points in the hospitals, outpatient clinics, and other service units of the IDS.
System outputs include the test reports sent back to clinicians ordering the
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Inputs Conversion process Outputs
1. Scheduled lab 5| 1. Collecting specimens| | 1. Test reports and
tests 2. Conducting tests summaries
2. Unscheduled 3. Reporting results 2. Patient charges
demand (stat A 3. Statistical reports
orders)
3. Resources:
e Technical
personnel »
* Materials and /
equipment
e Technology ,I’
Control process <t Monitor |« Sensor
1. Continuing /l'x Number of tests
education and T ; by category of
retraining Standards procedure
2. Revised policies 1. Joint Commission 2. Quality control
and procedures standards data .
3. Changes in 2. Professiona 3. Resources used, .
staffing and quality standards including persennel
scheduling 3.C nd efficiency time 4
4. Others goals v {‘
— - J
\_/ Environmental factors / y-
4 * Social S
* Political 4
/ « Economic \
* Physical >’

e
¢ rd
—

/ 'a \
tests, charges for services transmitted ,}(; the patient accounting department
for billing purposes, and various st;;d’stical reports.

Cybernetic components for management control are also included.
The sensor component is the management reporting system of the labora-
tory by which data on the number of tests conducted by various categories,
quality control data, and records of resources consumed (including personnel
tme of laboratory technicians) are collected and recorded. These data are
used by laboratory managers who monitor actual performance against prede-
termined standards, including those established by accrediting and oversight
agencies, professional standards of quality established by the chief patholo-
gist and medical staff, and cost and efficiency (productivity) goals established

EXHIBIT 4.11
Clinical
Laboratory as
a Cybernetic
System
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jointly by the administrative and medical personnel in the organization.
When standards are not met, corrective actions are initated, including acti-
vation of continuing education and retraining; revision of operating policies
and procedures, including recalibration of test equipment if necessary; and
change in staffing patterns and scheduling. The laboratory operates overall
as an open system influenced by several contextual or environmental factors,
including the physical environment of the laboratory facility, current eco-
nomic conditions of the IDS,; social and political factors related to personnel
interaction in the laboratory, and advancement of technelogy.

Useful Information for Management Control ,

Any management control system is information, dependent. Information
requirements permeate the system diagrams présented in the preceding
exhibits. For healthcare programs to be properly managed, information is

needed about cach of the major system mnents.
Input information must be collécted to monitor continuously
scheduled and unscheduled dem: ell as the resources consumedint the

provision of services. Operational procedures must be constantly obscrved
through information on exceptions, error rates, system malfunctions, and
similar performance mcasu.%P on a managcmcnt-by-cxccptiox basis. Out-
put information on the quantity and quality of services dered must be
matched with information on related outcomes of the, specific services pro-
vided. In addition; the effective manager must kce('ln close contact with
the environment in which their department orunstitution functions. Envi-
ronmcntali?ipforman'on—such as demographi¢ CRaracteristics of the service
population, previous utilization patterns, services offered by other organiza-
tons, and recent changes in community(alucs—is essential to this task. An
cffe€tive information system is dcfg&:d with these kinds of management
_information needs in mind. .
/ What, then, are the attﬁ'butcs of information that are uscful for man-

agement control in the delivery of healthcare? Some of the more important
characteristics of effectivé management information are listed in exhibit 4.12
and explained as follg\@s:

‘/'

. Informau'yr must contain information, not just vaw data. Data must be
intelligently processed in accordance with predesigned plans before they
become information useful to management or operating personnel.

e Information must be relevant to the purposes for which it is to be used and
must be sufficiently sensitive. This kind of information enables distinction
among similar or competing variables and meaningful comparisons for
operating managers. Many information systems provide data that are so
aggregated that they provide no meaningful indicators for management
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planning or control purposes. Overall hospital cost per patient day is
a good example. By contrast, separating costs into fixed and variable
components and allocating variable costs by diagnostic groupings and
level of care provide more useful information to management.
® Information must be unbiased. This means information must not be
collected or analyzed in such a way that it becomes a self-fulfilling
prophecy.
® Information should be comprebensive. In this way, all elements
or components of a system are visible to those responsible for
administering that system. ,
* Information must be timely. It must be presented to users in advance
of the time when decisions or actions are required. Many in?pmation
systems produce beautifully prepared reports that are completely useless
because of their failure to meet operational time requirgments.
® Information should be action oriented. It should be designed to aid the
manager directly in the decision process rather than merely present >
passive facts about current operations. For ple, information from N\ >
an inventory control and materials management system should include w
direct indicators of when specific itc? nced to be reordered rather than, ™
just data on current numbers in stoc ’"
* Information systems showuld have the goal of producing uniform repowgs.
This way, performance mdu;;dg can be compared over ime—both
internally against prcvnous performance and externally agam;t
experience of similar orgamzauons or competitors. ~
o Information must be'performance targeted. It must beydésigned and
collected in reference to predetermined organizational goals and

ob]cgtnvc’s,/ \
e Information should be cost-effective. The am’n;a];aicd benefits of having
the information available should be wor{lﬂhc costs of collecting and

ssing that information. \*
4
-,
4

.«'Y EXHIBIT 4.12
Information—not data—driyen Characteristics
Relevant and sensitive of Useful
Unbiased ) Management
Comprehensive Information
Timely

Action oriented

Uniform (for comparative purposes)
Performance targeted
Cost-effective
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The Why
Why is system integration one of the most important objectives of HIT stra-
tegic planning? Healthcare delivery involves a wide range of providers. Much
of that care used to be given primarily in a hospital or in a physician’s office,
but today, care is provided in many settings by many providers. Getting these
diverse groups to coordinate care is a challenge because of geographic and
organizational separation. For optimum care, organizations must become
highly interconnected.

The foremost challenge in realizing this highly interconnected ideal
is getting the disparate units in the organization to comlﬂ(nicatc with one
another and share clinical information. To make diagnostic and treatment
decisions, clinicians neced information that is g ed by several different
departments (e.g., radiology, pathology). Cenneeting clinical and financial
information is essential for effective management and strategic decision sup-
port. The government has a useful but abstfict framework for understanding
exchange (see www.healthit.gov/topie/health-it-and-health-informatien-
exchange-basics /what-hic). In t@éﬂ\cwork. there are three Sr&ﬁary
forms of health information exchange:

>

-

1. Directed exchange supﬁs coordinated care by sending d receiving
“secure information” clectronically among care providl.‘?fn

2. Query-based exchange allows a provider to request and obtain health
information on a patient from other (cxtcrnal)}pﬂ'idcrs. The request
comes from a core provider and often :mscs\u_g 4 result of unplanned
care. S

3. In consumer-mediated exchange, he information from multiple

/rovidcrs is made available to patiﬁnts to aggregate and control.
' .

‘ Internal communication 3&‘[5 sharing of information is only half the
/ battle, however. The concept ‘of system integration has expanded from the
need to connect internally o the need to connect externally across organiza-
tons (Markle Founda"d’n 2004). Healthcare organizations need to link to
outside institutions'ﬂr providers for both business and regulatory reasons.
The federal goverfiment’s mandate for interoperability has raised the urgency
for system integration and has led to the establishment of the Certification
Commission for Health Information Technology (CCHIT). CCHIT is
charged with creating standards of communication for healthcare organiza-
tions, and the idea behind such government standards is to force vendors to
develop software that meets interoperability requirements. In addition, con-
nectivity must include the organization’s business partners and all other pro-
viders in an integrated delivery network. For example, exhibit 4.13 presents
a schematic diagram of the information requirements for a truly integrated
healthcare delivery system (Markle Foundation 2012).
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Source: Figure 3.13: ©2012, Markle Foundation. This was originally published as part of the Markle Cannecu'nfpr Health Common Framework: Resources for Implementing

Private and Secure Health Information Exchange. Reprinted with permission.

Information Requirements for an Interconnected Network

EXHIBIT 4.13
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Oas (2001) states that system integration has been slow in coming
to healthcare. Information systems developed in the 1980s focused on bill-
ing and business office functions. Most of these systems contained limited
clinical information. In the 1990s, emphasis shifted to automation of clinical
processes and provision of access to clinical data to individuals across the
enterprise. Scamless integration and information sharing are essential in
today’s environment. However, much has yet to be done to achieve this
ideal. Former CCHIT chair Mark Leavitt has indicated that two-member
entities in the healthcare field have a limited ability to exchange information
(Robeznicks 2006), and the final CCHIT chair, Karen Bc’fmplicd that this
exchange ability was still limited as of 2012.

Hochman, Garber, and Robinson (2019) ue that information
exchange broadly has failed and suggest a more gr:fcntratcd and manda-
tory approach is warranted. They contend t a minority of physicians in
office practice have the ability to transmit :nt information outside of their
organization, and only onec in three cap integrate this external information
into their EHR. In its 2018 rcpayozongrcss, ONCHIT comments, “As
of 2015, 96 percent of non-federal acute care hospitals and 78 per%cnt of
office-based physicians adopted certified HIT. As a result, mossﬁmcric:ms
who receive care now hav’ﬁcir health data recorded clcctrb(l.ically. How-
ever, this information is inaccessible across systems and a priate end users
in the market in way that can generate value. End usefs also lack modern
tools for accessin formation that are common in@'ncr industries but are
not widely available in health care™ (ONCHIT 2018, 8).

Achicving system integration requircs “Gareful front-end planning
prior to the sclection and acquisition of ¢computer hardware and software.
The technical aspects of data and softwarc integration are discussed in chap-

. and 9. The planning proccss;sfdcscribcd in this chapter are essential
in ensuring that systems are coygctcd for information sharing across the

/ organization. \

The business case fog integration stems from the vital impact of com-
prehensive information on clinical and administrative decision-making. The
potenual for CPOB,;(% reduce medical errors rests firmly on HIT capacity
and integrated medical, nursing, and pharmacy systems (see Hillestad and
colleaguces [ZOOg ] and Johnston and collecagues [2003] for general discus-
sions and findings regarding CPOE, as well as Yu and colleagues [2009] for
a comprchensive review). Strategic growth through full use of joint inpatient,
ambulatory, and physician practices relies on seamless information flows
among and between these entities. Finally, the movement to regional health
information networks requires access to and sharing of clinical and financial
information among organizations. Investment in the capacity of organiza-
tions to share clinical and financial information is occurring in an cra of sig-
nificant cost constraints for healthcare and HIT.
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Summary

HIT governance has expanded in scope and importance along with the
growth of the integrative role of HIT. Healthcare organizations that success-
fully implement HIT must have a governance structure that effectively (1)
develops (and consistently applies) a consistent HIT strategic plan; (2) aligns
HIT strategy with organizational strategy; (3) develops HIT infrastructure,
architecture, and policies; (4) sets and manages HIT project priorities and
investments in HIT infrastructure; and (5) documents HIT value or bcncﬁts
to enhance accountability.

A successful HIT strategic plan includes (1) a statement of corporate
or institutional goals and objectives; (2) a statement of HIT goa d objec-
tives; (3) priorities for the applications portfolio; (4) specification of overall
HIT architecture and infrastructure; (5) a software developmient plan; (6) an

HIT management and staffing plan; and (7) a statemen resource require-

ments. The planning process should be guided by an enterprise-wide HIT ¥
. . s i R y

steering committee, whose membership is com of representatives from 4

)

senior management, medical staff, nursing staff, finance, human resources,
planning and marketing, facilities, and glinical support services. The CIO"

should chair the steering committee (if the healthcare organization has estab”
lished a chair position). \g
System integration—the ab s of information systems to communi-

cate with one another and share mformatnon—ls essential. lntcgf{t!on can
be achieved through a numbet of alternative network ardutccturc’ configura-
tions, including a termi host system, client and server goﬁﬁputmg, file and
server athltCLtl.ll‘c, peer networks, and grid and cloud c&mpuung In addi-
tion, the strategic planning process should mdudc thc%c\ ‘elopment of major
institutional pelicics related to HIT. The steering eommittee should oversee
policies related to data security, privacy, and cenfidentiality; data standardiza-
ton; acquisition of hardware, software, an\i telecommunications network
equipment throughout the enterprise; ayd use of the internet.

An understanding of genecral systems theory is useful in designing
and developing management control systems and in obtaining the kinds of
information required to cmblg‘ﬁtlch control systems to function effectively.
Healthcare systems are openSystems, and as such they are influenced by the
environment in which they function and exchange information. Key envi-
ronmental factors include social, economic, political, and physical clements
that influence system performance. Healthcare systems are also considered
cybernetic systems if they include formally planned components that intro-
duce automatic control into the systems. Cybernetic components include
sensors to gather data continuously on current system functioning, monitors
to compare these data against predetermined standards, and control elements
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to change inputs or process (or both) when system function is out of control.
Management control systems in healthcare organizations can be designed

according to the principles of cybernetic systems.

Healthcare delivery viewed in a systems context is information depen-

dent. Effective information for management control purposes has several
important characteristics, including dependence on information (not data),
relevance and sensitivity, objectivity, comprehensiveness, timeliness, action

orientation, uniformity, performance targeting, and cost-cffectiveness. Good
information systems are developed with these characteristics constantly on
the minds of those charged with their design and implcm’ﬁtion.

Suggested Readings Yy

Wayland, M. S., and W. G. McDonald. 2015. JJ]M Analysis for Healthcare Concepts

and Practical Applications. Chicago: yealth Administration Press.

y
Harris, J. 2017. Healthcare Strategic , 1, 4th ed. Chicago: Health Admiuivﬁ’tiun

Press. .

Harrnison, J. 2016. Essentials of Strategic Planning in Healtheare, 2nd ed. Clu'c'a/go: Health
>

Administration Press. , >

4
Web Resources/ e

IS "/

A number, of organizations (through their wgbﬁcs) provide more informa-
ton on the topics discussed in this chapter,

T

ollowing are consulting organi";\kons with experience and expertise in

healthcare information technology:
4

y .

Accenture (“M\\'.acccmdrg.com /us-en/services/health /health-
consulting) providc_s?: wide range of management and healthcare IT
solutions. 7

CentraForee Health (centraforcehealth.com) provides consulting and
managcmmg support in information technology.

CharlesRiver Advisors (www.charlesriveradvisors.com) consults on a
wide variety of HIT issues and specializes in helping organizations
assess, select, and implement appropriate technologies.

The Healthcare Innovation Group website (www.hcinnovationgroup.
com) contains a vast array of vendors organized by function.

Klas Consulting (klasrescarch.com /best-in-klas-ranking /healthcare-
management-consulting /2019 /31 3) consults with IT and other
professional in the healthcare space.
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The following are web resources regarding data standards and healthcare
data sets:

® The American National Standards Institute’s X.12 Group (ANSI; sce
www.ansi.org) works on specifications for transactions involving the
processing of health insurance claims.

* Department of Health and Human Services Office of the Chief
Technology Officer (sce https: / /healthdata.gov/content/about)
has vast arrays of data sets related to healthcare that are available and
accessible to the public. ,

e The Environmental Protection Agency (EPA; http: //enviro.epa.gov)
maintains Envirofit, another federal source for data warchm’pg.

The following provide guidance on governance issues and templates:

e Data Governance Institute (http: //www.datagoyveérnance.com) is the >
principal source of information on data g 1ce for healthcare 4
organizations.

Erwin: The Data Governance Comp? https: //erwin.com/blog/ >
healthcare-data-governance O
EHR Intelligence: https: //chrintelligence.com/news / N g
data-govcmancc-bcst-prx@J(:r—hcalthcarc—hcalth-it ¥

Varonis, Inc.: www. mis.com/blog/data-governance-ins ‘»/'(’
healthcare ~

KPMG on data govéfnance: https:/ /asscts.kpmg/cgﬂ%m/dam/
kpmg/xx/pdf,/2018 /06 /data-governance-driving-value-in-health.

PDF \

HealthIT gov provides broad overview of’ dvernance and planning
activities at www.healthit.gov/playboek,/pddq-framework /data-

nance/ governance-managemenea d even tools for evaluating
organizational performance at W\vt’hcalthit.gov/playbook/
pddq-framework /worksheet, "

HL7 (www.hl7.org is a stanjatd for healthcare electronic data
transmission. N

For diverse examples of HIT strategic plans, including guidelines and tem-
plates available from associations and vendors, sce the following:

e Centers for Discase Control and Prevention strategic plan: www.cdc.
gov/od/ocio/docs/CDC-IT-StrategicPlan2017-2021.pdf

e CEB CIO Leadership Council strategy: https://img.en25.com/Web/
CEB/CEB_CIO_-_IT_Strategy_on_a_Page.pdf
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® CIO Index strategic planning template: https: //cioindex.com/
reference /it-strategy-template

* The Joint Commission (www.jointcommission.org) is an accreditation
organization that provides guidelines for information management
planning and broader strategic planning as a part of its overall
accreditation standards (by subscription).

e University of South Florida IT strategic plan
2018-2022: www.usf.edu/it/documents/
informationtechnologystrategicplan022018submittedbot.pdf

e Harvard University I'T strategic plan: https: / /huit.haﬂ:;'d.cdu /files/
huit/files /final_2018_itstrategicplan.pdf

¢ Indiana University School of Medicine strategieplan 2018-2022:
https: //medicine.iu.edu/about/ stratfijlan

Discussion Questions / N\ g

1. With the change in the dcﬁnmon of HIT governance, why ls the
external focus of HI'T ntation important? >

2. What factors should be considered when dev cloping a go‘n'sistcnt HIT

strategy? ’

3. Should the strategy be developed with the dcpartmcnt in
mind and then aligned with the organuanon‘ﬂ strategy, or should the
HIT strategy be developed with the orgay’zational strategy in mind?
Why? 4

v is data standardization becoming increasingly important in

calthcare? > 3

. Several reasons for central reyiéw and approval of software and hardware

standards are presented imthe chapter. In what other ways could central

/ review and approval assist the organization?

6. What factors and CQn:Cpts should be included in a master plan for
information syst;n{s development?

7. What \\'ould_'be' the functions of the members of the HIT steering
committeey such as senior management, medical, nursing, finance,
human resources, facilities, and clinical support services staff? Why
is having all these organizational arcas represented on the steering
committee important?

8. There are several reasons to prefer centralized computing over
decentralized computing, and vice versa. Which would you prefer, and
why?

9. What are your opinions on end-user computing? What are its
advantages and disadvantages?
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10. What is the importance of data warchouses or clinical data repositories?

11. Give five examples of simple systems and include the input(s),
conversion process, and output(s) in your answer. Ensure that some
feedback is included in vour examples.

12. Why do closed systems eventually die, while open systems continue to
be upgraded and modified?

13. Find examples of the use of cybernetic systems in healthcare, other than
the examples provided in the chapter.

14. What challenges does system integration present between and amox
healthcare organizations? What are the solutions to these problcms??

v 4
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