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CHAPTER

HEALTH INFORMATION TECHNOLOGY
INFRASTRUCTURE, STANDARDS, AND
SECURITY

Learning Objectives

1. Define and use in context the technical terms related to information
technology architecture and infrastructure.

2. Distinguish between the hardware and software components of an
information system and provide illustrative examples.

3. Discuss basic telecommunication concepts.

4. Describe data storage options, discussing considerations, advantages,
and concerns associated with cach option.

5. Discuss data transaction types subject to electronic data interchange
regulations.

6. Identify data standards orgamiZzations with influence in the healthcare
sector. o

7. Discuss provisions ef the Health Information Portability, and
Accountability Act Privacy and Security Rules.

Overview

Infrastew€ture, broadly defined, consists @fall components of an enterprise’s
information technology (IT) resources; including not only physical elements
such as hardware and other equipment, networks, and data centers, but also
software, operational and govermance policies, and contractual relationships
with vendors and partners. This superficial definition does not convey the
scope of a typical system’s components or the complexity of designing and
managing a dynamic conglomerate that enables the enterprise to conduct
its myriad business and clinical activities. These activities must be compliant
with extensive government and industry regulations, incorporate numerous
technologies, and ensure that clinical services are safe and effective. And all
this has to happen under value-based business models driven by third-party
payment regulations that constrain revenue enhancement opportunitices.
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While designing and managing the inherent complexities of informa-
ton systems are mercifully the purview of a team of I'T specialists, healthcare
managers need conceptual understanding of system components, network
structures, standards and regulations, security risks, and trending issues in
health information technology (HIT). A basic level of knowledge is essential
to cffective participation in HIT budget development, negotating system
contracts, ensuring regulatory compliance, and assessing enterprise risk asso-
ciated with information system policies and practices. As noted in chapter 1,
managers, clinicians, and technicians possess differing bodies of knowledge
relative to operational needs, system use, and technical d n, and all view-
points need to inform decisions about the enterprise information system.

Our world has become “connected” in the literal sense of the word.
Approximately 95 percent of Americans own a ﬂl‘cphonc, and most (77
percent) are smartphone users (Pew Rescarch Center 2019). These smart-
phones provide constant personal com ication opportunities through
email, texts, and social media; instantancous access to a seemingly inﬁ:yﬁtc
amount of information via the in ; and numerous apps to manage, daily
life activities. Things that once could be accomplished only at a hardwired
desktop computer can now be done via a smartphone while riding a bus or
standing on a beach. This %uitous connectivity exists in business comput-
ing as well. Information technology in healthcare cntcrpﬁgest once deployed
primarily as stand-alope applications in individual operagiig units such as the
human resources department and the business ofﬁc{k now conceived as a
scamless integrated system of physical and virtual eonnections to devices that
provide aegess to the full range of informatiow\c'édcd for business and clini-
cal operations—but a system that is secure and protected from unauthorized
access. In fact, because of Bluetooth and'ether wireless technologies, very few

devices, even personal dcviccs.,l&:d in a healthcare enterprise are not
connected (or capable of connecting) to the enterprise information system.

The basic system components of first-generation computers (input,
processing, then outputL‘Emain relevant, but the ways in which these
actions occur have become more numerous and more sophisticated than
were possible even @vé to ten years ago, as cach generation of technology
eclipses the last mo6re quickly than previous generations evolved. This so-
called law of a:tclcrating returns (Kurzweil 2001) suggests that learning
from one innovation informs future innovations for faster development,
generating an exponential rate of return with regard to human-created
technology.

Computing advancements are an excellent demonstration of this law.
Computers entered our world in 1946 with the Electronic Numerical Inte-
grator and Computer and its vacuum tube technology (Rosen 1969), moved
through second and third generations (transistors and integrated circuity) in
the 1950sand 1960s, and had evolved to a fourth generation (microchips) by
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the carly 1970s. Innovations in the second two generations decreased com-
puter size, increased processing capacity and speed, and improved the user
interface. Because these innovations also made computer technology more
affordable, these advancements significantly increased the use of computers
for business applications. However, the innovations of the fourth generation
have literally integrated computing and its technology into our daily lives.
The ability to network computers and devices, the emergence of the internet
and World Wide Web, and the increasing cost-effectiveness of computers for
personal use converged to spur innovation in technology and applications at
an unprecedented pace.

One result of this rapid innovation and explosion of applications for
healthcare is that the “schematic™ of an enterprise information network has
become more difficult to illustrate graphically as system componénts become
increasingly distributed remotely and virtually, and thi?-party entities
become major contributors to the governance of the 1 ation infrastruc-
ture. Thus, recognizing that actual infrastructure components will continue
to evolve as new and improved technologies ulyg? at an increasing pace, d
this chapter will describe currently employed configurations, technology ~J
trends, and emerging HIT issues that healthcare managers should be conver, <
sant in and that should enable them to c’(nnuc learning as their cntcrpns&
systems evolve in response to continued innovation, business nccds,,,ahd

regulatory guidelines. >
> "/
Information Systen;; Components -
v
The most basic gible elements of an informationos'ystcm are hardware,

software, data s ge, and connections among thc,s"stcm components, cach
of which ean further categorized and dcscnﬁcd in terms of their func-
tionality and integration. Simplistically, a cm(lputmg system comprises these

componénts: g
‘)d
e Input devices 'J
e Processing unit 'y'
* Output devices 1

® Primary storage and secondary storage

e Communication devices

The communications devices create connections that enable the computer
to interact with other computers or devices, either in or outside the orga-
nization. The ability to connect multiple devices that work collaboratively
to complete a work process gives rise to the concepts of networking and
telecommunications.
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Computer hardware, the physical components and devices configured
into an information system, comprises input and output devices, processing
units, and storage media. Computer hardware spans incredibly broad spec-
trums of size and function. Some devices are small enough to be held in and
manipulated with one hand. For example, a large segment of the general pop-
ulation enjoys personal computing with such devices as a tablet, notebook
computer, or smartphone (or a smartwatch), and even these devices may be
used for data capture, data processing, and output, and connect wirelessly to
the internet or other devices.

A typical outpatient healthcare organization will ¢ at least basic
servers, which can store text files, and other servers may contain radiological
or other diagnostic images. In a large integrated deliyery network composed
of multiple hospitals and outpatient facilities, the 20rm is more likely a dedi-
cated floor or building filled with numerous servers with specified functions
such as web servers that connect users to web pages, mail servers for storing
email and email account information, dozens of other file servers. Many
diagnostic machines are computers analyze clinical samples, process data,
and produce reports. At the upper extreme of the computing spectra are large
and powerful supercompurcrs. .'/

Hardware is usclcss%thout programming or applicafon software,
which allow computers to perform specific functions. re includes sys-
tem operating instrucgions and applications that performr tasks, such as nurs-
ing documentation or billing. Applications to suppa@hcalthcarc enterprise
computing are addressed later in chapters 8 and 97/

A key, point for managers to rcmcmbcpis\fhat software and hardware
decisions must be made in tandem; one cannot be considered independently
of the other. For example, a software q§plication used by physicians may

squtire a large amount of cache storqgaor a high processing speed to operate

 ctfectively, both of which are hmyyfarc factors. Healthcare managers need an

/ understanding of basic softwaﬁc concepts to be knowledgeable participants

in the complex processes of sclecting, implementing, and testing software

to maximize the valuc_of‘;hcir HIT investments. Knowledge needs include

an understanding ofyt!{c purpose and functionality of clinical, business, and

communication application software; an awareness of the distinction between

integrated andhinterfaced systems; a recognition of the role of system man-

agement software; and a general comprehension about programming lan-
guages and language translators.

Data storage options range from small independent devices (such as a
thumb drive that you might use to store and transport a PowerPoint presen-
tation) to large data warchouses that store millions of discreet clinical data
clements, accessible by approved users in diverse locations simultancously.
Each storage option has unique security issues, some attributable to physi-
cal characteristics (e.g., small size that allows easy theft), and other risks that
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emerge from how and by whom the data are accessed. Physical and virtual
connections, which transform independent devices into an integrated net-
work, are arguably the most complex and dynamic of these components. Let
us consider these components by looking at their functionality.

Input: Capturing the Data

The power of an information system can be realized only when data and
programs have been entered for processing and information is generated for
the user. System designers can select from among multiple input options to
meet the organization’s needs for speed, accuracy, and cost-cffectivencess ’( a
given application. As technology advances, new modes of data input emerge,
but few have become obsolete.

Although the keyboard remains a frequently used input device, health-
care organizations have found that other input devices are especially suitable
for specific applications. For example, scanning devic vide an cfficient
and accurate means for tracking many types of inventony items, locating paper
documents, and even identifying patients via bag gode technology. Medical >
supplies, pharmaceuticals, and patient identification bands may be tagged N
with bar codes or graphical markings that perform several functions when o
scanned and recognized by the computer Software. For example, a medical
supply item or drug may be rem from current inventory, charged, to a
patient’s account, and scheduled for inventory replacement with one simple
scanning process. In addition, the computing skills and time cqn@ints of
the staff members who will'enter the data may be a consideragon in choos-
ing the input approachi For commonly performed tasks suﬁ‘n‘i’s medication
orders, busy clinicians often respond better to data-entry options that are
highly automated, such as prepopulated entries choSen from a drop-down
menu, rather d'lgﬁo keyboard entry, which rcqqirbs some skill, allows for
more errors, and perhaps takes more time than 15 desirable.

Physicians may order diagnostic testswor medications simply by touch-
ing the Monitor screen where a list of op.t/kihs is displayed. While discrete data
are preferred for reporting purposes, scanning handwritten documents may
make the information available tounore users much sooner than if the docu-
ment is audiorecorded and tramScribed through keyboard entry. Scanned
graphical material, such as c!og'trocardiogram reports, can be accessed online
by users in multiple locations, unlike hard copies stored in a single location,
which requires users to travel to the storage location or the document to
travel to the user.

Sclection of the best input device for a given application should con-
sider both efficiency and accuracy criteria. While speed of input provides user
convenience, which is important to time-pressured clinicians, speed should
not be gained at the expense of data quality, patient safety, and information
confidentiality. Clinicians must be able to trust the accuracy of electronic

v
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data, and the quality and resolution of captured images must be adequate for
visual recognition and interpretation of clinical data.

In the ecarly phases of healthcare computing, data entry typically
occurred at centralized locations, such as nursing stations or dictation rooms.
Today, information systems are designed to facilitate data capture at the
point of care, such as the patient’s bedside or in other diagnostic or treat-
ment areas. Often, data are captured concurrently with patient examination
and treatment (point of care), through voice recorders, medical scribes, or
digitally enhanced diagnostic devices. Areas such as the emergency depart-
ment may use medical scribes, individuals who observe t ent and docu-
ment clinician dictation and diagnostic test data in real time. Data also may
be entered using computer workstations in or ne:k;bc patient’s room or by
using a portable or handheld device that connects the user to the electronic
health record (EHR) system. This ability to perform point-of-care data cap-

ture is mandated by regulations specific tor€imbursement by Medicare that
require hospitals to implement Certified Electronic Health Record Technol-
ogy (CEHRT). Exhibit 5.1 summasiz€s commonly used data input deyices.
' )
./

Processing: Converting Data to Information
The hardware Lomponcntyf even the most powerful supcngmputcr can-
not by themselves produce output that is of value to the thcare manager,
because they need a detailed set of instructions that deseribe, step by step, the
tasks that must be performed to achieve a desired obfg‘dvc This detailed set
of instructions is known as a program, and progm!hs are collectively referred
to as softwarn

Althou gh for many people softwarc is equated with user applications
(either general purpose or function spcdﬂz), computer software also includes

ting systems, utilitics, progranw?ing languages, software development
~ tools, and language translators. Whe operating system (OS) is the interface
/ between the human user and\t computer, managing the functioning of
the software and hardwag;. Most people are familiar with the Microsoft
Windows OS or the Apple iOS for personal computers, and Linux, which is
open source. Utilities software performs general processing, computational
functions, or system maintenance functions. Virus scanning and encryption

are examples o&ﬁtility software.

All software—application, operating system, or utility—consists of a
detailed set of instructions describing the specific steps the computer is to
perform. Processing instructions are communicated to the central processing
unit (CPU) in a structured programming language, which has evolved over
time from binary code (0, 1) to instructions resembling spoken language.
Examples of programming languages include BASIC, COBOL, and Java, all
of which have rules and context frameworks. Despite the number and type of
programming languages in existence, the objective of all languages from the
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user’s perspective is simple. The overarching goal is to communicate with the
computer in some prescribed format so that useful output can be generated.
Whereas skilled programmers may find reward in creating complex code, for
the nonprogrammer user, the satisfaction of this communication process lies
in the output created, not in the communication process itself.

The progression of programming languages can be tracked through
successive generations, with each generation improving the computer—
human interface. The evolutionary goal is to achieve natural language
input, whereby the user is able to give verbal commands to a computer
as casily as communicating with another—or as easily u tell Alexa or
Siri via your tablet or smartphone to add an item to your grocery list or
play a specific song! A language translator pro would convert natural
language statements into the binary number ¢o ands a computer under-
stands. The technology necessary to recognize spoken words, interpret their

content, transform them into a set of pr. res, and translate this sequence
into machine commands is complex and has not been perfected. While vari-
ous voice-recognition applications vailable for business or personalsc,

acceptance for medical applications is not universal, although i:}n(')\'ation
continues apace. .

Software issues are fortant for healthcare managcrs¢5 understand
for a number of reasons. First, although most hcalthcargﬁtrganizations do
little in-house development of software, the manager mdst be a knowledge-
able participant 1 ftware acquisition. Managers muﬂ\cknowlcdgc that the
quality of available software is variable, and in somi¢ cases software purchased
at significant expense fails to meet cxpcctaﬁoy.\'

Second, all software must be appropriately licensed and used only as
specified by the license. Users may want to install personal applications on

Sility computers. While these issues &n be controlled to a large degree by
system security configurations, pylfics should be in place that emphasize the
organization’s strong stance on exclusive use of legally licensed software and
facility ownership. »' -

Third, managers_should be aware of the rapid evolution of software
versions. ()pcmting’syjstcms and application software are constantly being
revised. Generally, GUpgrades to major systems come with a cost, and some-
times that costwill exceed the value of the improved functionality, if the cur-
rent version is meeting their needs. In other cases, the vendor might actually
cease to support a given version, thereby forcing the user to upgrade. Again,
knowledgeable participation by the manager is valuable in making upgrade
decisions.

Finally, and perhaps most important in the current technology envi-
ronment, the manager must understand the challenges created by the need
for interfaces that link disparate software packages and system components.
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Upgrading one module of an interfaced system may require extensive modifi-
cation of the interface as well. Increasingly, there is a need to connect facility
applications with those hosted by other providers in the continuum of care
or with enterprise partners. A simple example is the clectronic transfer of a
patient prescription to an external pharmacy, a procedure that may contribute
to patient satisfaction.

For stand-alone computers, the CPU is where the actual “computing™
takes place. The speed and power of the CPU greatly influence the comput-
er’s capabilities, and each generation of computer technology has inereased
the processing capability while reducing the size of the processing co -
nent. An important by-product of processor evolution has been the increased
speed of processing. Thus, processors are now smaller, faster, dle more
volume, and cost less than their predecessors. You will recall we are now in
the fourth computer generation (microprocessors embedded in microchips),
enabling very small devices to have exceptional computing’ capacity.

Distributed processing, combining multiple precessors either in one >
computer or across multiple networked conwz( increases processing >
speed and computing power even further. A single computer may be config- J
ured to employ more than one CPU, but a more typical option is to connect .'/
multiple computers into a network. A lo” area network (LAN), sometimes
referred to as an intranet, connects computers and peripheral devices, y
within a defined entity, such as a building or organization. The conne€tions
may be hardwired or wircless, or'a combination. The intent of a l@N is to
share resources such as software or output devices, facilitate_data transfer
among users, and provi?)ntcrnct connection. )

A wide area netwdrk (WAN) extends this connectiyity to a larger geo-
graphic region using multiple telecommunication networks. WANs may be
private, such »se restricted to a business cntqp}isc, or public, connect-
ing many networks (LANs) together. The 'mtsnﬁtt is a worldwide WAN. In
today’s world of “big data™ and all-pcrvading connectivity, distributed pro-
cessin r distributed computing) takc:dm’a complex reality. Simplistically,
distributed computing systems’ components cross multiple networks, and
resources and information can be ed among an infinite number of users
through communication li . The internet is embedded in our social and
cconomic structures such that we take this extreme degree of connectivity
for granted as the way we do business and manage personal affairs. A very
large volume of healthcare business and information transfer is conducted
via the internet. The relative ease with which data move across the internet
and its widespread acceptability are undeniable. However, the inherent open
access that supports this convenience is not without risk, as data security is a
significant challenge that must be addressed when designing internet-based
business processes.
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Output: Making Information Available for Decisions

Accurate, comprehensive data are required to produce the information
clinical and administrative decision-makers need, and the ability to access the
information at the time it is needed is crucial. The actual work performed by
the computer system is of little value until it is produced (output) in a usable
format accessible to the user, such as in print or as a screen image, digitally
for additional processing, or in audio or spoken form. An important goal of
the IT industry is to make both data entry and retrieval as simple as possible.

Tvpes of output of particular value to healthcare managers include
visual displays, printed documents, and audio (including %c) output. The
oldest and stll most widely used form of displaying output from an informa-
tion system is a video display screen, typically cal onitor for stand-alone
devices or a screen on a handheld device. Technelogy has advanced from small
monochrome screens into large (or very small); high-resolution liquid crystal
displays (LCDs) that can be enabled for da#d entry by touch, thus serving as
both an input device and an output device. These sophisticated monitors gan
display images at resolutions highiendugh to support clinical diagnesis and
treatment. Where processing devices have evolved to smaller sizcs’,/ onitors
have moved in the opposite direction for desktop and confcrcn'cc room usc.
LCD monitors come in more than a dozen sizes and vary in resolution and
pixel density. Two or more monitors can be connected to,a’single computer
to allow simultancous viewing of data from multiple applications. Although
most users prefe 2 arger, higher-resolution moniupl'(’purchasing decisions
should be based in part on the applications to b€ used on the system and
the data displayed on the monitor. Fox;,t;;mplc, monitors to be used
for image “display neced higher resolution.than do monitors used for text
processing. Individuals who are coding”medical diagnoses and procedures

nced multiple monitors, or \'C‘yf\argc split-screen monitors, to access

. muluple applications simultancoyr_v. If the processing output is intended to

/ meet the needs of a mobile user, the built-in screen in a smartphone or other

handheld device serves tha}ﬁu'rposc. Again, the resolution and image quality

needed must be considered when determining the type of device to host the
application. ,)

Printers; too, have developed extensively from the early devices that
were similar to typewriters, except they printed on track-fed continuous
paper rolls. Today’s color laser printers are capable of reproducing artwork,
photographs, and derailed diagnostic images. These machines can print in a
variety of sizes and on multiple grades of paper, cardstock, and other media.
Most recently, the addition of three-dimensional printers, designed to add
material layer by layer to create a three-dimensional object, are used in medi-
cine. These “built” items may be models of organs created from a patient’s
imaging data, assistive devices such as hand splints, or other items from an
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ever-growing list of possibilitics. Photocopying machines now multitask as
printers; and high-resolution printers are available for lease or purchase at
acceptable costs. In fact, for many low-end printers, the cost of color ink
cartridges compared with printer cost may cause a user to question whether
the printer is the disposable item. Key printer characteristics to consider in
lease and purchase decisions include memory capacity, print resolution, and
print speed. Networking and wireless technology enable a single printer to
service multiple computers and the many users who may share access to those
computers. Thus, as with monitors, decisions about printer selection can be
based on users and applications served rather than on cost alone.

As technology has enabled digitization of sound with good quality,
audio output has become a more viable option in clinical tech applica-
tions. When digital text is converted to understandable speech by voice syn-
thesis, an ordinary telephone can be used to access hca]thc’" ¢ information.

For example, a physician needing a patient’s diagnostic results could use

a telephone to call the laboratory or radiology system and hear the results

read by a voice synthesizer. Clinicians also can ki to body sounds, such >
as breathing or heartbeat, from distant locations using a telephone or other ~J
audio-transmitting devise. This ability allows expert consultation without .'/
patient travel or monitoring of homebound patients with chronic condisy

tions. Collectively, these types of applications are referred to as tclchcalty(:)r

mHealth. » >

v

Storage: Archiving for Active Use or Mandated Retention
Important decision fach%; for selecting or designing data }n\d information
storage for healtheare enterprises are volume, physical security, disaster recov-
ery, and expansion planning. These points are discussed briefly here, but the
savvy manager will use a just-in-time approach to ;xalorc relevant issues and
available options in greater detail when the n93 to apply these concepts is
relevant to the job.

Opcrational definitions for pri.n}dy and secondary storage have
evolved from ecarly computing days ‘when primary storage meant the data
were stored on the computer’s i.l‘tgrnal drive for access by the CPU, and
secondary meant data were storéd on external media. Currently, primary
storage is the label attached to those repositories used for transactional data
that are frequently accessed for business and clinical purposes, and secondary
storage refers to repositories with an archival orientation for data accessed
infrequently or not at all. Thus, the distinction between primary and second-
ary storage is based on data access or use frequency rather than the storage
medium or the storage location. Data may be archived for anticipated future
uses, such as clinical or business research or trend analysis. Data also may
be archived to comply with state or federal mandates to retain business and
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clinical records for specified periods. Most healthcare organizations have
a record-retention schedule that specifies the length of time categories of
records must be kept and the date such records can be destroyed as part of
their data governance plan. Unfortunately, considering the costs and chal-
lenges of data storage and the risks of unauthorized access, many organiza-
tions opt to retain records indefinitely rather than implement the destruction
schedule (Houser, Slovensky, and Wang 2017).

The goal for data utility, efficiency, and cost-effectiveness is to capture
data once and store it in a single location, and to have the data from that loca-
tion available as needed by any application or user. Replicating data for stor-
age in multiple locations is undesirable for several reasons. First, capturing or
inputting the data multiple times is an unnecessary expense. Each unique data
capture or entry has an associated expense. Ifit ¢osts S1 in personnel time
to enter a birth date, and every patient’s birth date is entered three times,
with an annual inpatient census of 100 , $200,000 would have been
spent on the two unnecessary birthdate entries. Second, multiple captures
or inputs create opportunities for ingr€ascd data crrors, as every entrwposes
independent risk of error. Third, if differing data formats are used,'the data
may not aggregate correctly when files are merged across applicaﬁ{ms. Data
stored in multple locations’(ay change as data are manipulat&f updated, or
edited for differing oses by the various users—which pose legal risks
if the appropriate dat Jare not accessed in response to a specific inquiry. Thus,
drawing data from One location may not inform dccwns in the same way as
drawing the ®same” data from another location. "/

Kcy.gi;ucs with regard to data storage il}tl?lac data classification, media
used, location, cost, and security. Data classification assists in data manage-

ment by categorizing data into types “that have similar requirements for

cle€ted attributes, perhaps for sccu@ty? regulatory compliance, or processing

~ needs. Storage options, djscusscc‘i/ﬁf the following section, are numerous, but
should be deliberately chosenito meet access and security needs. While deci-

/ sions about type, locationyand control of data storage are important from
financial and data security perspectives, the real value of the repository—and

thus the pivortal dcdgfo)n factor—lies in the accessibility and utility of the data

housed inside. . .~

"'

Storage Options

The actual storage required for captured and archived data in a healthcare
enterprise is massive, and the associated costs are a significant component
of the total HIT cost equation. How much storage required for a given
application is dependent on the type and volume of data captured, access
and retrieval requirements, and retention requirements. For example, are
data in text or nontext format? The size of image files and other nontext

files is a significant contributor to the total volume of archival storage space
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required, as nontext data require significantly more storage space (Journal
of AHIMA 2011).

Many other questions must be posed to inform decisions about stor-
age needs. For diagnostic images, how many procedures are performed
in a year? How many years must original images be maintained? Must the
diagnostic image and the clinical interpretation be maintained in the same
file? Must previous diagnostic data be accessible for comparison with current
diagnostic tests? Must the data be accessible in real time for an extended
period, or can the data be archived quickly with minimal access requirements?
These and other questions are paramount to establishing system data stl’gc
requirements.

In addition to nonvolatile storage options (those that retain data per-
manently), cache or active memory storage requirements for datﬁat require
rapid access and manipulation in real time can be extensive. en evaluating
certain types of systems, cache capacity can become the rmining factor in
selecting one vendor product over another. For app,l cation-specific param- >
cters, such as cache requirements for image viewi ncluding clinician users >
on the product evaluation and selection team is extremely important. If a J
technology solution does not produce quality data that can support clinical
decision-making, the solution is insufﬁcicﬂ With issues of clinical adcquacwy
patient safety, and patient satisfaction, product cost is rarcly the deading
criterion. N

Perhaps the simplest and most controllable electronic da{’storagc
option is on-premise hardwave-based storage, where data are hemsed on hard
disks in arrays of netw rvers. While the technical points are beyond the
intent of this discussion, the types of drives used in the array are determined
by the type of data stored (structured or unstructuretﬁ, with hybrid arrays
addressing boMt and performance nceds. A d'gkfarray is scalable, provid-
ing data storage and access for connected deviees in the enterprise network.
Off-premise storage may refer to a remote¢ data center owned and managed
by th terprise, or a hosted solution g&durccd to a vendor that provides
data management services to meet eénterprise needs. Generally, off-premise
storage configurations will resem ose used on premise; the service is just
in a location remote to users. However, this situation is changing as more
enterprises adopt cloud stor‘gc or hybrid solutions of physical servers and
cloud storage.

Cloud storage refers to an off-premise, distributed storage model
where data are stored on the internet, generally through a contractual fee-
for-service arrangement with an external vendor. The cloud service may be
private or public. A private cloud is based on an IT infrastructure dedicated
to a single enterprise, and offers greater security and control than a shared,
public cloud service such as Amazon Web Services or Google Cloud. The
technology may be owned and controlled by the enterprise, or a vendor may
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provide dedicated network resources under a lease or contract arrangement.
Healthcare enterprises, whose dynamic computing requirements are coupled
with stringent security regulations, may find that private clouds meet those
dual needs. A public cloud allows distribution of data over internet servers
shared among multiple users. These virtual servers are accessed through an
online interface. One advantage of public cloud service is that costs may be
scaled by usage volume rather than a fixed price for the service. Data also may
be distributed across multiple cloud providers for geographic bencefits or to
segregate data with differing access or security needs.
4
Storage Expansion Planning and Data Governance
It is a certainty, equally as profound as death and taxes, that the volume of
data produced by healthcare enterprises will onlyﬁfrcasc. The corollary of
that certainty is that data integrity and privacy and security regulations for
archived health information will not lesseniechnology capabilities will con-
tinue to evolve, the types of data that be captured will expand, and the
storage media employed will chanJr:)f these changes will occur mapidly
and successively. A continuing challenge for information resourc anag-
ers will be to ensure that previously archived data and informagion can be
migrated to emerging stor# media with no loss of data intﬁity, irrespec-
tive of current I'T infrastructure. >
The inevitable jand constant acquisition and_pgoduction of data in
healthcare enterp necessitates managing data pu@g and destruction as
well as ensuringradequate storage capacity for arghived data. As storage costs
for many eptions have lessened, some managers have found it easier to expand
storage capacity than to design and manage a data governance plan. This
ce technique results in a circular-information lifecycle model with no
: h” (deletion or destruction) cqn?mm:nt (Houser, Slovensky, and Wang
= 2017). A robust approach to in tion governance is needed and should
/ encompass organizational polic'*-s, business and clinical procedures, technology
and infrastructure, and a well"defined accountability framework (Empel 2014).
From a ﬁnancial);crspccti\'c, one might consider that unimpeded
growth will soon suys{.lmc more of an enterprise’s I'T budget than can be
reasonably allocated to managing a vast amount of data that has no value
to patient caréyor to business operations. Resources encumbered to manage
data resources should be based on sound judgments that ensure accessibility
of useful and reliable information to meet business, clinical, and analytical
needs (Willig 2015). Thus, healthcare enterprises need to make deliberate
distinctions between data that have ongoing utility or must be retained for
regulatory compliance, and data that are retained as a result of insufficient
data governance. However, selective archiving and destruction of data should
be based on legal and regulatory guidelines to ensure defensible disposal
(FTI Consulting 2015).
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A well-documented data governance plan is important to ensure that
data are maintained in accordance with business and clinical needs, securely
protected to maintain patient privacy and meet regulatory requirements, and
properly destroyed at the terminal point of their life cycle. The American
Health Information Management Association (AHIMA) offers assessment
tools and an information governance model created specifically for health-
care. Information about the model and assessment tools is available on their
website at www.ahima.org.

Disaster Planning and Data Recovery {
Not only are healthcare enterprises accountable for protecting all medical and

patient identification data maintained and used in the facility, they also must

maintain a secure but accessible copy of these data in an oﬁ'—sitzfcation in

case information resources are damaged or destroyed Wr This obliga-

ton, required by the Health Information Portability "Accountability Act

(HIPAA) Security Rule’s Administrative Safeguards {(Snell 2015), increases

the secondary storage requirements imposed by clinical and administra- v
tive operational needs of the enterprise. Information about IT disaster recov- <
ery plans and links to planning resources are available at www.ready.gov, an_
official website of the Department of H(#éland Security. >

4

4

d
Communication: Networkémnectivity and ‘o
Interoperability » N/
Historically, two gcncraf/approachcs have been available for acquiring and
implementing application software in a healthcare org;mzation—intcgmtcd
and interfaced, I ¢ first approach, all modules requ?)‘cd to satisfy the organi-
zation’s computing needs are purchased from asingle vendor. Typically, these
modules have been designed to work with 1¢ another so that data transfer
amon odules proceeds smoothly. Thisgvpe of system is known as an inte-
grated information system. Epic (\n\wxsic.com), Cerner (www.cerner.com),
and Siemens Healthineers (www.g',ﬂ’ncns-hcalthinccrs.com) are well-known
vendors of integrated healthcare system solutions for all types of organizations.
By contrast, cach of the required modules could be purchased from
the vendor thought to be the leader in that particular application area—or
one that offers a unique feature valued by the enterprise. Historically, these
high-performing applications were referred to as “best of breed,” and one
might argue that following this approach contributed significantly to the
challenges of moving legacy systems toward interoperability. Although a
given module might work well for its particular application area, connecting
the module to other modules for data sharing could be problematic. For
example, the data contained in one module could be incompatible with the
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data format of other modules. The data formats or the vocabulary used could
differ between the two systems. Something as simple as the way a date is
recorded (e.g., 01-31-20 versus 2020-01-31) can prevent data from trans-
ferring or being matched correctly. Often, the solution is the development of
an interface, which acts as a bridge between the two modules and which, for
example, translates the data format into one that the receiving module can
interpret, process, and store.

While these concepts remain conceptually relevant in an organiza-
ton, the current computing environment in which healthcare enterprises
operate requires not only connectivity among compon of the internal
enterprise information system but exchange of information between com-
puters across industry networks with little intervention on the users’ behalf
(generally referred to as interoperability). Elcctron’iocalth information must
be transmitted by the collecting provider orgamization to third-party payers,

other providers involved in the care of the patient, compliance and oversight
agencies, the patient, and other busines$ and clinical partners and stakcheld-
ers. The process of data transfer various nctworks and systems, galled

electronic data interchange (EDI ),‘rcquircs that data are stored in ‘standard
formats, or are translated between sender and receiver, and t.ha;'a/grccd-on
communication protocols ’furc data integrity after the transfer. The 21st
Century Cures Act defines interoperability as “the abilitg‘t{) exchange and
use clectronic health information without special effost”on the part of the
user and as not constituting information blocking”@fﬁcc of the National
Coordinator for Health Information Technology 2019).

In healthcare, EDI standards were ya\n'datcd under HIPAA and
include very specific data formats for exchanging billing information between
covered entities. The EDI standards a pl’\' to all HIPAA-covered enttes for
Ji)llowing transaction types (CMS 2017):

”

| - 4
/ ¢ (Claims and encounter info{mation

e Payment and rcmittaxloc.a'dvicc
e Claims status <4

e Eligibility \. 4

¢ Enrollmentgafid disenrollment
e Referrals and authorizations

¢ Coordination of benefits

e Premium payment

Full interoperability has been difficult to achieve through collabora-
tive efforts of consortia and interest groups, partly because early information
systems were designed to be fully proprictary, ensuring more market share
for vendors. There remains a lack of agreed-on standards that would ensure
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a uniform exchange and processing of clinical and financial information
between providers. Because interoperability between systems remains elusive,
legislation and government regulations have been necessary to maintain for-
ward momentum. In 2016, the Centers for Medicare & Medicaid Services
(CMS) retitled its EHR Incentive Program as the Promoting Interoper-
ability Program and began requiring use of CEHRT by cligible hospitals in
2019. These certified EHRs require easier exchange of certain elements of a
patient’s record between healthcare providers.

Recognizing that not all barriers to full interoperability are techni-
cal, the US Department of Health & Human Services (HHS) drafted the
Trusted Exchange Framework and Common Agreement to support national
network-to-network information exchange. In draft stage at the time this
chapter was written, the final rule and current requirements wil%z available

at www.hhs.gov. /

Data Standards Organizations and jod‘atory Bodies g

EDI is more cfficient and reliable if the data were created in accordance with -
a standard that makes data formats and d’ﬁtions compatible. The Amcrica'n'
National Standards Institute, the National Information Standards Organi-
zation, the Organization for the Advancement of Structured Infogmation
Standards, and the Public Heal ata Standards Consortium are{!amplcs
of organizations and consertia working toward consensus standards for
information products and services. Compliance with such ycﬁitcd industry
standards is an important criterion to apply when evaluating vendors® prod-
ucts. Current information about the standards organiaa{ions and their active
initiatives is a\ﬂ: on their websites, which are 'y\_‘thc Web Resources sec-
ton at the conclusion of this chapter. ’,'

y«: are several federal regulatory qcncics that enforce HIT legis-
lation"afd influence best practices in the Sector. Some of the higher-profile
agencies are presented in exhibit 5.2».,,R‘égulatory compliance generally, and
information and data reporting ng;éiﬁcally, is an extremely important and
complex responsibility for healthcare organizations. Many organizations
have delegated accuuntabiliw'for this responsibility to a chief compliance
officer (CCO), generally an attorney with special training and experience in
healthcare law and regulation. This person will have a staff who build and
maintain the regulatory body of knowledge needed to protect the organiza-
tion, develop and maintain relevant policies, prepare and submit regulatory
reports, conduct risk assessments, and train clinicians and staff about compli-
ance issues and appropriate practices. Some CCOs achieve recognition as a
certified professional compliance officer, an exam-based designation by the
American Academy of Professional Coders (www.aapc.com).
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Privacy, Physical Security, and Cybersecurity

The healthcare sector has experienced a major evolution—most health infor-
mation and patient medical records are now online and connected across pro-
viders and health systems, and medical professionals enjoy significant advances
in medical and information technology. However, as the healthcare field
continues to expand its reliance on digital technologies, organizations face
increasing concerns about safeguarding the privacy and security of informa-
tion and the corollary of cybersecurity threats. Unfortunately, the technology
advances that allow valuable, legitimate uses that improve business operations
and clinical services also provide cybercriminals and recreational hackers with
tools to breach systems and wreak havoc. EHRs, discusscc'iyi;;?ptcr 8, are
a prime target for cyberattacks because of the extensive pe information
they contain and the potential such data have for financial advantage.

Data breaches—generally, any unauthorized access t0 information—are
a significant threat for healthcare enterprises, posing'both reputational and ”
financial risks. The HIPAA Breach Notification Rnwgai:cd under the Health 4
Information Technology for Economic and Clinical Health (HITECH) Actof
2009, requires that breaches resulting in gxposure of 500 or more individual >
records must be reported by the hmlthca,?)rganization to HHS’s Office
Civil Rights (OCR). Guidelines for submitting notice of a breach are available
on the HHS website. For the @018, the OCR received noticé¥of 351
data breaches involving exposure of more than 13 million health récords—a
significant increase over 2017, when 5.1 million records were ca‘sdscd in 359
breaches (Donovan 2018ay HIPAA Journal 2018). The Ponemon Institute, an
independent research firm that explores issues related to personal and business
information, conducted interviews with more than 2 data protection and
compliance Mmals across 17 industries andvidentified 477 companies
that experienced a data breach in the previous year (Ponemon 2018). With the
caveat that healthcare organizations comprisqj only 1 percent of the sample,
their ings calculate the average cost OF a data breach to be $3.86 million,
approximately $148 per record stolen.-In addition, the financial penalties that
covered entities could incur as a result of a data breach were outlined under the
HIPAA Omnibus Rule, which get'amc final in 201 3. Because data breaches can
be intentional (neglecting to"manage known security risks) or unintentional
(processes and technology were in place to prevent a network intrusion, but a
sophisticated hacker gained access anyway), CMS defines a tiered approach to
penalties that may be incurred by an offending covered entity.

Rescarch reports such as these limited examples, coupled with high-
profile media releases about individual security incidents, compel health-
care executives to consider information security a high priority in strategic
planning and resource allocation. The reputational impact of a data breach
that has been determined to stem from negligence and inadequate policies




