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Cyber Security
Introduction
Cybersecurity plays a primary role in the field of information technology. This is because securing information has become one of the biggest challenges in the modern age.  When we think about cybersecurity, the first thing that pops in our minds is a cybercrime (Cunningham, 2016). Cybercrime has increased on daily basis. Most organizations and governments are taking most measures with an aim of preventing such cyber crimes. However, despite major security measures, it has become a great concern for many people the modern era has led to the development of technologies such as e-commerce, banking and cloud computing which needs high levels of security. Such technologies have very important information about their customers and therefore, security has become the number one priority.  Privacy and security of information and date will always be the top security measures that any organization will take care of (Cunningham, 2016). For example, social networking sites have a huge space that enables users to connect with their friends which makes them be highly targeted by cybercriminals and steal their personal data.
Learning psychology theory on Cyber Security
Psychology has its insights through human nature that provides a crucial role in the mitigation of cyber security. The shifting of focus from cyber security to psychology is logical since the most sophisticated security firms and systems remain incapable of preventing individuals from falling victim to social engineering or social loss (Gonzalez et al, 2017). The learning theories in psychology include cognitive and behavioral learning theory. Cognitive learning behavior insists that learning is always influenced by psychological factors while behavioral learning gives the assumption that learning is usually based on responses to environmental stimuli. These two psychological theories are based o observation, retention, motivation and reproduction (Gonzalez et al, 2017).
Psychology plays a role in enhancing cybersecurity. More than half of the global population is said to be accessing the internet in the modern era (Steinke et al, 2015). The human factor remains to be security's weakest link in the cyberspace. Psychology has its insights in human nature that plays a crucial role in the mitigation of cyber risks. The shifting of technological focus to psychology becomes logical because the advanced security systems tend to become more incapable of preventing people from becoming victims of social engineering. People are at a psychological disadvantage when they are faced with cyber crime (Steinke et al, 2015). They tend not to be presented with adequate information about the decisions they make in such sensitive situations. When information is in abundance, people become enticed by the immediate prospects of gratification and under the influence of biases in optimism.
The understanding of human behavior towards cyberspace enables psychologists to introduce the behavioral and cultural shifts in the highest security for people and all levels through understanding the behavioral economics in understanding the perception of human beings and their cognitive limitations (Gonzalez et al, 2017). The identification of social situations whereby individuals tend to demonstrate the tendency to discount the risks of sharing information that is private. Identification patterns of criminal and malicious activities have been enabled through the observation of deviations from normative behavior and through the interactions with technology providers in the development of security systems that are capable of detecting cybercrime activities (Gonzalez et al, 2017).  This takes into consideration the distortion of psychology which influences privacy decisions. The legislators in the government and psychology-steering groups have a social impact on cybercrime that evaluates legislation to a level that is compared to that of nonvirtual crimes. The fragmented legislation tends to hider the fight against cybercrime. The process of raising awareness of the risks of cybersecurity involves adjusting the perception of people and their behavior through social networking and through mainstream media. Understanding ht effects of cyber crimes on the behavior of victims tend to engage in fraudulent interactions that are associated with the separation and transitions in treating such psychological impacts on people's behavior.
Background
The worst consequences of risks that are created by information technologies tend to manifest themselves in the failure of what is referred to as critical infrastructures (Cunningham, 2016).  Such infrastructures are technological systems whose destruction would end up having a debilitating impact on national security and also the social well being of the individuals in the state. The potential vulnerability of social networks and the disruption of cyber security domains have led to an increase in cyber threats (Cunningham, 2016). This paper plans to investigate the initiatives of cybersecurity in the identification of the problems and best practices towards the global culture of cybersecurity. This paper looks into the agenda of cybersecurity and what are the characteristics of cyber threats. The paper describes how different governments and organizations approach and focuses on the main issues and problems of cybersecurity. The paper also explains how organizations are applying science to tackle cyber threats and crimes. The paper also points at the primary hazards on the road to a global culture of cybersecurity.
Literature review on Cyber Security
The cybersecurity issue has affected most online users in this modern era. It is mostly attributed to the technological development that has led to the intervention of most applications thus putting the lives of most users at risk due to cyber attacks (Cunningham, 2016).   Nowadays, cyber threats have become a major daily concern that can be found in any part of the world including scams, identity theft, and frauds. It has therefore brought the issue of cybersecurity in recent years. It still becomes a complicated issue in approaching cybersecurity. 
Information technology experts claim that there are notions that are interconnected with the concepts of cybersecurity that enhances the discussion of cyber issues among individual scholars (Wang, 2013). Cyber security is defined as insecurity and also through cyberspace concerning technical and nontechnical practices that make it secure. Such a definition attempts to present how cybersecurity is not a technical issue that is associated with computer science and information technology. The reality is that cybersecurity involves a huge study of technological complex matters. The cybersecurity is commonly referred to as a compound issue (Wang, 2013). The extensive literature on cybersecurity explains how cybersecurity is connected to distinguished matters that lead to the development of cybersecurity.
In the modern age, human beings want to use technology in solving all their problems and simplifying their activities. The increased use of the internet in the privacy sector becomes really affected (Wang, 2013). This proves that our lives are becoming digitalized with such technological developments. The attention given to cybersecurity focuses on defining the problems and threats that are posted at this level. The levels of cyber crimes are evolving at high rates that are must penetrations of information technology in life. Computer technology and data security are the greatest challenge that for the world. For example, the internet is used as the biggest communication and information medium in many cyber crimes. The internet is used in the manipulation and stealing of information from different users (Wang, 2013).  The most important data is usually stolen in that, sensitive information is stolen from the internet. Cybersecurity becomes a bigger issue day by day due to intruders who attack innocent users online. 
Origin of Cyber Security
Cybersecurity is considered to be a complex issue that collectively cuts across the initiatives and responses of technological users. It is always believed that cybersecurity began in the 1990s in the cyberspace (Wang, 2013). Cybersecurity gained its momentum in the 1990s due to the advancements in technology. Therefore, the advancements in science and technology have led to the diversification of wireless and portable access. Professionals in the field of cybersecurity use different tools to protect their clients from cyber threats. Most companies are at the verge of been attacked by cybercriminals thus it requires attention and quick responses against such threats.
Aspects of cybersecurity
There are types of computer securities that are based on protecting from different viruses and malicious attacks. These aspects include:
· Network security: this is a very type of cybersecurity that is very common. It deals with network securing the cyber networks that are privately owned by organizations. Having the right network systems brings out a stable computer network.
· Data security: it involves protecting data that is important in protecting it from different cyber threats and provides solutions that will enable the integrity of information.
· System security: it involves malicious programs that tend to disrupt or even destroy the systems of a computer. Such malicious programs include viruses that are used by attackers to enhance their threats on organizations and governments.
The importance of cyberlaw provisions by organizations and governments is that the cyber crimes tend to influence criminal activities that include theft and all manners of mischief.
Significance of Cyber Security
The significance of this research is that it intervenes the knowledge about cyber attacks and understanding how information infrastructure is created. The research evaluates the tools of the information revolution that advances the technological trends of the future (Gupta et al, 2016). The security implications of cybersecurity and the operating systems that identify the security flaws in the information technology sector lead to the assurance of the control of cyber processes and systems. This research contributes to the knowledge of the susceptibility rates of internet's growth and the deployment of network services through complex technological applications. I believe this research guides through security problems and of technological systems. The emerging technology on information will differ with the contemporary structures in the future due to the dynamic globalization of information and technological innovation (Gupta et al, 2016). This research explains the events that could lead to damaging of information infrastructural systems. I believe that governments and organizations have to have an agenda on security policies. This will enable the manifestation of informational revolution in the aspects of technological integration. This research illustrates how technological development creates a decisive impact on how individuals perceive and have a reaction to cyber threats through the insecurities of digital networks. The increased growth of information technology in the global stage has led to the access of information weapons and the increased dependency of ICT in modern societies (Gupta et al, 2016).This creates the fear of vulnerabilities that are heightened due to the enemies that have the potential to create conflicts through battling of the government's high tech machines. Therefore, the significance of this research paper proves that technological systems can create inherent insecurity and also link organizations to critical cyber systems. The research emphasizes the equation that characterizes the aspects of cybersecurity.
Recommendation
Dealing with the issue of cybersecurity creates the awareness of the tension that has quite a huge impact on this topic (Gupta et al, 2016). The capabilities of exploring and exploiting the cyberspace enable governments to invest in military technologies and design the infrastructures that are needed to disrupt their rival nations. The development of cyberspace should be parallel towards the development of information technology. Therefore, the development of information technology should push and observe the initiatives that have the aim of protecting the cyberspace from been exploited by their enemies of the government or organizations. Effective cyber control overcomes all the obstacles to cybersecurity (Wang, 2013).The environmental features of information technology are mostly limited in the instances of cyber attacks which could be contained in an easy manner
Cyber attacks tend to damage the confidence of a business and that of the consumer due to undermining efforts of promoting reliable and efficient information to the society. This knowledge about the world information networks is exploited by the Western militaries in order to lead users into having trustworthy systems and data (Gupta et al, 2016). For example, the cyber experts in military and large organizations are controlling the exploitation of computers through multilateral norms and individual's behavior. They do so to ensure there is pertaining to the development and distribution of effective data that established a meaningful cyber control systems n government and organizations (Wang, 2013).For instance, governments should consider negotiating on the basis of international agreements towards information warfare and cooperation in securing the cyber systems from cybercriminals.
Conclusion
Since Cybersecurity poses a huge puzzle to most organizations and governments, its inner secrets are yet to be revealed. In this paper, I aimed at shedding light on the issue of cybersecurity by learning from the initiatives of cyber security that might bring individuals to a closed culture of cybersecurity. I found out that there are different levels in which the governments and organizations identify the common themes of cyber security that are important to their intelligence. I have identified the different perspectives in which the problem of cybersecurity is purely technical and very complex to the focus of governmental security. The perspectives of cybercrime have emerged to be the most prominent due to the threats, social and cultural norms and restriction of the available potential strategies to curb cybercrime (Wang, 2013).The basis of global culture towards cyber security has emerged from the need of different countries. There is no question that the world has a wide scope towards the demand of international approach on the internet. The process of cyber perpetration becomes a culture that creates a dilemma towards the destruction of the technological environment and engagement in the operations of computer networks (Wang, 2013).There should be a need to communicate and understand the common threats and how to enable stakeholders of organizations to address the issues of cybersecurity.
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