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Introduction
 In the University, an acceptable use policy is a document that controls the use of the internet by the students, and it contains strategies that notify the technology users of their expected behaviour and the consequences that may arise due to violation of this policy. The purpose of the acceptable use policy at Rowan University is to set forth the acceptable uses regarding the access and use of Rowan University’s electronic systems. This paper will give an overview of the policy, analysis and assessment of the policy and provide recommendations for improvement. 
Policy Overview
The purpose of the acceptable use policy at Rowan University is to set forth satisfactory users regarding the access and use of Rowan University's electronic information systems (Lalovic-Hand). The policy states that the obligation of access is not limited to the location of access. The students are expected to observe access obligations while accessing the internet either in the classroom, library or outside the University premises. The policy applies to all members of the Rowan community.
The University has ownership of any electronic information created, stored, or shared by users via the University's information system. At the University, the technicians and the system administrators have the right to access data stored in the University's information system; however, they can only access the information if the Office of general counsel reviews the probable causes of access. The policy prohibits students from various actions such as the distribution of confidential information.
Analysis and Assessment of the Policy
An acceptable use policy at any organization or institution contains vital components which are the stakeholders, addressed risks, consequences that could result from policy failure, and the magnitude of the positive and negative impact of actions related to the policy.
Stakeholders
When a computer system contains valuable or sensitive data, or if many people depend on its smooth operation, the system administrators have a professional and ethical obligation and a legal requirement as well, to take reasonable security precautions to protect the system (Baase 244). The issuing authority stakeholders at Rowan University are the senior vice president for Information Resources and Technology and Chief Information Officer. The officer responsible for the policy is the director of Information Security. Both the issuing authority stakeholders and the accountable officer are under the authority of the president of the University. 
Mitigated Risk
 At Rowan University, the acceptable use policy governs the use of the student's use of the internet by controlling risk that may arise.  An acceptable use policy should clearly define the standards for acceptable use, as well as outline the consequences for a specific type of violations (O’Byrne 4). The first risk mitigated by the policy is the risk of compromising the confidentiality, integrity, or availability of the University electronic information and information systems.  The University expects the students to use the electronic assets in a manner that adheres to the code of conduct. The code of conduct states that the users should reflect the standards of the University as per the applicable federal, states and local laws governing the use of computer and the internet. The students are expected to observe network etiquette. Network etiquette includes politeness in your messages, use of appropriate language, and illegal activities are forbidden (Fiore 152). 
The acceptable use policy also controls the risk of violating the privacy of university policies or laws. The University recognizes that all the members of the Rowan community have an expectation of privacy for information in which they have a substantial personal interest (Lalovic-Hand).  To control the risk of violating confidentiality and laws, the University limits the expectation of privacy for information of the members of the Rowan community. As per the policy, the University has the right to restrict access, quarantine, or hold a further review of the files, computing devices on the school's network or the technology resources of the institution if they believe that access to these information systems is violating the laws and policies of the University. One way of protecting applicants privacy and reduce the consequence of errors when employees choose to do social media searches is through a third party to perform the searches (Baase 294). 
The policy also controls the risk that could arise from the actions of the users who are the students. The University expects the students' exercise care when handling any sensitive information. The acceptable use policy at Rowan has listed all the prohibited actions for the students. The students should not distribute information classified as confidential or private, or otherwise considered or treated as privileged or sensitive unless they are an authoritative University source for, and an authorized University distributor of that information and the recipient is authorized to receive that information (Lalovic-Hand). 
Policy Compliance
The use of the internet is a privilege, not a right, and inappropriate use will result in cancellation of those privileges (Fiore 152). Violating the acceptable use policy at Rowan University may subject the violator to disciplinary actions. The violator can face termination or dismissal from the University, or they may face penalties specified in the applicable state and federal statutes. Affiliates, contractors and vendors who fail to adhere to this policy and the procedures and standards may face termination of their business relationships with the University (Lalovic-Hand).
The sanctions, penalties, fines and disciplinary actions applied to the employees at the University will be applied based on the severity of the incidents. The incidents categorized as low, medium and high. For a severe low event, the departments bare the cost, and the employee will be reviewed in the annual employee appraisal. For an incident classified as medium, the disciplinary action could be dismissal from the University. For a severe high event, the disciplinary action is a three-year unpaid suspension or expulsion from the University.
Conclusion
The purpose of the acceptable use policy at Rowan University is to set forth satisfactory users regarding the access and use of Rowan University's electronic information systems. The University has ownership of any electronic information created, stored, or shared by users via the University's information system. The University expects the students to use the electronic assets in a manner that adheres to the code of conduct. Violating the acceptable use policy at Rowan University may subject the violator to disciplinary actions. The violator can face termination or dismissal from the University, or they may face penalties specified in the applicable state and federal statutes. Affiliates, contractors and vendors who fail to adhere to this policy and the procedures and standards may face termination of their business relationships with the University 
I would recommend the University to encourage the employees to use the third party when searching using the school's information systems.  A third party search protects the privacy of the applicant and reduces the consequences of errors when an employee decides to do social media searches. I would also recommend the University to compile the acceptable use policy with the help of a broad committee from all the users. The primary users, in this case, are the students; thus, the administration responsible for compiling the policy should consider the views of the students. The acceptable use policy compilers should utilize the technique of readability. The policy should be easy to read and understand for everyone, including the non-staff members at the University.
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