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[bookmark: _GoBack]		Introduction 
The purpose of this policy is to prevent unauthorized access to this healthcare facility’s information system. Information and data are valuable assets in this facility and must thus be protected. This policy outlines those who are granted access and their rights and what they can access. This policy is meant to protect data, information and resources which are owned by this healthcare facility and ensure that total integrity is maintained. This policy also ensures that staff members are granted a least privilege in order for the facility to prevent itself from threats which may be caused by insiders. 
			Scope
This policy applies to all the staff who work in this healthcare facility. 
This policy also applies to contractors, vendors and third parties who may work in the organization. This includes external auditors and consultants. 
This policy also applies to software and applications which are used by the facility. 
			User registration
The human resource department should be forwarding the names of employees who have been hired to the IT department. The human resource department should also be forwarding names of employees who have been suspended, or fired so that their access can be revoked. The system administrator will be responsible for creation of user accounts, granting access or revoking access to staff members. The system administrator will also be responsible for creation of third-party accounts such as those belonging to contractors and consultants. The system administrator must also ensure that access privileges which are granted to third party accounts do not compromise on the security of the facility. Third party account user access must be revoked immediately their contract with the hospital ends. 
			Access control requirements 
Each user must have a unique ID and a password in order to have access to the hospital’s systems, database and applications. 
Remote access should be done on secure networks.

			Passwords and password policy
 Use of weak passwords increases the threat of access by attackers who may guess or crack passwords. In order to improve security, strong passwords should be used (Yıldırım & Mackie, 2019). Passwords should consist of:
1. A minimum of 8 characters
2. A mixture of uppercase and lowercase letters. 
3. A mixture of letters and alphanumeric characters. 
		Protecting passwords
In order to ensure that passwords are safe, employees should ensure that:
1. Passwords are changed after every 3 months
2. Passwords are never saved as plain text on their computers
3. Passwords do not consist of parts of the username
4. Passwords are never disclosed to other staff members
			Privilege management
The system administrator is responsible for managing user privileges. Temporary privileges may be granted after approval of the request. Temporary privileges must be revoked immediately the task at hand is completed.  
			Roles and responsibilities
	stakeholder
	role

	The board of directors
	Approve the policy and provide oversight in its implementation

	IT manager
	· Implement this policy
· Ensure that there is access control IT infrastructure
· Review the access control infrastructure regularly
· Propose changes to the policy

	System administrator
	· Creating and deleting user accounts
· Granting and revoking privileges
· Working with the IT manager in the reviewing of access control infrastructure


	Human resource department
	
· Submitting names of employees who have been hired, fired or suspended to the system administrator

	Users 
	· Respecting and guarding the confidentiality and privacy of patient data
· Complying with the terms of this policy


				
			Conclusion
Policies for access control should ensure that users do not have too much influence or yield too much power thus policies which provide for least privilege should be adopted. Access control policies should also address insider threats. By choosing policies which limit user privileges, insider threat ins minimized. 
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