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		Scope	
This incidence response policy outlines the measures which will be taken to avoid incidents and the recovery steps to be taken to recover from the event. 	
		Preparation
The Computer Security Incident Response Team will be a cross department team which shall be called upon to help the facility to recover from an incident. The team will comprise of the IT manager, database and system administrators, doctors, members from the HR department, members from the communications department, the security department and the CEO. 
The security team shall ensure that physical security of the facility’s assets which include buildings, servers, computers and IT hardware are safe. 
Members from the IT department shall ensure that the organizations databases are safe from cross file scripting and SQL injection attacks, data loss and patient data leaks as required by the HIPAA act (“Health Information Privacy”, n.d.). IT department team members shall also ensure that there are no vulnerabilities in the organizations network systems such as the LAN and WAN networks, ensure that there are safe routers and that the firewalls are fully functional, ensure that password policy is enforced, and do a security audit of IT components regularly.
The HR team members shall be monitoring employees to ensure that none of the employees is a threat to the security of the organization. The HR team members should identify cases of disgruntled employees. 
The incidence response team members shall undergo a rigorous training so as to acquaint themselves with the response procedures. 
			Detection
Antivirus scans should be regularly carried out so as to detect any malicious and dangerous software. Databases should also be checked to ensure data is secure. Network infrastructure should be regularly checked to detect any attacks on the network system. An analysis should be made on the severity of the incident
			Response
After an incident is identified, the evidence should be preserved for it to be used for forensic purposes. The incident should then be contained to prevent further damage to systems and critical operations of the hospital. 
			Removal
The incident response team should ensure that the threat has been removed and that the vulnerabilities which had caused the attack have been addresses and fixed so as to prevent future attacks. 
			Recovery
The incident response team should ensure that critical business operations are restored as soon as possible and that normal business operations are restored as per the hospital’s recovery time objective. 
			Post event activities
An audit is to be conducted to access the losses that occurred from the incident. An investigation is to be made to ensure that whoever caused the threat is identified. The legal department should also prosecute the attacker. The incident response team is to take note of how the response was made so as to learn and improve how they will conduct future responses.  
			Summary 
The policy outlines measures which are needed to ensure the restoration of services in the organization. The team members are taken from different departments since threats may be caused by other factors such as insider threats which are employee based. There is also a need to ensure that the attacker is prosecuted
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