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Ethical Issues on Privacy and Surveillance
The debate on mass surveillance on the public has been a significant issue and debatable topic that has attracted different views from the political arena and academics. For the proponents of the surveillance system, the public needs to be protected at all costs. However, for the opponents, surveillance breaches the privacy rights of the people. Despite the side of the discussion, the public needs to get certain things clear. As much as it is important for the public to be protected, the government needs to uphold the constitutional provisions that protect the people on the privacy protection rights. In this essay, I want to argue that surveillance may be an effective strategy to fight crime, but it is important to consider the privacy issues that arise from its use. 
Surveillance technology is used without the consent of the people. People are not aware that the government agencies like the National Security Agency (NSA) is collecting data from the internet usage that are used to profile security threats to the country. It is not the NSA that collects and receives data from people. Other organizations are also involved in the collection of mass information from the members of the public. According to Klingler et al. (2017), numerous ethical challenges arising from surveillance have been highlighted. According to the authors, the fact that organizations watch and collect data on the public without their consent is an infringement of their privacy or autonomous rights.
However, some people claim that surveillance does not infringe anyone's rights because they are used in public. Based on the philosophical perspective, Moran (2015) argues that there is no ethical objection to surveillance because the people getting watched do not have a strong right to privacy since they are in public spaces. Therefore, surveillance through CCTV cameras cannot be considered to be a breach to privacy or autonomous rights of the public. However, this is just a misconceived idea the detrimental impacts of surveillance cannot be ignored. Klingler et al. (2017) explain how surveillance can be harmful to the people it watches. For example, in the context of HIV/AIDs surveillance, data collected through surveillance that targets the people living with HIV can be detrimental to them when the information is released to the public. According to Klingler et al. (2017), the public release of the data collected on the vulnerable groups like HIV victims can lead to stigmatization and discrimination. 
Despite the approaches adopted by the government and other agencies involved in surveillance to protect the information collected, just like any other technology, the systems are vulnerable to hacking and unauthorized access. The risk involved in monitoring about the privacy rights includes inadequate legal and regulation and governance structure for the surveillance projects (Klingler et al., 2017). According to the authors, most organizations do not have ethical review mechanisms to ensure that the procedures and obligations are followed. This exposes data collected through the online data resources at more significant risks to privacy breaches. While examining the moral perspective of surveillance, Bharucha et al. (2006) explain that privacy is considered as a “prerequisite for the pursuit of personhood, freedom, and responsibility (p. 6).” 
Organizations undertake surveillance for different reasons. For some organizations, surveillance assists in monitoring the staff and how they use the various workplaces. Organizations that carry out surveillance on employees aim at improving the quality of customer service, find out whether they still require training through observation of their performance, and review their skills and competencies. People are arguing on the subject of surveillance and privacy based on how it interests them. However, the facts should be considered when making claims. For instance, the undeniable facts about surveillance include the risks involved with the protection of autonomy or the right of privacy. The breach to the surveillance system can be internal or external, but it is clear that the risks are there and cannot be ignored. The intention of collecting information and carrying out surveillance on people may be right, but the fact that it is done without the consent of the people shows the willingness of the government agencies responsible for enduring the personal privacy infringement for the sake of their political ambitions. Therefore, it is clear that surveillance is an infringement of the rights to privacy.
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