A).Connect to the database

$database_user = 'root';
$database_password = '';

// OPTIONAL: Edit these lines if you're using another database
$database_host = 'localhost';
$database_name = $database_user . '_db';
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B). Client Side
i)
$database_table = "tt284_sa24684"; // name of database table to read/write
$app_title = 'sa24684 - Erehwon Guest House';
$css_file = "tma02_admin.css"; // name of CSS file to load
$js_file = "tma02_admin.js"; // name of JavaScript file to load
[image: ]
ii)

.valid {
    background-color: #AFEEEE;
}

.invalid {
    background-color: #fadbde;
}

[image: ]

iii)

    <p>
        <label for="booking_reference">Booking Reference:</label>
        <input
            type="text"
            id="booking_reference"
            name="booking_reference"
            maxlength="10"
            value="<?php _e($data, "booking_reference") ?>"
            onchange="validate(event.target)"
        />
        <span id="feedback_booking_reference" class="invalid">
            <?php _e($feedback, "booking_reference") ?>
        </span>
    </p>

[image: ]

iv)
    if (inputElement.id == "booking_reference") {
        // ^$ = anchors, .+ = 1+ of any character, \@ = one @ symbol
        pattern=/^[a-zA-Z]{3}-[0-9]{6}$/;
        feedback = "References start with a group of three letters, followed by a hyphen and then a six-digit number";
    }

Valid
[image: ]
Invalid
[image: ]
C.
i) 
// TODO: Change this value to configure the application
$database_table = "tt284_sa24684"; // name of database table to create/drop
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ii)
// TODO: Change these values to configure the application
$database_table = "tt284_sa24684"; // name of database table to read/write

iii)
if ($id) {
    // Update existing row
    $sql = "UPDATE $database_table SET firstname=?, lastname=?, email=? WHERE id=?";
} else {
    // Create new row
    $sql = "INSERT INTO $database_table (firstname, lastname, email, booking_reference) VALUES (?,?,?,?)";
}
?>

<pre class="report">
$sql == <?php _e($sql) ?>
</pre>

<?php
// Prepare statement using SQL command
if (!($stmt = $database->prepare($sql))) {
    die("Error preparing statement ($sql): $database->error");
}

// TODO: Change bind_param() calls according to the columns you expect
if ($id) {
    // Bind parameters for UPDATE statement ('s' for each column plus 's' for id)
    if (!$stmt->bind_param('ssss', $data['firstname'], $data['lastname'], $data['email'], $id)) {
        die("Error binding statement ($sql): $stmt->error");
    }
} else {
    // Bind parameters for INSERT statement ('s' for each column)
    if (!$stmt->bind_param('ssss', $data['firstname'], $data['lastname'], $data['email'],$data['booking_reference'])) {
        die("Error binding statement ($sql): $stmt->error");
    }
}
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iv)
<?php
// TODO: Change this SQL to read the columns you expect
$sql = "SELECT id, firstname, lastname, email,booking_reference";
$sql = $sql . " FROM $database_table";
$sql = $sql . " WHERE firstname LIKE ? OR lastname LIKE ? OR email LIKE ?";
$sql = $sql . " ORDER BY $sort $order";
?>
<table>
    <thead>
        <tr>
            <!-- TODO: Change table headings to output the columns you expect -->
            <th>firstname</th>
            <th>lastname</th>
            <th>email</th>
            <th>reference</th>
        </tr>
    </thead>
    <tbody>
        <!-- Read each row as an array indexed by column names -->
        <?php while ($row = $result->fetch_assoc()) { ?>
            <tr>
                <!-- TODO: Change table data to output the columns you expect -->
                <td><?php _e($row, 'firstname') ?></td>
                <td><?php _e($row, 'lastname') ?></td>
                <td><?php _e($row, 'email') ?></td>
                <td><?php _e($row, 'booking_reference') ?></td>
                <td>
                    <form method="POST" action="<?php _e($url); ?>">
                        <input type="hidden" name="id" value="<?php _e($row, 'id') ?>" />
                        <input type="submit" name="task" value="delete" />
                    </form>
                </td>
            </tr>
        <?php } ?>
    </tbody>
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vi)
$value = $data['booking_reference'];
$format = "/^[a-zA-Z]{3}-[0-9]{6}$/";
$formatsubstring="/^[^0-9]$/";

$arrays = str_split($value);
$array4=($arrays[4]);
$firsthree=substr($value,0,3);
$lastsix=substr($value,4,10);
if(($array4)!=6 or ($array4!=9)){
    $valid = false;
}
if($firsthree!="ACF" or $firsthree!="ABQ" or $firsthree!="BXD"){
    $valid=false;
}
if (!preg_match($formatsubstring, $lastsix)) {
    $feedback['booking_reference'] = 'Invalid chacters at the end of reference';
    $valid = false;
}
if (!preg_match($format, $value)) {
    $feedback['booking_reference'] = 'References start with a group of three letters, followed by a hyphen and then a six-digit number';
    $valid = false;
}


d)
[image: ]
Part 2
a)
Web Application Architectures
Introduction
There are different architectures that come into play when we think of developing modern web applications. They all vary in their own ways but they have a similarity in that most of them adopt the separation and tier approach.
What is System Architecture 
The architecture of a system defines that system in terms of computational components and interactions among those components.
Possible Architectures to use
· Client Server Architecture (Two Tier Architecture)
· Multi-Tier Architecture
· Service Oriented and Cloud Architecture
Advantages and disadvantages of the architectures
Client Server Architecture (Two Tier Architecture)
This is where the application is split into two, where there is a server that holds all the data while a client requests the server for the necessary data.
Advantage
The client part can change while the server remains intact while storing all the data and dynamic content required.
Disadvantage
It might be slow since data must be transmitted over a network that at times might be slow and unreliable.
Multi-Tier Architecture
This is an architecture where the client and server parts are additionally subdivided where the additional tiers perform different function and it often involves a middleware.
Advantage
Each tier can be changed more easily as it is less dependent on the precise details of the other tiers with which it interacts.
Disadvantage
It needs adoption of suitable standards, and specify precise and limited interactions between the tiers.
Service Oriented and Cloud Architecture
This architecture involves breaking down the application into smaller units called services where one service performs a specific task independent of the other services.
Advantage
The application is less likely to fail as a whole due to the loose coupling of the services that make up the application.
Disadvantage
The costs are high in cloud application maintenance.
Conclusion
In my opinion, I would go with the cloud and service-oriented architecture to ensure that the application is always online, and in case of one component failing, the application will not be affected as a whole.
References
Rehman, J., 2021. IT Release. [Online] 
Available at: https://www.itrelease.com/2018/10/advantages-and-disadvantages-of-service-oriented-architecture-soa/
[Accessed 7 December 2021].

b)
Security Features and Enhancements for web applications
Introduction
Web applications have become a norm in the modern world of technology. Many people and businesses are resorting to them. However, they are vulnerable to attackers and malicious code since they are accessible via the internet. This report highlights the weak links in web applications and how to protect the web applications from these vulnerabilities.
Aspects making the existing code secure
We have Stripped/ Replace all tags that can be used to embed content.
We have ensured that there is no use of super global variables like $_GET.
We have ensured the validation of data both on the client side and the server side.
How to improve the security of the web application
When we output any content from our database, the first step we must take is to replace any characters that might be used to embed content, with HTML entities that display these characters instead.
When using PHP, the htmlspecialchars() function should be used to strip replace tags that could be used to embed content.
Super global variables, like $_GET should never, ever, be used directly in any code.
Validating or cleaning the data before it gets used is the first stage in preventing such attacks. This can be done on the client side.
The name of the database, table or column or SQL keyword in an SQL query should never directly use data from the user. They should always be set by the script to prevent the injection of a malicious query
Where data from the user must be included in the SQL instruction, prepared statements must be used, where the SQL instruction uses ? placeholders and value are bound to those placeholders by the database
Data from form submissions and the database must be treated as untrusted and ‘escaped’ when included in HTML output to prevent JavaScript injection.
Conclusion
In conclusion, this report shows the various security vulnerabilities that affect web applications and the various ways to secure the web applications.
References
Author, V., 2021. VAADATA - Ethical Hacking Services. [Online] 
Available at: https://www.vaadata.com/blog/10-ways-to-make-your-web-application-more-secure/
[Accessed 7 December 2021].
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