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Biometrics
The use of human traits to obtain access to sensitive information is known as biometrics. Iris scans, speech recognition, and fingerprints are examples of biometrics. Biometrics has made great strides in terms of technology, but there are also advantages and disadvantages of working with this relatively modern technology (Uhl et al., 2020). When it comes to biometric authentication, fingerprints have been the most popular option of biometrics. Fingerprint authentication scans the groves and lines on the fingertips or the palm to see whether they represent the person who set up the access form (Uhl et al., 2020). Fingerprint biometrics have a number of advantages, including the ease with which an individual's biometric profile can be set up, and the fact that fingerprints are used more often than any other biometric tool. The detrimental factors that can be associated with fingerprints are the possibility of creating a formula that allows one to change retained biometric features and the possibility of altering a print due to an accident.
One approach that has dragged to catch on is iris scan technology. Iris scan technology focuses on the validation of patterns present in the eye. The advantage of this approach is that the eye is exceptionally well shielded from external injury, and the fineness of the eye remains remarkably constant for long. This could therefore be considered the most accurate biometric technique. However, integration with other instruments can be an issue due to the method's infancy, and authentication using this approach may be difficult given that it considers movement and distance of the person. The right to access protected information and data using the speech is not very widespread in current standards, but it does exist (Faxriddin et al., 2020). Speech recognition biometrics have the advantages of durability, ease of use for the average person, and no need to work with an interface. In the other hand, there are certain significant drawbacks, such as the potential to steal one's voice from a recording system and the large amount of storage required to distinguish a person by comparison. Voice recognition could be considered the least accurate approach. It is almost likely that more biometrics applications will be discovered in the future. However, no technology is entirely secure, and hackers, like the solutions developed to fight unauthorized access to information, are constantly evolving (Abuhamad et al.,2020).
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