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CA2 – Case Study Project
Overview
The purpose of the case study project is to get you acquainted with the security challenges of a real, complex, messy software product. In class, you learn about security ideals, common mistakes, and best practices. In the case study, you will see how those ideals are applied (or not applied!) to actual problems.
This case study is designed to help you in investigation. The project will help you to learn about software projects from the outside in. This means reading bug reports, documentation, mailing lists, commit logs, and anything else you can get your hands on to understand what's going on. So choosing an appropriate project is important.
 
Formatting
Please use following formatting throughout your paper.
· Word Doc ONLY
· 12pt font
· Justified text (no ragged edges)
· Headers have a maximum size of 16pt font
· Tables & Figures must be numbered starting at 1 going through the whole document.
· Tables and figures must have their caption below the table/figure
· References should use the Harvard UL Referencing system.


Case Study Instructions:
You must choose a case study project yourself. Choosing a project may take some effort, as not every project out there makes a good candidate. Here are some requirements to make ensure you choose a good case study:
· Must have a domain that has significant security risks
· Non-trivial. Large enough that one single person cannot know everything. Minimum of 10k lines of code or 20 developers. You will not need get this system to build.
· Not too large, either. Eg: Entire operating systems are not recommended.
· Must be actually in use (not an old dormant system)
· Source code must be available
· Doesn’t have to be a Java Project
· Must have had a list of reported vulnerabilities. The more detailed the records, the better (e.g. do they trace to bugs and source code patches? do they have defect tracking of their vulnerabilities?). Note: third-party sources such as the CVE or CVEDetails.com are NOT enough (and sometimes wrong). The project itself needs to acknowledge vulnerabilities.
· Your choice must not be the same as others in the class!
A few notes:
· Use your own words. You may quote product's website, but be sure to quote it - otherwise it is plagiarism (see above).
· Cited, specific examples of vulnerabilities/bugs/issues are better than generalities.
Remember: you are now a software ‘Archaeologist’. This is a research project as much as it is a writing project. Plan on taking a lot of time tracking down source control commits, release histories, bug reports, mailing lists, or whatever software development artefacts you need to track down.

Submission and Grading Details
This is your second piece of CA and is worth 50% of the overall mark. It must be submitted at the end of the module. You must reference your work.  You can follow the layout of a typical lab book, and add extra headings as necessary. Sample layout document on Blackboard.

Plagiarism
Stealing someone else's writing will not be tolerated. Do not copy text from other sources. For example, do not simply copy the project website's description into your description. You must reference your work.
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