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Password is the use of symbols, digits or letters which are unique in order to confirm owner’s identity. Passwords are easy and commonly used in existing system. Authentication is whereby the one using the device is being recognized by the computer through verification. Through use of password, the owner is able to employ cyber security knowledge to protect hardware, electronic data and software from damage and theft. Having knowledge in setting Password, one is able to cyber secure his /her property.
When setting password, one should set a password which is unique in every account by avoiding using information which are personal like date of birth, age, name, among others.  It should be a mixture of different character, that is, letter, symbols and numbers. Every account should have passwords which are hard and difficult to guess.  This is because use of simple password makes it easier for cyber criminals to guess the password. Hence assessing and stealing information which they may later sell in large profit or leaking it to the public, (Pinkas. B & Sander.T.2018).
One should use different password in different online account. This is in order to protect your cyber incase a cyber-criminal manage to get one of your password, he or she will not be able to access another account. Also, usage of common password that is in your laptops, email, applications, desktops, data bases and tablets make your password security to become weak making it easy for hackers to hack your account. This will ensure security is maximum in your different account. 
It is important to avoid sharing or writing down of passwords as an alternative memorize and keep it private so as to keep the cyber secure. This is because not everyone you share with is trustworthy. This makes the cyber’s accountability to be lost because one cannot trace who has leaked the information. In addition, when the password is known by many people, it may spread than expected. 
When creating a password, one should try as much as possible to use passwords which are long. The account owner should at least use twelve characters or even longer when setting the password. However, if one decides to use shorter password, he or she should make sure that they have used at least six characters. Password which are long protect your account more than password which are short when constructed properly.   
According to Joseph et al (2019), Importance of using password in cyber security is to provide security to one’s personal account. Therefore, one is supposed to change the password often. This avoids constant interaction. Simply because cyber criminals may progress in accessing users account in aim to steal private information. Changing user’s password regularly will reduce the danger of the account being accessed by people who knew the password before. Therefore, it is important to change your password regularly at least after every few months in order to be safe.
Change of password also minimize guess work. If one uses one password for a long period, it increases chances of cyber criminals guessing that password. This can be managed when someone has watched you as you type that password severally or someone may have tried to guess it repeatedly. The more you stay with the same password for long, the more people will be encouraged to guess the password. Hence avoid putting password in your account when people are watching you. 
By changing the password, one is able to prevent an account from kept password misuse. If one throws away old gargets and the hard drive is not formatted, most likely anyone using your old garget will have an opportunity to access password which is saved. Therefore, they are likely to get in touch with your account. Hence changing passwords consistently will make your account safe because the one who will get your older password will not use it since it is no longer relevant. 
Through password changing, one is able to choose a password that is good and strong in their new password. One has to come up with a password which is safer than the former one to protect from hacking and guess work attempt. One may be tempted in setting longer passwords, however, quality is better than quantity. 
One can hack your account using different methods that is instinctive energy attack. This is where cyber criminals use automatic software to try and guess combination character in the set password. Software will guess frequently used and weak password until it crack that password. One can make this hard by creating hard and long password which cannot be easily cracked and to avoid substituting letters.
  According to Arvind & Vitaly (2020), hackers can also use dictionary as a technique to guess one’s password. This is the process where hackers use defined dictionary to guess your password. Dictionary hacking is the quickest and easiest in hacking password which are weak. Therefore, when creating password, it is important to avoid picking words from foreign and English words.
In addition, social engineering and phishing are also ways used. This is not necessarily hack type but gives hackers access of information which are confidential and password. This helps them to access one’s personal account. Through this hacker sends emails or links which looks like for an organization that is through use of phone. Hence getting access to your private information. So it is good for one to take precaution necessary in order to protect online account from hackers. 
Use of password in account can be advantageous and that is why it is mostly used. Passwords are simple when it comes to creation and remembering. One cannot consume much time in setting passwords hence making work easier. Passwords are cheap to create and maintain. This is because the user will not spend much on password. They will only change the characters without consulting or using resources. They are also appropriate tool to implement and use. 
Passwords also have disadvantages whereby they are known to be poor when it comes to protection. In many cases, users tend to ignore the principles laid down to guide them in setting strong passwords. This make them to only set short and simple passwords using their names, age among others simply because strong passwords are not easy to remember and the user may end up blocking the account. Therefore, this make it easier for people to attack, break and crack the password. 
Many users like using password manager simply because it allows passwords to be stored in one harmless place. In most cases, password managers, enable users to keep sensitive data like credit card or pass cords in a created vault on the garget. The user is only required to set a strong master password for a vault.
 When using master password manager, it is not compulsory for one to memorize all the passwords simply because password manager keeps it safe for you and you can access them any time you want. Therefore, the user can log in without submitting pass cords or usernames because the password manager is submitting on their behalf and therefore users can create long and difficult password, ( Fujita & Hirakawa,2021).
Password manager have icons that allow users in generating random choice of passwords that are difficult and unique when it comes to hacking.  It saves users time as they are not supposed to think of a combination.
Password manager also has some disadvantages because if one forgets the master password he or she will not be able to access the accounts since all the passwords are kept on this application. 
Also if one forgets to sign out of the application someone else may get opportunity to access all your accounts. Therefore, users are encouraged to always be logging out once they are done with whatever they were doing in the application. This is because if your garget is left logged in it may allow cyber criminals to hack some of your accounts.
In addition, password manager may fail to secure one’s data from particular danger in case the password is recorded without owner realization and sent to the hackers. 
In conclusion, users should have knowledge on how to create strong passwords and avoid weak ones. They should ensure they have followed the guidelines given to help one create a safe password in order to enhance security in their accounts.
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