To: Fred Sanford, Director of Technology
From: Cameron Decker, Network Administrator
Date: April 18, 2011
Subject: Server Virtualization Technical Report

Purpose: The purpose of this report is to introduce detailed research regarding server  virtualization as an alternative to the 1:1 ratio of operating systems to physical servers in order to reduce IT costs and administrative overhead.
Summary: Many companies are moving to a new method of server administration known as server virtualization. This technology offers many benefits over traditional management strategies. Server hardware, operating systems and a special software suite called a hypervisor work in harmony to afford increased stability and reduced costs for IT departments. Server virtualization is implemented by system and network administrators or consultants and can provide end-users with faster access to their network resources while ensuring greater uptime. Advantages of server virtualization include increased scalability and reduced hardware costs, while some disadvantages are the cost of special software and the requirement of special advice or research to be implemented properly.
Description: Server virtualization is a method of server administration that compartmentalizes operating systems, allowing multiple operating systems to run on the same set of hardware simultaneously. Virtualization is a significant new technology that allows IT administrators to maximize the use of their hardware and also provides access to a myriad of infrastructure backup, recovery and upgrade strategies. Server virtualization is comprised of these main components: a hypervisor, server hardware, and operating systems.
Part-by-Part Description
Hypervisor: The hypervisor is a special software platform that manages communication between operating systems and hardware components. On a normal computer, the operating system recognizes each hardware component and manages available resources on its own. To virtualize an operating system, it must be untethered from the hardware. The hypervisor must manage each operating system's access to the underlying processor cores and memory to prevent an operating system from attempting to access resources that are already in use. Without this provisioning, "Operating System A" might overwrite memory address space that holds critical information for "Operating System B," causing a system crash. Hypervisors are written with a scheduling procedure that dynamically assigns resources to operating systems while making it appear to the operating system that it is functioning on a normal machine with dedicated hardware. This allows almost any OS to be virtualized, since special code does not need to be implemented within the OS itself. A group of virtualized operating systems becomes comparable to multiple applications running on a single OS.
Server Hardware: Server hardware consists of the same primary core components as a normal personal computer: processor, memory, motherboard, power supply, storage, onboard or 
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discrete video card, and enclosure. The distinction is that server hardware is engineered to demonstrate a higher performance capacity, which also means it is more expensive. Because each hardware component needs an entire suite of accompanying components to function, it is more feasible to purchase a few powerful servers rather than many low-power servers. For example, if an operating system requires an additional 8 GB of memory, it is much cheaper to add 8 GB to an existing server rather than purchase all the additional components required to support 8 GB of memory on a new server. 
Operating Systems: Server operating systems typically feature networking capabilities not present in consumer level operating systems. This may include access to shared files or authentication to network resources using a database of user information. A corporation may need a range of different network operating systems to serve its purposes. For example, a company may use a Microsoft Server 2008 operating system to implement Microsoft Windows Key Management Service to dynamically authenticate Windows 7 user workstations with Microsoft. The same company may use Novell Netware Open Enterprise Server 2 to apply eDirectory user authentication procedures regarding file sharing. In addition, an OpenSUSE Linux server may be in production to actually store the data being accessed by users. Using traditional methods, three separate servers need to be purchased and set up, because there is no conventional way three operating systems written with completely different standards could communicate and share resources. With virtualization, these three operating systems can function on the same hardware suite at a much cheaper cost.
Application
Virtualization is implemented by choosing a hypervisor platform and a virtualization strategy and then migrating existing operating systems to virtual machines. Some research or consultation is required to successfully move to a virtualized infrastructure. Virtualization is performed and monitored by server or network administrators or may be outsourced. Normal users may not notice a difference in the way their systems operate beyond increased speed and responsiveness if the virtualization is managed properly, and increased uptime of network resources. IT administrators readily see the benefits, however, as the increased efficiency and security of the servers frees them to spend time on other issues, and reduced costs allow them increased budget flexibility.
Comparison With Other Techniques:  "Imagine a rack of five servers totaling over $5,000 in software and collectively they are running at the full capacity of just one of those servers, while the power of four servers sits idle and unused" (Oricchio). The conventional way of integrating multiple operating systems has been to use a separate hardware suite for each OS. Traditionally, IT departments organize their servers by task. Typically there’s an e-mail server, a file server, perhaps an accounting server, and even a server for all the printing. With virtualization, tasks are handled across multiple machines and even 
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platforms, instead of the one task, one box approach (Oricchio). Figure 1 shows the average overall hardware utilization that is typically seen before and after switching to a virtualized infrastructure. With the one task, one box approach, software issues pose a huge problem. Administrators without knowledge of the OS are limited to research or reinstallation. Using the snapshot capabilities of virtual machines, however, an administrator could revert an OS to a previously working condition in the event of a problem. Snapshots provide a fast and easy way to revert the virtual machine to a previous state (Microsoft, 2009).

Figure 1: Average Hardware Utilization After Switching to Virtualized Infrastructure
With traditional methods, upgrade paths are limited and expensive without a maximum gain in efficiency. For example, a server may need 100GB of increased storage space, but an administrator may only be able to purchase storage drives in sizes of 320GB or higher. The administrator will have to purchase the available drive, knowing that the majority of storage space will never be utilized. Using server virtualization, you can upgrade memory, increase the number of CPUs and add new hard disks to a VM with a few mouse clicks (Hess, 2010). Hardware failure is a concern with traditional methods, because administrators may be managing a wide range of aging hardware platforms from different vendors. The additional hardware also introduces increased direct power expenses, as well as indirect expenses in the form of additional cooling costs and space requirements. Energy costs are reduced by consolidating inefficient servers into a smaller population (Bloor, 2008, p. 2).
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Advantages of Server Virtualization: IT administrators will readily see the benefits of virtualization, including reduced hardware costs, reduced hardware management time, reduced power costs, reduced physical space requirements, increased recovery time in the event of software or hardware issues, increased scalability for operating systems due to dynamic resource assignment, and decreased initialization time on new servers.
· Reduced Hardware Costs: As mentioned previously, it is far more efficient to purchase powerful server components that can be shared among virtual machines rather than purchase large numbers of less powerful servers. Virtualization clients can assign hardware resources, even cores on the same processor or memory address space in the same memory module, to separate operating systems and applications as it is needed (Cafaro & Aloisio, 2011, p. 10)
· Reduced Hardware Management Time: Because the hardware is consolidated, there is less risk of having hardware failure and replacement issues.
· Reduced Power Costs: Traditionally, an additional server requires an additional hardware suite, and powering all the components can make electricity costs soar. Regarding the rise of cloud computing, Bloor wrote, "The cost of electricity itself became an issue. It was now a 
major cost, and the irony was that for every new server added electricity was 
required both to run it and to cool it" (2008, p. 2). The energy costs of supporting an extra hardware module are much lower than supporting an entire suite.
· Reduced Physical Space Requirements: Space is actually at a premium in server closets and distribution facilities. Consolidating servers can alleviate these restraints.
· Increased Recovery Time: Snapshots provide an extremely quick and easy way to restore a system to a working state. "A snapshot is an exact copy of your working VM prior to doing something to it that has the potential to make it not work. Fortunately, should that happen, you can revert to the snapshot and remove the faulty VM" (Hess, 2010). Software corruption, viruses, and failed software upgrades can be negated with a few clicks. You can use snapshots to provide a way to revert a potentially risky operation in a production environment, such as applying an update to the software running in the virtual machine (Microsoft, 2009). Failover technology can move virtual machines to separate hardware in the event of a hardware problem.
· Increased Scalability: When an operating system needs more resources, due to a software upgrade or because it is configured for an additional purpose, an administrator only needs to change a few configuration settings. Rather than taking the machine offline and manually upgrading physical hardware components, he simply tells the virtual machine manager to allow an OS to access additional resources that are already installed. Replacing servers is easier as well. "When servers get old, their annual maintenance fees from the manufacturer increase.  Eventually, it becomes more cost-effective to buy a new server than it does to continue paying 
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maintenance on an old, underpowered server.  Normally this would mean time-intensive reinstalls (or risky backup/restore tricks), but with virtualization, the sysadmin can simply shut 
the old server down, move the virtual guests onto faster/newer/cheaper hardware, and start them back up again" (Ozar, 2009).
· Decreased Initialization Time: Templates can be used to deploy new servers rapidly, rather than having to install an operating system and set it up from scratch. When a new server needs to be set up for a particular use, an administrator can use a preconfigured virtual machine as the basis for the new server, significantly reducing setup time. Another consideration is the ability to move an entire group of servers when new server hardware needs to be implemented (Cafaro & Aloisio, 2011, p. 56). 

Disadvantages of Server Virtualization: Virtualization is, of course, not a silver bullet to solve every IT problem a corporation has. Along with all its benefits, there are some disadvantages. Special software may need to be purchased, someone skilled with virtualization should monitor the procedure, and virtualization can create a single point of failure for hardware.
· Single Point of Failure: Having multiple servers running on the same physical box would cause a real concern in the event of something like a power surge that damages the server or physical trauma inflicted by unauthorized personnel. Multiple servers would be taken offline at the same time.
· Special Software Required: While there are free hypervisors and related software, the ones that incorporate failover techniques and advanced backup options are not free. A particular brand of hypervisor along with its associated software platforms might cost between $3,000.00 and $10,000.00.
· Special Knowledge: Virtualizing servers is not a trivial matter and should be done with someone who has performed appropriate research or by a trained consultant. Failover and provisioning must be implemented carefully so that they do not impact performance. Administrators need to be careful of attempting to run too many virtual machines on one set of hardware, as all the virtual machines may experience slowdowns if resource contention arises. Virtualization increases the device utilization overheads, which leads to increased CPU utilization of the hypervisor or the IDD hosting device (Cafaro & Aloisio, 2011, p. 35).
Conclusion: There are many benefits to server virtualization. The only real constraints are time and money, as is usually the case. However, the time and money initially invested in a server virtualization project should be quickly rewarded by reducing overall costs, time spent managing servers, and productivity time lost by users who cannot access their network resources due to a variety of reasons. From the time the first server has been virtualized, our IT administrators will already have the benefit of being able to restore that server almost immediately in the event of a software problem. That 
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advantage is nearly enough to warrant server virtualization on its own merit. The overall advantages that can be realized later on could refocus and reenergize our IT department and our entire company.
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