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Comparing a Security Strategic Plan to a Security Policy and Aligning to Security Controls
	When implementing security policy and developing a strategic security plan, it is fundamental for an organization to differentiate between security policy and strategic plan ("Differences between Strategy and Policy", n.d.). In addition, the organization is needed to comprehend the benefits to it, whom they serve and what they are. 
Security Strategic Plan:
· First, it can be understood as documentation that is systematically prepared to highlight the practical plan and security concerns to be addressed. In addition, the strategic security plan aims at helping organizations accomplish their goals ("Differences between Strategy and Policy", n.d.).
· Secondly, it is a set of actions aimed at achieving organization and security goals particulars. It is also linked to the information technology department. 
· Thirdly, a strategic plan refers to a high standard plan developed by CISO with the help of their team. In addition, the program should include outcome value, vision, and mission ("Differences between Strategy and Policy", n.d.).   
Security policy
· It is a document declared in writing indicating how an organization hopes to protect and secure information and physical technology assets.
· It is can also be understood as a continuing document that never ends, and it is progressively updated when the need arises either by employees, management, or technology ("Differences between Strategy and Policy", n.d.). 
· Lastly, security policies should utilize understandable and acceptable formats that everyone quickly follows ("Differences between Strategy and Policy", n.d.). This means that a good plan should use a language that is understood by everybody who may need to use it to improve the state of a given organization.   
Aligning Security Controls to NIST Security Controls Matrix   
	Security controls refer to parameters set which are implemented to safeguard or protect. Also, they are countermeasures to minimize, detect, prevent and stop any security threat to computer systems, information, and physical property. 

	CIS Control 
	NIST Control Family 

	Implement Training and a security awareness program 
	· AT-4 Security training records 
· AT-2 security awareness training 
· AT-1 training procedure and policy and security awareness 

	Managed to utilize administrative privileges 
	· AC-17 remote Access 
· AC-5 separation of duties 
· AC-6 least privilege 
· AC-3 access enforcement 
· AC-2 account management
· AC-1 Procedure, policy, and access control 
· AC-13 access control and review and supervision 
· Ac-18 wireless Access 

	Management and Incident response 
	· IR- 10 enhanced information security evaluation team
· IR-6 incident reporting 
· IR-5 incident monitoring 
· IR-4 incident handling 
· IR-3 testing incident response 
· IR-1 Procedure and incident response policy  

	Web Browser and Email protection 
	· SC-5 Service protection denial 
· IA-9 Authentication and Service identification 
· SI-15 Dato output filtering 
· SI-8 Protection of spam
· SC-11 Trusted path 

	Data protection 
	· SI-16 Protection of memory 
· MP-7 Use of media 
· MP-2 Access to the media 
· MP-1 Procedure and policies of media protection 
· AC-23 Protection of data mining 
· AC-17 Remote Access
· PM-Protection from insider threat 
· IA-1 Procedures and Authentication policy and Identification  

	


Malware defense
	· SI-6 Verification of security function 
· RA-5 Scanning for Vulnerability 
· RA-1 Procedure and policies of risk assessment 
· IR-1 Procedure and policies of incident responses 
· AU-1 Procedure and Policy Accountability and Audit  
· AT-2 Training for security awareness 
· AT-1 Procedure and training and security awareness policy
· PM-12 Protection of insider threats 
· IA-1 Procedures and Authentication policy and Identification 


	Control and Inventory of Hardware Assets 
	· PE-20 Tracking and Asser monitoring 
· PE-1 Procedure and Environmental and Physical protection policy
· CM-8 component Inventory of the information security 

	Control and Inventory of software Assets 
	· SI-information, Firmware, and software system integrity 
· CM-Component of the information system 
· SA-3 Life Cycle system development 
· CM-11 Installed software for users 
· CM-10 Restriction of software Usage 

	Capabilities of data recovery 
	· CP-10 Reconstruction and Recovery of information system 
· CP-9 Backup information system 
· Cp-6 site alternate storage 
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