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Cybersecurity
Similarities in combating computer and biological viruses
Computer and biological are the major types of viruses. Computer viruses are malicious software attacks spreading from one computer to the next, interfering with the software operation.  Biological viruses act parasitically, infect the hosts, and transmit through DNA/RNA genetic material. Combating both computer and biological viruses, scientists develop antivirus and vaccines installed in computers or introduced in the bodies, preventing the virus's spread. 
In both, the viral outbreak of either biological or cyber viruses is detected, isolated, analyzed, and tracked, helping in reducing the chances of spread. Isolation is critical in analyzing the log files and checking the effectiveness of the applications. The same procedures are followed in tracking and mitigating biological viruses. 
Living-off-the-land Binaries (lolBins)
A fileless virus is a malicious software that makes use of legitimate programs infecting a computer. The virus does not rely on files leaving any footprint, making the fileless virus difficult to detect and remove. Fileless malware has been applied to avoid the most sophisticated security solutions (Afreen, Aslam & Ahmed, 2020). The virus is becoming one of the largest malware affecting firms leading to digital infiltration threats. The virus emerged in 2017. It rapidly increased by more than 1000 in 2018, resulting in 90% of malware attacks. Fileless malware was a development of the standard malware technique, which has been operating since the 1990s. Therefore, modern firms are using strategic security plans to block attacks by using the most sophisticated programs. 
Detecting fileless viruses is harder than file-based infections. Fileless malware attacks the operating system of computers leading to reduced effectiveness of the machine. While attacking the operating system, fileless malware applies living-off the land mechanisms. Living off the land is the technique of making use of legitimate tools for malicious functions. The legitimate tools abused are called lolBins and include WMI, PowerShell, Microsoft Office macros, and other system tools. On the other hand, file-based attacks cause threats to special files in the Microsoft offices like PDF and DOC.  In the process, the threat entices users to open files lead to an immediate attack on the computer.  The files attacked by the file-based virus are surrounded by codes that are executed when clicked by users. 
The major defense against fileless viruses is updating the software of the computer. Installing updates from Microsoft should be considered first since it is active in blocking and exploiting the WMI and PowerShell. 
Infamous Logic Bombs
A logic bomb is a malicious code out inside software intentionally.  The logic bombs perform their duty once the set conditions are met, like termination making their presence to be undetected. Examples of infamous logic bombs are dates, specific record deletion, installing infected software, and using the unsecured program. The logic bomb's working principle can be considered positive or negative, triggering the action and deactivating the program based on time. 
A good example of an infamous logic bomb was the 2019 attack by a software vendor, which led to unusual activity and the deletion of files (Washington, 2021). A contractor of Siemens Corporation, Roger Duronio, was responsible for the bomb by placing it into the software which needed failed intervals to make service calls. 
In 2020, there was a logic bomb in the software, solving the infamous software problem created by Roger.  The logic bomb attacked sabotaged individuals with the organization from accessing sensitive data. Roger was sent away from the organization as the logic bomb created interfered with the firm's daily activities.
After the logic bombs attack, the organization made changes. The organization created more string passwords and updated its computers regularly, keeping the devices safe from malware threats.  Infamous logic bombs can be prevented by using trusted antivirus of high quality.  Besides, performing regular updates will lower the vulnerability of the operating system to logic bombs. All the computers within a network should be protected, enhancing the integrity and safety of the computers. 
Cybersecurity AI
Artificial intelligence is applied in cyber security for reducing attacks. Cyber security AI uses sophisticated algorithms for detecting malware and running recognized patterns while detecting ransomware attacks. The algorithm allows for predictive language with a language processing database giving intelligence of new anomalies for studying cyber threats. 
Artificial intelligence is used by different platforms for detecting various malware, thus protecting the firm's data. Darktrace platform has a sophisticated AI having enterprise Immune System making it easy to identify various threats and preventing attacks at early stages. Crowdstrike is a major cyber security company using AI to give users quick visibility and protect the entire company by focusing on measures to prevent attacks. Artificial intelligence used in different organizations is expert systems, deep learning, neural networks, and machine learning (Chan et al., 2019). Machine learning is the most commonly used form of artificial intelligence in cyber security, making use of statistical techniques giving the computer ability to ‘learn’ through programming hence improving the performance. 
Improving artificial intelligence requires organizations to update their computers regularly and install current protections against threats. Besides, the use of strong passwords that cannot easily be recognized reduces the firm's chances of falling victim to the threat. Finally, artificial intelligence can be improved by creating backups of files and data, helping to retain the organizations' information. Important information should be secured by using strong passwords and encryptions. 
Defending against adversarial AI attacks requires training with perturbation reducing errors of classification. The use of gradient masking assists in denying the attacker access to the important gradient. Adversarial attacks can also be prevented by input regulation which entails avoiding large gradients vulnerable to network attacks. 
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