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Introduction
Policies are of essential importance for all organizations in any industry. The policies out the rules and regulations every individual within a given company should adhere to for peaceful existence and cohesion at the workplace (Greenwood, 2008). The organizational leadership and management heavily depend on the policies of the company in deploying, promoting, demoting, and suspending an employee. Company policy refers to the set of principles, regulations, guidelines, as well as rules drafted and adopted by any entity with the main purpose of helping the organization to achieve its long-term and short objectives more effectively. In many cases, the policies of a company are contained in a booklet which is either in hard copy or soft copy, or both (Bonner, 2012). Nevertheless, the report shall narrow down to three policies that include Acceptable Use Policy (AUP), Token and Complex Password Requirements Policy, Physical Security Policy.
Acceptable Use Policy for Information Technology
Computer or network account and use
No staff members or employee shall be permitted to use credentials and use the ID of someone else in accessing the Information Technology resources of Jamat Company unless and only when with written permission from the owner of the information or from Information Technology department (Romanosky, Telang, and Acquisti, 2011). The individuals who have the written permission documents which permit the use of credentials or user ID of other employees shall have their access limited to intended or reasons specified to use failure. Nevertheless, the firm shall take full responsibility for people who have used their user ID in case of occurrence of policy violation.  
Usage of the Resources
All the employees of Jamat Company shall respect the IT resources capacity to ensure transparency and equitable use of such resources. The company has the full rights of limiting access to IT resources if it deems necessary (Fabbri, LeFevre, and Zhu, 2010). Misconduct and violation of the policy such as the utilization of information obtained from the company data to harass, violating the privacy rights of other employees, interfering with the security of company information or carrying out illegal transactions using the IT resources of the firm shall never be allowed. 
Unauthorized Access
The staff of Jamat shall be allowed to access information that shall help them in discharging their duties and responsibilities (Romanosky, Telang, and Acquisti, 2011). Accessing to other information which is not connected to their domain can denature the data integrity which by attract fines. 
Copyrighted materials 
Photocopying and distribution of information with a copyright without permission shall be highly prohibited. 
Photocopying, using without permission and distribution of information that has a copyright is illegal 
Privacy, security, disclosure, and inspection
Jamat Company shall allow their employees to have their personal privacy and security passwords and such the details to the Department of Information and Technology. Hacking is highly prohibited and is illegal (Fabbri, LeFevre, and Zhu, 2010). The information the staff access from the company websites shall not be shared in any way by unauthorized people. The IT team of the company shall have the right of inspecting the usage of the IT resources of the company without prior notice. 
Obligation and Responsibilities of the employee
The whole staff of Jamat Company has a duty and responsibility to protect the information of an entity from vandalism, hackers, and virus attacks. Therefore, it is in the domain of each employee to create security and password features (Bonner, 2012). The IT team has the duty and responsibility to upgrade, evaluate, monitor, and control to the system of the software used. The IT team is obligated to deem the company in case of intruders. 
Penalties for violating the policy
The policy violators shall face the full force of law where such violations infringe the laws of the land (Greenwood, 2008). The violators of the policy shall undergo disciplinary actions that shall include giving the culprits a total ban on the IT system, temporarily blocking the user ID of the culprit, as well as deducting the salaries, suspension or termination of the contracts of offenders. 
Token and Complex Password Requirements Policy
The Token and Complex Password Requirements Policy shall determine the complexity requirements of the passwords (Margetts, 2012). The policy shall be enforced when creating or changing the passwords. If the Jamat Company enables the Token and Complex Password Requirements Policy, the passwords shall meet the meet the following minimum requirement when they are being created or changed:
· The passwords shall contain at least six characters.
· The passwords shall contain at least three characters from the following four categories:
· Non-alphabetic characters (for example, !, $, #, %)
· Base 10 digits (0 through 9)
· English lowercase characters (a through z)
· English uppercase characters (A through Z)
· The passwords shall not contain three or more characters from the account name of the users.
Physical Security Policy
· Use of relevant facility entry control in monitoring and limiting the physical access to systems which process, transmit or process the data of cardholder (Greenwood, 2008). At the head office of the company, employees that have cardholder data access need authorized access to enter their workplace (Kaplan and Haenlein, 2010). Access to the physical devices of the company is limited at the data center to employees with the authorized access and monitored the use biometric scanners and cameras. 
· There shall be restricted access to computer facilities of Jamat Company. 
· The company management in conjunction IT department staff shall set data center standards as well as physical environment standards that may include items such as:
· Use of CCTV cameras in monitoring sensitive areas.
· Restricting physical access to network jacks that are publicly accessible.
· Restricting physical access to handheld devices, wireless access points as well as gateways. 
· The company shall have procedures to help the personnel in easily distinguishing between the visitors and the staff especially in areas where there is the accessibility of cardholder information (Gallaugher, and Ransbotham, 2010). All the staff members of the company shall have to put on their official company badges. 
· [bookmark: _GoBack]All the visitors to the head office of the company shall have to report to the reception to sign in and to receive badges granting them the permission to access the facility of the firm. 
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