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Cases of cyber espionage have been on the rise for the past few years, more so, in countries such as North Korea, United States, Russia, and China. This is mainly executed through attacking an entire state or specific victims (Gilli, 2018). Many of cases have been reported between 2020- 2021 however below are the two main cases that hit the global headlines.
In 2020, a report was made on a ransomware attack that happened through the ill-reputed group known as the DoppelPaymer gang. This attack targeted the Foxconn plant and affected roughly 1,200 servers and stole over 100GB of unencrypted files. Around 20 to 30 terabytes of backed-up data were deleted. DoppelPaymer gang called for a $32.97 million ransom payment which Foxconn refused to pay (Kiff, 2020). The group ended up publishing some of the data on the dark web. Luckily, it has been reported that Foxconn group is slowly getting back to its normal routine despite the many challenges. Foxconn is amongst the main companies in Mexico that make servers and televisions.
Early this year, in January 2021, the central bank of New Zealand reported a cyberattack that happened to their data system. They reported that unidentified hackers breached one of their data systems and gained access to sensitive information. Luckily, the attack did not affect the main operations of the bank. The attacked part of the system had to be made offline to avoid further inconveniences. Bank officials are working hand in hand with cybersecurity experts to respond to malicious attacks.
Cyber espionage cases have proven to be a big threat across the globe. States and companies are working hard to ensure that they upgrade their cybersecurity software to prevent such cases. 
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