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Forensic Lab Tools
The main work done in a computer forensics lab is the examination and inspection of media intrusions or any other form of cybercrimes from the evidence that is gathered in crime scenes. Specialized hardware and software tools are used in the lab to help in the analysis. The different tools help to ensure compliance, efficiency, and accuracy in the operations. An example of different software tools used in the lab is the SIMCON tool by Inside Out Forensics in Norway. This essay explains further how the SIMCON tool is used and its effectiveness in forensics.
SIMCON is a program designed by developers to image all files from a GSM SIM Card is the most secure way. This is made possible by the use of a USB or serial. The imaged contents are analyzed by the forensics scientist (Sharma et al., 2020). A sim-card card reader is inserted into the computer ports so that the computer can be used to launch the SIMCON software. Then by the use of a specific procedure, data that was in the sim-card such as the messages, contacts that were stored in the sim-card phonebook, and the call history is recovered. The Subscriber Identity Module abbreviated as SIM that is implanted in all GSM sim cards helps recover every data as it allows the sim cards to connect to a given network. The network state, the subscription information, and the location area are recovered and this allows the specialists to log in into the networks (Sharma et al., 2020). 
In conclusion, all this information that the SIMCON software recovers is gotten without necessarily having the know-how of the PIN and PUK of the sim-card. The two are used to secure the sim-card from unauthorized access apart from those with the codes. The software can be used to obtain all files previously saved in the card, help in analyzing the information, and print reports required.
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