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Some of the roles which may need to be separated are payroll processing, payments approval, accounting duties and human resource management. 
· Separation of duties helps to prevent employees from abusing power. When the power and authority of employees is minimized, an organization cushions itself from losses which may be caused by employees who may abuse their influence. 
· Separation of duties also helps to prevent conflict of interest. For example, if all employees had access to the payroll system, they may award themselves salary raises. 
· Separation of duties helps an organization to prevent itself from threats such as accidental data breaches, corruption of data or loss of data which may be caused by disgruntled employees who may wish to leak or delete data as a way of revenge. 
· Separation of duties also promotes the confidentiality of information since only authorized and concerned parties are able to view data or resources. 
· Separation of duties also helps to reduce the threats of social engineering attacks whose risk may be increased by the access of data by a large number of individuals who have access to an organization’s resources. 
The best practices in IT framework selection are:
· Integrability. An IT framework should fit into other systems in an organization. 
· Flexibility. An IT framework should be able to accommodate organizational changes. It should also 
· Security. An IT framework should ensure the security of information. 
