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Disaster Recovery: Lessons Learned
9/11 Attack and Risk Management
The terrorist attack on September 9, 2001, prompted a heightened need for data security in governmental offices and small, medium, and big corporations. The years that followed the attacks saw an extended focus on the security of company information and a shift in disaster recovery plans. Businesses began to implement robust risk management plans that ensured that employees began to work remotely by the use of technologies such as smartphones and virtual private networks (Fernando, 2017). These plans have acted as a move to ensure that businesses are able to recover from a disaster as soon as possible.
Corporations have been raising their IT infrastructure expenditure since the attack while improving their recovery-based initiatives to ensure preparedness in case of a disaster. For instance, according to Tower Group, after the September 9 attack, companies have reported a restructuring in their Information Technology expenditures; 39 percent of the budgets went to back end technology incorporation, 34 percent on new software, 24 percent in servers, storage systems, and new networks (Mearian, 2011). Some companies chose to outsource customer database services from providers such as Regulatory Data International.
Social Media
Companies have also adopted current forms of communications to inform not only their employees but also their clients on matters concerning disasters and mitigation plans. Social media platforms such as Facebook and Twitter have helped employees communicate with ease on matters affecting the company, including disaster cases. Positions such as social media manager have sprung up following this move. Therefore, their job would entail informing workers, managing social media marketing, and other risk mitigation such as controlling rumors (Nisar et al., 2019). More plans such as mass notifications and call trees have been put in place to help notify workers and other business stakeholders as fast as possible in case of a disaster. For instance, call tree service providers such as Federal Signal and Everbridge have been at the forefront of automating communication to help businesses send notifications as quickly as possible whenever a disaster strikes.
Backup and Data Center Sites
[bookmark: _GoBack]Businesses have been reevaluating their disaster recovery methods, considering multiple options, prominent among them being backing up their data to the cloud, through virtualization, or from a distanced backup center. Making these decisions requires considering the types of disasters, the amount of data a company is willing to lose, and the urgency to get the business running again. Some companies have opted for the distanced backup where data is replicated to active data centers, while in others; data is replicated and stored in inactive data centers. The latter will require powering on and may take 24 to 72 hours before the information is fully accessible (Mearian, 2011). Virtualization could be among the best measures as it includes integrating machines of high technology which are able to recover data up to the point of usage without having backed it up to a different server.
Backing Up to the Cloud
Backing up data to the cloud may involve outsourcing services from providers such as Google or Microsoft, whose prices may be extremely high for huge amounts of data. However, these providers offer a public cloud which may be essential for small and medium enterprises. For large companies that can afford the installation of private clouds, it could be the best option (Alshammari et al., 2017). Small and medium enterprises are advised to ensure that their budgets can access only the data that would help run the business in cases of disasters. Yet, choosing a cloud service provider requires caution since a disaster could affect both the company and its cloud service provider.
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