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Given the critical nature of defense activities, security in this environment is a primary concern. How do the agencies discussed in the case study address this issue? Can you think of anything else they could be doing? Provide at least two recommendations.
 Security is a primary concern in the activities of the defense and from the case study; the United States Defense Department is enlisting an approach of open source to the development of software. Open-source software according to the Department of Defense (DoD) is equal to the commercial software by law and in most cases should be given consideration by when decisions of purchasing technology are being made. According to the Department of Defense, open-source software in terms of guidance meets the "commercial computer software" definition and therefore the executives' agencies should include open software as a requirement when evaluating software which meets their needs commercially. OSS addresses the security concern in the activities of the defense as it lays out an open-source positives list including peer- review that is broader and helps in elimination of defects, the rights of modification which help speech changes whenever needed, proprietary vendors reduction in reliance, a model of licensing which facilitates quick provisioning, the reduction of cost, maintenance and ownership costs reduction among others. (Gopalan, 2014)   
Generally, the open-source software may likely seem to be less secure when compared to the proprietary software but this could work the other way round. Open-source software is addressed well by the agencies in this case study. This is because the code is available and accessible to many programmers and this helps in constantly checking and fixing loopholes and bugs. For example, Forge.mil is a software approach to development by DoD for unclassified use. CollabNet Team Forge powers Forge.mil and it is a commercial lifecycle management platform. “The Defense Information Systems Agency (DISA) has issued version two of SoftwareForge (software that runs on the Forge.mil site to enable sharing and collaborative development of open-source software) after a three-month trial that grew to 1,300users.” (O'Brien & Marakas, 2006) Software Forge provides version control of software, bug tracking, management requirements and software developers release packaging along with many other tools like forums, document repositories, and wikis. Defense activities security is also addressed by the agencies through cloud computing for classified environments with the inclusion of services of testing and certification of the software. (Feller, 2005)
However, despite security, a primary concern in the activities of the defense addressed by the agencies in this case, it does not therefore mean a secure OSS is a perfect software. Therefore, the software will have some weaknesses and limitations where some tasks will be performed well and others will not be done well. This will imply that OSS will be just like proprietary software and the recommendation for this case is for DoD to use OSS only in supporting functions that are non-classified like accounting and payroll, and hr. This is because these are business functions that are universal and many people are aware of them and will make outsiders and enemies unsure about OSS functions that are critical such as weapon details and tactics deployed by the defense. 
The U.S. Department of Defense is arguably one of the largest organizations in the world. Managing technology for such an organization is certainly a major endeavor. Does the shift toward open-source initiatives help in this regard? Does it hurt? Discuss the advantages and disadvantages of adopting open-source applications in large organizations. 
It is a major endeavor when it comes to the management of the software in an organization such as the United States Department of Defense (DoD) which is one of the largest in the world. Therefore, in my opinion, the shift toward open-source initiatives will go a long way in this regard. An open-source software switch would likely lead to more software updates from or both in-house or third-party programmers than replacing all the software. This is because many CIOs have come to realize that there is creativity, job satisfaction, efficiency, and product discipline when domain experts are engaging with coders. The ability to take codes that have already been established and tested from a library rather than creating code from scratch plays a huge role in shrinking technological developments in any organization. Therefore, shifting towards open-source initiatives will help this organization in the management of technology as creativity and innovation are highly encouraged. In my opinion, I think OSS hurts and this is perhaps the biggest misgiving that is expressed by people. I think the idea of an open code can make a person take the opportunity and exploit the program. Just imagine a scenario where the DoD program gets exploited due to any loophole. It could be a messy situation that will hurt many people. DoD, therefore, needs to ensure all OSS supports all the security efforts and eliminates any defects.
The use of open-source software is not just about milk and honey and proper research should be done before shifting like the United States Department of Defense. This is because there are some associated advantages and disadvantages with OSS. One OSS major advantage is code modification so as to fit the needs of an organization. The implication of this is that OSS can be applicable in a faster manner and lead to fewer or no disruptions at all in an organization. The second advantage is OSS being cheaper than proprietary software. OSS is offered free of charge and there is no any pay for an additional copy that is downloaded. The last advantage is that OSS is created by programmers that are very skillful and talented. On the other hand, the first disadvantage is being less user-friendly and unattractive. The majority of open-source software just focuses on security and functionality and fails to be user-friendly. Another disadvantage is the vulnerability to users who are malicious. “OSS is an open code and therefore they can be accessed to many people and some may have bad intentions.” (Dixon, 2004) The last disadvantage of OSS is the lack of extensive support.    
After reading the case, do you think the shift to open source software involved a major cultural change for the Department of Defense? Would you expect the same to be the case for large companies? Justify your answer.
	In my opinion, I believe the Department of Defense (DoD) shift to open source software (OSS) involved a major cultural change. The adoption of new software is brought by as a result of culture. Community gains are involved in the open-source software as well as sharing the experience attained in the community. One of the main goals of OSS is gaining from the community and also being able to share expertise. Therefore, working with vendors who are certified helps in becoming a community part and this becomes part of their greater sense of purpose in peace and order protection missions. The shift to open source software has therefore involved a major cultural change was DoD was more likely to be very secretive and very unfriendly when it came to the outsiders. With the shift to OSS, this had to change.
	For large companies, I do not expect the same to be the case just like DoD. I don't think a large company like Apple or Google can shift to open source software through a major cultural change. These companies already have an established culture and shifting from the same could lead to significant financial losses. Therefore, shifting to open source software and involve a major cultural change is determined by whether the organization is there to make a profit or not. It will be hard for a profit organization to shift to open source software because of their security protocols and involve a major cultural change which their target market could not be ready for. “Most for profit large organizations have a dominance culture and therefore they cannot undergo any major cultural change.” (Gopalan, 2014)  
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