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Programming Project 2

Secret Codes




image2.png
Background

A Caesar cipher is a technique for encrypting and decrypting messages. It is named after Julias
Caesar, who used it when sending military correspondence to his generals. It's not a difficult
encryption to break by modern standards, but is a good introduction to the concepts of
cryptography.

A Caesar cipher works by substituting each letter in the original message (the plaintext) with a
letter a fixed number of positions further down the alphabet. For example, using a shift factor of
3, the original message ABC would be encrypted as the message DEF.

A|BIC|D|E]|F

AlBIC|D[E]F]

Characters at the end wrap around to the beginning. So when shifting the uppercase letters by 3,
X becomes A, Y becomes B, and Z becomes C.

For this project you will write a program that encrypts and decrypts messages using a Caesar
cipher. However, instead of just dealing with letters, our version will encrypt any Unicode
characters from the space character (code point 32) through the ~ (tilde) character (code point
126). This is essentially the printable ASCII subset of Unicode, including all uppercase and
lowercase letters, as well as digits and various punctuation symbols. See the topic on Unicode in
the textbook.
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Program Behavior

Here is a sample run of the program as seen in the console window. User input is shown in blue:

Welcome to Cryptic2020!

Encrypt (E), Decrypt (D), or Quit (Q)? E
Original Message? Meet me at the safe house.
Shift Factor? 4

Encrypted Message: Qiix$qi$ex$xliswejiglsywi2

Encrypt (E), Decrypt (D), or Quit (Q)? D
Encrypted Message? Qiix$qi$ex$xli$weijislsywi2

Shift Factor? 4
Original Message: Meet me at the safe house.

Encrypt (E), Decrypt (D), or Quit (Q)? Q

Thanks for using Cryptic2020!
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Your program should conform to the prompts and behavior displayed above. Include blank lines in
the output as shown.

The program should repeatedly ask if the user wants to encrypt or decrypt a message, or quit the
program. Responses of E or D, or the words encrypt or decrypt, in any combination of uppercase
or lowercase letters, should be interpreted as a request to encrypt or decrypt a message,
respectively. Any other response should be interpreted as the user wanting to quit the program.

If encrypting a message, the program should prompt for and read the original message and the
shift factor to use, then produce the appropriate encrypted version of the message. When
decrypting, it should prompt for and read the encrypted message and shift factor, then produce
the original message.

The user should be able to process any number of messages in any order.
Include the welcoming and final message in the output of your program.

You may assume that any message entered will only include the Unicode/ASCII characters in the
range described above.

You may also assume that the user will enter an integer for the shift factor, but input validation
should be performed to ensure that it is a positive value. Do not proceed until the user enters a
valid shift factor. Here is an example exchange:
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Encrypt (E), Decrypt (D), or Quit (Q)? Encrypt

Original Message? The password is double-secret-probation.
Shift Factor? -7

Error - Shift Factor must be greater than 0.

Reenter Shift Factor? -22

Error - Shift Factor must be greater than 0.

Reenter Shift Factor? 24

Encrypted Message: 1!}8)y,,0(+18",81(.z%}E, X+}-E)+(zy-"('F

Your error messages and behavior should be consistent with this example.
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Your program should include the following four functions:

get_shift_factor - This function should accept no parameters and should return a valid shift factor
as entered by the user. It should prompt for and read the shift factor, then perform input
validation, issuing an error message and rereading the shift factor until the user input is valid.

encrypt - This function should accept a string to encrypt and the shift factor to use. It should
construct and return the corresponding encrypted message.

decrypt - This function should accept a string to decrypt and the shift factor to use. It should
construct and return the corresponding decrypted (original) message.

main - This function represents the main program, which handles all other issues. It should
contain the loop that allows the user to process as many messages as desired, calling the
functions above as needed.

Other than the definitions of the four functions, the only code in the module should be the
following, at the end of the file:

if name == ' main ':

main ()
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