ESA  (Enterprise Smartphone Administration) – Assignment #1

In the second part of the ESA course, you examined the technologies and procedures used to provide a reliable Wi-Fi infrastructure to support the mobile devices within an organization. Understanding how to research, design and implement a Wi-Fi infrastructure is vitally important, as mobile users today require reliable access to corporate email and the Internet without incurring cellular data costs during work hours.
In this assignment, you will analyze the physical layout of the triOS Kitchener Campus, identify requirements for reliable Wi-Fi, research cost-effective equipment that provides for the requirements and prepare a Wi-Fi infrastructure proposal.

1. Select up to three group members 

a. Member 1:

b. Member 2:

c. Member 3:

2. Analyze the triOS Kitchener Campus plan registered with the fire authority (found in the KR Campus Map.pdf file). Concrete walls and risers are identified with solid black.

3. Given the following requirements, identify possible Wi-Fi AP locations, technologies and security features:

a. Each classroom currently has several PCs that are networked to physical switches using CAT5e or greater cable, but future plans include switching the connections from each PC to a fast WLAN by adding a wireless card to each PC. Additionally, there are plans to replace the VoIP phones in each classroom and office with VoWi-Fi phones.
b. Room 9 and 15 contain primarily laptop computers that students use in their programs and require access to other resources within the campus as well as the Internet. 
c. Occasionally, students, instructors and guest speakers with laptops will need Wi-Fi access with their laptop; students and instructors will need access to other resources within the campus, but guest speakers should only have Internet access.

d. Each student and staff member must have reliable access to Wi-Fi for Internet and BYOD ActiveSync connections to the triOS email infrastructure

e. A guest network must be visible to users within the front waiting area and student common area at minimum.
f. Connections for registered students and staff using mobile smartphones, laptops and PCs should be authenticated and strongly encrypted; guess access should be encrypted.

g. Interference, absorption and dead zones should be minimized. Roaming should be allowed, but overlapping zones should be minimized to prevent interference.

h. The number of Wi-Fi APs should be minimized but fault tolerant.

i. Student and staff connections should support both MIMO and beamforming.

j. Access to all Wi-Fi APs should not be possible outside of the campus perimeter.

4. Prepare a list of physical and software technologies that meet the needs from Step 3. Ensure that any physical technologies are well-researched, and provide options and pricing from 3 different vendors (e.g. Cisco, Ubiquiti, etc.)

5. Prepare a formal change proposal within a Word document that outlines your discussion from Steps 2 through 4.  Next, prepare a PPT presentation based on this formal change proposal that you can present to your class. 

