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 The world in contemporary society is coming closer. From communicating with a person from one corner of the globe to conducting business, everything today is quicker and faster than ever. The reason why all this is possible is the massive revolutions technology has come with it in recent times. Technology has made the life of an average person easier by providing a myriad of options. What's more, the internet of things has made the shopping experience a more amazing and fascinating one.  Any person anywhere is capable of practically getting everything from online shopping at the comfort of their seat. E-commerce today has been a game changer of the shopping experience of people (Rayport, 2002). Through the use of e-cash, e-cheques, and e-wallets, customers are now able to make payments quickly and conveniently. 
The consumer can do more personalized shopping with many options available. The whole shopping experience has now become very convenient. The thing with these various platforms for doing shopping is that they are not just maximizing but also changing. Today, the consumer has different online choices to choose from, which were not available some years down the line. Moreover, many organizations today have worked hard to secure payments made through e-commerce transactions. In doing so, consumers can feel a sense of trust, confidence, and assurance that their information is safe. With technology, many developments are still being tested and others implemented through e-payments. Already in use today are smart-cards and e-wallets, which have proven vital in safeguarding customer's information. With just a tap on the phone, many customers now have the convenience of quick and more convenient ways of making transactions and saving data. 
However, as these various platforms of doing shopping online continue to grow, cybersecurity and privacy becomes a key concern not only today but also in the future. People doing shopping online are now more than ever concerned about their information being revealed online. This vital information includes credit card information, details of bank accounts, and personal identification information. Currently, cybersecurity is of more importance and concern for electronic technologies, especially in e-commerce which requires high-security components that safeguard customer's information while conducting business. And one of the main reasons for these cyber-attacks and online threats is the inadequate technical arrangements and proper protection of the systems. These systems also have poor security and have high levels of vulnerability in the arrangements. For that, online shopping platforms need a secure infrastructure and a useful framework. Without adequate security arrangements in place, e-Commerce companies are at significant risk of exposing customer's data and hence, revenue. 
Hackers and cybercriminals are utilizing advanced technology and advanced algorithms to exploit loopholes and confidential information from online stores. Just recently, Equifax Company was targeted by hackers. As a result, personal information for millions of people was exposed due to simple security oversight. In this cyber attack, information such as birth dates, addresses, driver's license numbers, credit card numbers, and social security numbers was exposed. This implies at least a majority of people in the United States have had their information exposed. With such worrying trends in cyber-attacks on how hacking has become the norm in society, it is clear that businesses today need to put in place measures to ensure customer's data is protected. If a company is running an e-commerce business, it is time to address the worrying obstacles that stand in the way for realizing more sales. Such a business needs to put in place measures that will help the company and the customers at large in terms of securing essential information. 
Therefore, the most common E-commerce security threats include:
· Credit Card Frauds: This is a type of identity theft in which hackers steal information found on a customer's credit card and withdraws or directs cash from their account. Because scammers are getting smarter over time, credit card scammers are using various ways, including phone calls, emails, and credit card skimmers, to get personal data. When customers do their shopping using a card, criminals can obtain enough personal information, and it is possible that the information may be misused. 
· Phishing Attacks: These attacks often come from using an email message pretending to emanate from a trusted source, such as money lending institutions, banks, or a common retailer. The message often has a link which directs a person to a website which may appear legit, but it is fraudulent. Criminals using this form of attack often target corporate or governmental networks (Robles, 2008). Phishers engage in this activity because they are successful at getting personal information and using it. 
· Malware: A malware is fraudulent software that attackers insert into an organization's web pages once they gain access to their online retail store. For instance, with the use of SQL injection, hackers can easily insert the malware into a website database allowing it to compromise the key data. The impact of adding malware is it can change the appearance of a website. It can replace the contents of a website with different information. This attack may offend customers with shocking information and even draw them away from the business. 
· Bad Bots: Due to advanced technology, the internet is flooded with various forms of bots, good and bad (Sharma, 2018). However, with the growth of online shopping, bots are being utilized by cyber-criminals for malicious benefits. E-commerce companies continue to be affected by bad bots as they can steal key information, pilfer information on price tags, generate spams, and perpetrate attacks. A competitor can utilize such data to outshine an organization in terms of pricing thus outselling the company to the target audience.         
As is clear from the security as mentioned earlier threats commerce businesses are experiencing today, online activities and their customers are equal in the radars of hackers. Many online companies are generating ways to combat these threats to realize the benefits that come with embracing cyber-security. One of the ways these companies have improved their sites for convenient shopping is through encryption (Marchany, 2002). Encryption is a process where information is changed in such a manner to make it inaccessible by anyone except those having a "key" that allows them to get access to the information. Encryption is fundamental because it enables a company to secure their data that they don't want anyone else to get access to. Having digital certificates is also one way online companies are preventing cyber attacks. Digital certificates such as SSL Certificate are necessary because they provide a high level of authentication to a website. The function of this certificate is to protect an e-commerce website from cyber attacks. 
When e-commerce platforms use these kinds of ways to combat security threats, then they will be able to realize the importance of embracing cybersecurity including: 
· Protection of the business: Cybersecurity offers solutions that protect the business hence ensuring employees and the customers aren't at risk from potential cybercriminals. 
· Inspires the confidence of customers: If a business can prove that their shopping platforms are adequately protected against all kinds of cyber attacks, it can give customers the confidence and trust that their personal information will not be compromised. 
· Stops the website from crashing: If a business is a type that hosts its website, a potential cyber attack could be disastrous. This means that the website could be forced to shut down hence losing valuable information and even money as a result of failed transactions.   
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