1
Running head: IT RISK MANAGEMENT PLAN 
3
IT Risk Management Plan





Bluesy Stores IT Risk Analysis and Management Plan
Name
Course
Instructor
Institution
Date


Bluesy Stores IT Risk Analysis and Management Plan
Purpose
	This assessment seeks to identify potential IT threats and vulnerabilities related to a proposed Bluesy Stores. The proposed stores will be selling electronics using online platform to reach its customers. The business will be using Bluesy Stores Online System will be used by the customers to order and purchase electronics.  
Introduction 
IT risk management involves two aspects: the likelihood of having the business application system being compromised and being unable to carry out its functions effectively, and the negative impacts of such compromises and how they can be eliminated. Application system compromises can be hard to spot and thus are difficult to prepare for and control their impacts. As a result IT risk analysis plan development is important when one seeks to run a business such as Bluesy Stores which aims to operate on an online platform which involves various IT risks. The IT risk analysis plan will help Bluesy Store identify the potential risks that its online system is likely to face as IT helps the business meets its objectives. In turn, Bluesy Stores will be able to manage such risks, prioritize, and mitigate the impacts of the identified risks.
IT risk analysis involves the identification of the possible IT threats that the Bluesy online application systems will likely face and calculating the probability that the application system will actually be hit by a given threat. The threats that are likely to occur are categorized as high risks and those that are barely expected to occur are categorized as low risk threats (Didraga, 2013). Risk analysis uses financial information, sales forecast, security protocols, and the user data to draw inferences on possible vulnerabilities on the application system. 
[bookmark: _GoBack]IT risk analysis is important to Bluesy Stores in the following instances: During the planning stage, the IT risk analysis results will aid to anticipate and neutralize likely vulnerabilities in the Bluesy online system. The plan will also inform the entrepreneur if the business is worth starting up or abandon the business venture. The results of the IT risks analysis will help to draft safety guidelines for the store workers in the proposed workplace. It helps anticipate what can transpire in the stores when equipment or technology fail, theft occurs, or when a staff is absent. Lastly, it will help the stores management to prepare for sudden changes in business environment, such as occurrence of natural disasters or entry of new competitors into the electronics market, or updates of government taxation or operating policies (Didraga, 2013).
Scope of Bluesy Online System Risk Assessment 
The Bluesy Online System will be composed two main components. 
1. The external (customer) interface.
	This interface will be made up of series of web pages customized to help the Bluesy’s customer to input electronic search data and receive the electronic result information with prices and payment protocols from the application.
2. The online application
 	This component will be a web-based application that will be run by Bluesy Stores. The business will contract an IT expert to develop the application utilizing the Microsoft’s Internet Information Server and will be customized to use Active Server Pages to manage the electronic stock. The Bluesy Stores IT department will host the application and the server will be physically located in the Bluesy Stores main store. The important components of the application will be:
i. An interface which will contain the various types of electronics, their features, and the prices of each commodity database.
ii.  Paylink – which is an e-commerce payment gateway sourced from a third party banking vendor. 
 Vulnerable Data Used By System 
The Bluesy Stores will be using personally identifiable data from its customers as they purchase products from the stores. The data includes:
a) Names of the customers, their current home address, phone and SSN numbers, and their dates of birth. 
b) Financial data of customers such as credit card number, expiry date, and card type, authorization and verification codes and the online system transaction references.
c) Tax fee and refunds data.
d) The staff and customers password.
Major Sources of the Bluesy Stores Data Vulnerability
A. Cross-site scripting
 	The business application system data can be exposed to unauthorized intruders through exploiting the customer interface to carry out an attack to an end user or the store’s server. If successful, such an attack will reveal the customers information (Stevenson et al, 2007). Since any SQL injection Information relayed by a web request cannot be validated prior to being accepted by a by a web application, hackers can target the stores by using such flaws to intrude to Bluesy backend application system components by using a web application.
B. Password strength 
	The web application of the Bluesy Stores will use passwords that are inappropriately formulated (Stevenson et al, 2007). As a result, cyber criminals can guess a password assigned to a given user to gain access to the application system. 
Risk Priority Determination.
The business will use the following model to classify the priorities of the expected IT risks that will face the application system: Risk = Threat Likelihood x Magnitude of Impact. A risk will be high, low or medium risk depending on the score it will obtain after using the model (Tummala, & Schoenherr, 2011).
· High risk (score: 1.0); this threat comes from a highly capable and motivated source and the site has little or no controls to prevent such a risk from occurring.
· Medium risk (score: 0.5); will come from a motivated and a potential source but the application system will have effective controls to impede exposure of the Bluesy’s data.
· Low risks (score: 0.1) will be originating from poorly capable and ill-motivated sources and the online application of the business will have an efficient control to suppress such risks. 
Summary of Possible High Priority Risks. 
	The following list summarizes possible online application risks arranged with a decreasing priority from top to bottom: 
a) Hackers are highly likely to compromise the IT application of Bluesy Stores through: break-ins, web defacement, system intrusion, social engineering, or unauthorized system access of the application system’s online application component. 
b) Computer criminals seeking to steal identity data through unauthorized system intrusion or spoofing.
c) Insiders such as dismissed, negligent, poorly trained or dishonest employees. Exposure can occur by intentional exposure of personally identifiable information, installation and running malicious codes or by accessing the system illegally (Tummala, & Schoenherr, 2011). 
d) Environment factors such as collapse of the buildings housing the server or occurrence of natural disasters such as volcanic eruption.
Mitigation Measures Summary
1. Ensuring password effectiveness
	Passwords to be used by the staff and the customers must be alphanumeric will contain at least 8 characters. The system will also require use of special characters.
 2. Cross-site scripting
	To prevent cross-site scripting, the system will require immediate validation of all cookies, hidden fields, headers, query strings and form fields against a defined and easily testable specification. 
3 SQL Injection validations. 
	The site will have a format specification that will have to be validated before any code can run on the system. The system will be configured to suppress any unnecessary running applications or services. 
Summary of Business Resumption and Disaster Recovery Plan
	The following measures will be taken to ensure Bluesy Stores easily resumes business or is able to recover data in case its data is breached or destroyed:
i. Using an established IT firm to develop and maintain the application system. 
ii. The servers will be housed in an environment that is protected from extreme weather such as floods or dust.
iii.  The business will require daily backup of its data to secondary servers and storage facilities.
iv.  The business will develop and adequately test disaster recovery architecture.
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