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Introduction
Today, businesses are much aware of the threats that they face with their continued use of the internet. There are many threats that the network system face. Such threats may include viruses, logins by unauthorized users, among many others. And this is why it is important for businesses to come up with means of protecting their information from such threats. A firewall is the best mechanism to provide security to network traffic. A firewall can either be a software or hardware which filters all networks between the computer, local network or commercial network or commercial network and internet (Pałka, 2011). The aim is to block unauthorized access while allowing communication. Basically, a firewall determines what traffic is being permitted inside or outside your home network. There are various firewall products present in the market today to help users manage threats to their network systems. The focus of this paper is to analyze three different firewall products which experts say they can provide the best services to users. These include: pfSense firewall, Juniper SRX Series firewall and Fortinet Fortigate firewall. The paper will discuss the purpose of each firewall product as well as the pros and cons of each product, which may prompt a user to choose one over the other. The paper will first discuss the purpose of the pfSense firewall, Juniper SRX firewall, and Fortinet FortiGate firewall. And then I will discuss the reasons as to why a user may want to use or not use these firewalls over the other.  
Purpose of pfSense
pfSense is an open source security solution with a custom kernel based on the FreeBSD OS. It is security software customized mainly to be used as a firewall and router. This open source firewall can be installed on bare metal hardware like old computers and embedded systems. This software is typically configured and operated through a user-friendly web interface, making it easy to run as an administrator even for users with limited knowledge in networking. Apart from firewalling and routing platforms, a user can expand its functionality by utilizing its various features, without adding potential security vulnerabilities to the base distribution. The features on pfSense include: server load balancing (LB), network address translation (NAT), virtual private network (VPN), and firewall, among many others.  
Purpose of Juniper Connected Security
Another firewall product present in the market today is Juniper SRX. The Juniper SRX Series are high-performance security, routing and network solutions. The purpose of these products is to deliver secure and manageable networks on sites. These tools offer network security segmentation. Security zone and virtual LANs allow administrators to tailor security policies to sites. Fully integrated Unified Threat Management (UTM) allows administrators to utilize appropriate level of security needed at a particular site instead of using a multi-device solution. Therefore, the main purpose of the Juniper SRX Series product is to meet the network and security needs for data canter consolidation, rapid services deployment, and aggregation of security services. Juniper SRX has updated its advanced threat prevention features to simplify security data integration. This has made it easy for the on-premises devices to ingest and analyze data from any third-party firewall or security data source. Juniper Connected Security also offers application visibility and control, user-based application policies and UTM (Rebahi, 2015). 
Purpose of Fortinet FortiGate
Fortinet Fortigate firewall, which is a next-generation firewall from IT Cyber security leader Fortinet, provides the ultimate threat protection for any type of business. FortiGate firewall performs well to alienate threats from your network as it utilizes the purpose-built security processors and threat intelligence from FortiGuard. The main purpose of this software, therefore, is to analyze data that passes through your network and verify if it is safe to be implemented into your business. As data passes through your network system, it is evaluated to ascertain its location and source. The information will then be evaluated against the commands installed in the system to determine whether it can be allowed through. There are various features which allow it to function effectively. The features include: high-performance threat protection like antivirus, automated risk assessment, security fabric integration, among many others. Fortinet FortiGate adds intrusion prevention, application control and antimalware to the traditional firewall-VPN combination. This is why it is one of the most commonly used product today. 
There are different ways in which the firewall products mentioned above compare and contrast. This is mainly highlighted in the pros and cons of these products. And customers in the market often base their decisions on the advantages and disadvantage of products in order to make a decision of seeking the services of the products. The pros and cons of the different firewall products are discussed below.    
Pros of pfSense
There are various reasons as to why one would opt for pfSense firewall security over the other firewall software. This is because pfSense offers a number of benefits to the user. The main reason as to why a user may choose pfSense as security software is that this software is rich with many features all of which work in tandem to secure your network. Apart from the fundamental firewall features, it has other different features for network routing, remote connectivity, diagnostics, and reporting, and many others. For example, it has a tool known as “pOf” which makes it easy for a user to see the kind of OS trying to connect to his/her network. The user can easily filter these results and block the OS from connecting to the network. 
Apart from this, pfSense is an extensible platform. A user does not need to settle for the functionality provided out of the box with pfSense. The user is free to write his/her own plug-in and add-ons. Moreover, pfSense is very versatile and flexible. If you are a professional working out of a home-based office, you can easily use this software to protect your network. For large companies running big infrastructure, they can still use pfSense to protect the various parts of their work (Zientara, 2016). This is because pfSense can even run on a 10-year-old PC with limited resources. It can also run on multicore servers. This makes it quite scalable. Also, as a user, you can easily expand the resources on your pfSense infrastructure in the event that your network needs an increase. Also, pfSense is an excellent load-balancer: (Multii-WAN and Server Load Balancing). 
This is important especially if your business uses multiple ISP’s to ensure that customers can easily access their data. It helps with bandwidth distribution as well. Generally, with all the enterprise-grade features and security pfSense provides, it is easy to say that this is a free and open source software product. And this is the biggest benefit of pfSense. And because of this benefits and many other features that pfSense boosts of, companies across the world are embracing pfSense. Organizations such as Google, NASA, among others, have entrusted pfSense to protect their network infrastructure and this is why you should choose pfSense over other firewall security products. In general, the main reasons as to why you may want to seek the services of this product over the other firewall products include: different features which improve its performance, offers great freedom to users, improved scalability, and free for users.  
Cons of pfSense
Despite the many benefits pfSense offers to users, there are also downsides to using this software in your network infrastructure. And these downsides to using pfSense may make you have a second thought to choosing this software in your network infrastructure. Experts note that the fact that pfSense is open source can actually be a disadvantage. The same reason users may opt for Windows/Mac as opposed to Linux for desktop computers might be the same reason people users will go for closed source routers versus open source ones. It is just something that people perceive. This does not imply that pfSense is inferior to dedicated appliances from closed-source competitors, but it may encounter some resistance in being trusted if compared to other well-known vendors. Simply put, pfSense is not that well recognized in the market and this is why people may choose other well-known brands. 
There is also the question of guaranteed support when it comes to implementing pfSense in the network system. If you are not using dedicated hardware provided by pfSense and something goes wrong, would pfSense be able to resolve your problem and not default to the “hardware problem” response? Experts view that pfSense has failed on such occasions. This software gets stuck in a boot loop and if you are not using their dedicate appliance, you will not be sure if it a software bug or hardware issue. So it is advisable to use good hardware from the word go. Another concern about using pfSense pertains to its reliance on Graphical User Interface (GUI). pfSense is configured with GUI. Tech people generally don’t like GUI because it is very complex. They are concerned about why you need to hire a tech person to come and click “Next”. Therefore, it is important for a customer to consider these downsides before making a decision on which firewall to purchase. In general, users may not want to use this firewall because of various reasons including: cannot be trusted by users because not many people use it, configuration issues, and the question of guaranteed support.
Pros of Juniper Connected Security
There are various benefits that Juniper SRX Series offer as security platforms. The elements in the Juniper Connected Security solution provide centralized management and visibility. You gain visibility of traffic and the ability to block traffic when a threat is detected originating from an internal source. The entire network infrastructure is operated and managed as a single enforcement domain. As each device in Juniper Connected Security meets the security requirement, it is configured with the same policy as other devices, thereby reducing administrative overhead and simplifying the operation of the whole network. Also, Juniper SRX Series offers comprehensive security. Firewalls are right-sized for their application in the network, and their capabilities are consistent across different deployment models ranging from on-premises physical deployment or private clouds in a data center, to public clouds, to software as a service (SaaS) applications (Snyder, 2012). 
The Juniper SRX software extends security on both public and private cloud environments by linking with native cloud mechanisms to isolate infected hosts within the public cloud and private cloud environments. This makes it easy for administrators to provide a uniform security policy and threat protection on application resources irrespective of whether they reside on campus, in a local data center, or in a public or private cloud. Juniper SRX software also provided protection from advanced malware. The features present on Juniper SRX software (Advanced Threat Prevention Appliance and Sky ATP integrated with SRX) are able to automatically detect known and unknown threats. The software is then able to block or quarantine these threats at the network layer to prevent further propagation. 
Moreover, this software enables multi-vendor integration. Juniper Connected Security adopts an open, multivendor ecosystem to detect and enforce security across Juniper products and solutions, as well as on third-party devices through Juniper’s ecosystem partners. The API platform provides integration with ecosystem partners and vendors in public and private clouds, as well as with SaaS applications. This enhances a collaborative and comprehensive approach to network security. Juniper Connected Security also enables access and application mobility. The features on the Juniper Connected Security solution secure and consolidate threats from different sources to protect network access for all users, devices like laptops, and connectivity methods. In general, there are various reasons why you may want to use this tool in your network system including: centralized management and visibility, comprehensive security, protection from advanced malware, multi-vendor integration and access and application mobility. 
Cons of Juniper Connected Security
However, Juniper Connected Security also has its downsides which may make you decide to choose other firewall products present in the market today. One of the concerns of using this product is that it could create issues with access control. This is because tunnels must terminate in the main routing table, not in a custom VR. The other concern is that configuration on this platform is a bit hectic at first. Commands are often long winded and wordy. Also, with a root login, you are able to access the underlying BSD OS. This can be dangerous in the hands of an inexperienced user. The user may find it hard to use this feature. Users also complain of lack of technical support. Tier 1 support frequently ha to escalate to the next group. Support calls don’t get resolved until it reaches Tier 3. This is difficult for people who rely heavily on these platforms to secure their networks. Therefore, these are the main disadvantages of using this software as compared to other firewall products. In general, the reasons as to why you may not want to utilize this firewall in your network system include: issues of access control, configuration issues, and a weak support system.  
Pros of Fortinet FortiGate
Just like the other firewall products, Fortinet FortiGate offers various benefits which may prompt a user to choose it over the others. This software provides superb protection to your network system. As noted in the other products, the primary role of a firewall is to detect and prevent threats against your server or systems. There are many attacks that businesses are vulnerable to all which need a way to prevent them from bringing losses to your business. Fortinet FortiGate firewall does a great job of preventing these threats and keep your systems as safe as possible (Faizan, 2007). Another benefit of this software is that is offers virtual protection. Today, many businesses are moving towards integrating Cloud services in the way they do things because of its multiple benefits. And as this happens, it is important to implement a robust security measure to help protect your sensitive information. Fortinet FortigGate is a great choice as it can be ordered in a virtual format if needed to assist in making your area of the cloudy fully secure. It has cloud features and offerings for AWS and Google Cloud which makes it gain ground among its competitors. 
Also, businesses today want security features that perform faster and efficiently. In addition to helping with your IT security, Fortinet FortiGate is also essential for helping to deliver faster IT performance too. They make the most of the bandwidth you have to get rid of any bottlenecks from applications that share data. Even with a WAN network, this firewall can offer great speed to stop threats in your network system. Fortinet FortiGate also offers great protection for any Small and Medium-sized enterprises (SME). SMEs are the new big target for cyber attacks. If you are in charge of any SME then this firewall can benefit you at a large extend. And this is enabled by the security fabric integrated feature on Fortinet FortiGate. It allows you to share threats across the entire IT security infrastructure hence allowing quick and automated protection. Apart from this, Fortinet FortiGate provides the user with simplified, optimized and acceptable use policies so you can limit your browsing to certain sites if needed.  
Generally, the reason why you may want to choose Fortinet as your security provider over the other to is that it is cost-effective. Customers believe that you can get it a cheaper price on the market as compared to the other firewall products. Also, Fortinet boosts of a high-performance threat protection such as web filtering and antivirus. Furthermore, today businesses are making use of cloud features to enhance their systems. Fortinet boosts of cloud features which makes it easy to provide the best threat protection to the network system. Users also observe that the support system is good as well as its management. These are the main reasons as to why you may choose this as your firewall.  
Cons of Fortinet FortiGate
Even though the benefit offered by Fortinet FortiGate might prompt customers to go for this firewall, there are also some downsides to its use, which customers need to consider before buying it. One main concern among users of this firewall is the issue of scalability. When it comes to scalability, users note that you have to change the box. If you want to upgrade the firewall, you have to literally change the existing box and probably take the system off to other sites. Another main concern pertains to support pricing. The concern among customers is that Fortinet does not enough flexibility for further growth, which forces customers to purchase new appliances. Moreover, experts note that limited application security does not support its efficiency argument. This firewall is constantly maxed out on performance due to hardware constraints; if all features are enabled at once, it pushes the firewall to its performance limit, forcing customers to upgrade or turn off critical features like antivirus and anti-spam. In general, a customer might not want to choose this firewall product because of issues to do with scalability and maintenance price.  
Conclusion
In conclusion, network security is still going through a transformative period. The experts in the networking industry continue to implement strategies to implement different tools in preparing customers for the future of network security. It is difficult to tell the network security solutions of the future with experts continuing make innovations in the cloud, the IoT, and ransomware. The difference between the firewall products is realized in their security and performance, implementation, management, support system, and of course the price in the market. This can impact on the decision of the customers to choose which one to utilize in securing their network system from cyber attacks. Now the choice is up to the different users to align with the different products present in the market to combat security threats in their network systems. Whichever products you decide to use, just know that you will have evolving tech on your side to help you detect or remove any threats in your network system. And as technology continue to evolve, these firewalls will improve and thus provide better services to customers.           
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