
Abstract
Turning incident data into risk intelligence requires careful 
planning and coordination between multiple teams, process-
es, and frameworks. !is article introduces the concept of 
a Cyber Risk Intelligence Framework, based on several best 
practices and standards. !is includes the review of several 
life cycles for managing incidents, threats, and risk analysis, 
as well as a detailed look at which variables are necessary for 
translating data from one life cycle to another. !e frame-
work is presented with the relationship between the variables 
identi"ed.

The modern threat landscape is very complex and 
dynamic. Organizations are frequently attacked by 
threat actors of various skill sets using a disparate set 

of tools that changes daily. !e control posture that worked 
so well to defend an organization yesterday may no longer 
be capable of preventing those same attackers the next day, 
depending on what new weaknesses are uncovered in the in-
terim. With such a challenging operating environment, one 
might be ready to give up trying to create a prioritized list of 
things to defend and instead declare that we should “assume 
breach” and defend everything.
!ose practiced in risk analysis will likewise argue that there 
is bene"t to the nuance, indeed to prioritizing the informa-
tion assets that need protecting, as there are far too many 
things to protect and too little resources with which to pro-
tect them. Even in very large "nancial organizations that are 
told they have a virtually unlimited budget, they still have to 

compete with other organizations for people, and time unfor-
tunately will always remain a limited resource.
With this as a backdrop, it’s bene"cial for organizations to 
leverage threat intelligence data that the cybersecurity oper-
ations teams have in bettering their risk management oper-
ations. Likewise, the threat intelligence teams can be better 
armed to protect the organization if they are using data gath-
ered by the risk team. !is marrying of threat and risk data 
is the foundation of the risk intelligence framework model 
presented here. !is is a result of the combination of four dis-
tinct frameworks, each with a di#erent purpose but for which 
there is enough overlap to be mutually bene"cial.
!e four frameworks that form the foundation of this inte-
grated cyber risk intelligence model are :
1. !e incident response life cycle of NIST 800-61 rev21

2. !e threat intelligence cycle, adapted from Krizan’s 1999 
book, Intelligence Essentials for Everyone2

3. RAND’s 2007 publication, Using Risk Analysis to Inform 
Intelligence Analysis3 

4. !e OpenGroup’s cyber risk quanti"cation (CRQ) stan-
dards, (OpenFAIR or just FAIR)4 5

1 NIST SP 800-61 Rev. 2, Computer Security Incident Handling Guide, https://csrc.
nist.gov/publications/detail/sp/800-61/rev-2/"nal. 

2 Krizan, L. (1999). Intelligence Essentials for Everyone. Joint Military Intelligence 
College. https://apps.dtic.mil/dtic/tr/fulltext/u2/a476726.pdf.

3 Willis, H. (2007). Using Risk Analysis to Inform Intelligence Analysis. RAND. https://
www.rand.org/dam/rand/pubs/working_papers/2007/RAND_WR464.pdf.

4 OpenGroup FAIR Risk Taxonomy Standard. https://publications.opengroup.org/
c13k.

5 OpenGroup FAIR Risk Analysis Standard. https://publications.opengroup.org/c13g.
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ogies in place (as per phase one) to be capable of reviewing 
precursor information and indicators to determine a priority 
for actioning in the next phase. !is is due to the relatively 
high degree of false positives and negatives that may come 
out of monitoring and logging solutions. As a result, mature 
organizations establish a priority rubric for knowing when 
they need to escalate and respond quickly to certain indica-
tors. !is priority making is an excellent opportunity for in-
tegration with a risk intelligence model, as knowing the right 
risk-based priorities in this early phase of incident response is 
critical to managing risk well.
!e third phase of this cycle brings about the closure of the 
incident. !is means limiting the spread of the incident 
(quarantine), removing the attacker’s access, payloads, and 
malware, and stopping any data ex"ltration that is in process 
or soon to come. !is also means attempting to recover sys-
tems and restore them to their state of operations prior to the 
incident. !ere should also be data gathering and evidence 
collection done in this phase, as it is sometimes necessary to 
hand this o# to law enforcement or the human resources and 
legal departments for disposition and further actioning.
!e "nal phase of the incident response life cycle, post-inci-
dent activity, really sets this up for integration with the oth-
ers. In this, we are looking for a thoughtful collection of data 
and preparation of the resultant information for consump-
tion by others. !is can include a step-by-step recitation of 
what happened, as well as analysts’ assertions about what this 
means to the organization. It can also include a forecast that 
can be used by others to know where in the organization to 
look for this type of incident in the future, as well as action-
able next steps to help prevent this from happening again. 
!is step is really what turns an incident into actionable 
threat intelligence for consumption up and down the organi-
zational chart. !e level to which this goes in an organization 
may mean the removal of technical details but will always 
include a narrative section that summarizes what happened, 
turning it into a story that helps decision-makers understand 
what happened and adds credence to the analysts’ assertions 
about what should be done next to prevent it. !is infor-
mation can be used as inputs back into phase one to aid in 
preparation for the next incident. !is internally generated 
threat intelligence can also be used, along with similarly con-
sumable threat intelligence from outside sources, as a critical 
input into the next life cycle for integration into the cyber risk 
intelligence framework.

Threat intelligence cycle
!reat intelligence is a system-two process as de"ned by No-
bel prize-winner Danial Kahneman in his book, !inking, 
Fast and Slow.7 Brie$y, in this book he details the kinds of 
decision making humans do and groups them into two cat-
egories: quickly made decisions that serve to protect us from 
harm and serve lower-level needs in Maslow’s Hierarchy of 
Needs, and thoughtful decisions that come about as a result 

7 Kahneman, D. (2013). !inking, Fast and Slow. Farrar, Straus and Giroux.

!e remainder of this article will discuss where the integra-
tion exists between these frameworks and which variables 
can be useful to share to and from each.
!e term risk intelligence can have varying meanings in 
di#erent context, but the intent here is to develop a general 
purpose cyber risk intelligence framework, and as such the 
de"nition provided by Tillman is helpful for understanding 
the scope:

!e organizational ability to think holistically about risk 
and uncertainty; speak a common risk language; e#ective-
ly use forward-looking risk concepts and tools in making 
better decisions; alleviating threats; capitalizing on oppor-
tunities; and creating lasting value.6

Incident response life cycle
!e NIST 800-61 incident response life cycle is shown in "g-
ure 1. It is comprised of the following phases: 1) preparation, 
2) detection and analysis, 3) containment, eradication, and 
recovery, and 4) post-incident activity. Once at the end of this 
four-step cycle, the outputs are intended to be fed back into 
the beginning of the life cycle and into other life cycles as will 
be explained later. 
Incident response is one of those processes that bene"ts from 
proper prior planning, and the "rst phase of this life cycle 
articulates that well. Here the organization would develop 
the resources necessary for an appropriate response. !is can 
include acquiring the right technologies to aid in response, 
con"guring computing assets to provide appropriate evi-
dence in case of an incident, and setting up the right triggers 
to alert the sta# when an incident is in process. Lastly, this 
process step includes hiring and training the right personnel 
to know the organizational resources, capabilities, and pro-
cesses in the case of a con"rmed incident.

Figure 1 – Incident response life cycle

!e second phase, detection, discusses the need for the orga-
nization to be able to know when an incident is unfolding in 
its environment. !is means having the people and technol-

6 Tilman, L. (2013). Risk Intelligence: A Bedrock of Dynamism and Lasting Value 
Creation. https://www.european"nancialreview.com/risk-intelligence-a-bedrock-of-
dynamism-and-lasting-value-creation/.

September 2019 | ISSA Journal – 25

Creating a Cyber Risk Intelligence Framework: Integrating Best Practices and Standards | Jack Freund



of spending time considering inputs and outputs, apply-
ing the right model for analysis, and curating the results. If 
this sounds time consuming, it is. System one thinking is so 
much easier and faster that we default to it o!en, which helps 
save us when we are imperiled, but can also give rise to poor 
choices at best, and war, bigotry, and racism at worst. With-
out question, threat intelligence needs to be a thoughtful en-
deavor that is designed to remove biases and carefully curate 
the information gathered to come to the most accurate and 
correct solution.
"e general purpose threat intelligence cycle proposed by 
Krizan at the Joint Military Intelligence College (now called 
the National Intelligence University) gives us a cyclical life 
cycle designed to feed itself in an ongoing process of propos-
ing a research question and them answering it. "is life cycle 
can be seen in #gure 2. 
"e #rst phase of this life cycle is to fully understand what 
questions the threat intelligence should answer and why. Fur-
ther it requires of the analyst an assessment of which data 

needs collecting to answer 
this question. "is phase 
should sound very familiar 
to any researcher, as it’s the 
same thing that precedes 
any research project: what 
do we want to understand 

better and which data are necessary to do so. "e overall risk 
intelligence framework will inform these research questions, 
so, for example, a threat intelligence researcher may want to 
better understand the types of attacks cyber criminals are us-
ing in her own organization and others like it.
Phase two is simply the collection of this data, or sometimes 
the identi#cation of where this data may come from and 
putting in motion the technologies and processes necessary 
to generate and collect these data. Its at this point in phase 
three, once the necessary data are collected that the analyst 
will review the data, process it, and turn these raw data into 
actionable information. "is means creating value-added re-
ports in various mediums. Similar to the incident response 
life cycle, this includes the presentation of facts, conclusions, 
and forecasts about what can be expected next. Finally, this 
information is disseminated in various places, including the 
risk and threat analysts. "is life cycle sits between the inci-
dent response cycle and the risk analysis cycle and as such has 
inputs into each.

Risk analysis life cycle
"e basis for the life cycle presented here was taken from 
RAND’s report on how to turn risk analysis into intelligence. 
For customization into the cyber-threat landscape, a few 
parts of the cycle have been modi#ed (#gure 3). Addition-
ally, the necessary threat modeling variables have been tak-
en from a fourth framework, the FAIR model for cyber risk 
quanti#cation. "is gives us the ability to manage threat and 
risk separately yet provide each with the actionable informa-
tion it needs to operate smoothly. 
In general, risk analysis is less sensitive to a threat agent’s 
tactics and techniques than is threat intelligence. "e reason 
for this is that while there may be various and sundry ways a 
threat agent may #nd a path into an organization’s computing 
environment, the resultant risk tends to be more #xed. For 
instance, the ability of an attacker to leverage weaknesses in a 
retail organization’s point-of-sale (POS) systems may change 
over time; however, the result will likely be the same (the 
compromise of and subsequent ex#ltration of credit card data 
to conduct fraud). "ere are a few variables that are necessary 
for modeling risk well, especially quantitatively as we will see, 
and those are included here for review. Overall, its helpful to 
think of the risk analysis phase as an abstraction of the threat 
intelligence details that are ever so useful to the day-to-day 

blocking and tackling necessary to 
defend modern networks.

Figure 3 : Risk intelligence life cycle

26 – ISSA Journal | September 2019

Creating a Cyber Risk Intelligence Framework: Integrating Best Practices and Standards | Jack Freund

Figure 2 – Threat intelligence cycle



!e le" side of the life cycle shows the inputs necessary for 
modeling risk, in this case the inclusion of relevant threat in-
formation. Leveraging FAIR, we can collect information nec-
essary to model two variables called !reat Event Frequency 
(TEF) and !reat Capability (TCap). !ese two variables pro-
vide a model of how o"en threat agents are attacking (or if 
internal sta#, then how o"en they make mistakes) and when 
they do, what force they can bring to bear. Accompanying 
this can be a threat-community pro$le that provides a com-
mon language for an organization to communicate about a 
threat community ($gure 4).8 !is can detail information 
about the goals and objectives of the threat actors.
Data from the threat pro$le is funneled into these two vari-
ables, TEF and TCap, that are used as inputs into the FAIR 
model ($gure 5). FAIR is designed to quantify cyber-risk loss 
exposure using economic measures, so the qualitative threat 
pro$le above will be translated into a measure of attempted 
loss frequency over time (TEF) and a measure of how capable 
the threat agents are (TCap). While frequency is a natively 
quantitative value, capability in the FAIR model is expressed 
in terms of the percentile level of the threat agent. For in-
stance, attackers that can bring to bear the most strength in 
their attacks in terms of time, skills, and resources, can be 
said to be in the 99th percentile; thus they would have a TCap 
value of 99 percent. !ese values should also be stored along 
with the threat pro$le so that organizations can clearly com-
municate what these threat agents are to their organizations. 
It’s important to note that attribution is not a necessary pre-
requisite to building threat pro$les for risk analysis purposes. 
Indeed, positive attribution is incredibly di%cult and rela-
tively unnecessary for the purposes of the risk intelligence 

8 Freund, J., Jones, J. (2014). Measuring and Managing Information Risk: A FAIR 
Approach. Portsmouth, NH: Butterworth-Heinemann.
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process. Instead of strictly relying on an assessment that says 
an attack of a particular type has been positively correlated 
with a country’s cyber capabilities, FAIR only asks whether 

Motive • Financial
------------------------------------------------------------------------------------

Primary Intent • Monetize proceeds of successful 
attacks

------------------------------------------------------------------------------------

Sponsorship

• Usually none
• Occasionally the bene!cideary of 

state-sponsored intelligence (e.g., 
Russian KGB, Chinese government

------------------------------------------------------------------------------------
General Targets 

Types
• Financial instruments and their issuing 

institutions
------------------------------------------------------------------------------------

Speci!c Targets 
Types

• Financial services institutions
• General public

------------------------------------------------------------------------------------

Preferred Targets • Liquid asset accounts
• Payment cards

------------------------------------------------------------------------------------
Concern for 

Collateral Damage • Limited

------------------------------------------------------------------------------------

Capability
• High degree of technological skill
• Very high degree of social engineering 

skills
------------------------------------------------------------------------------------

Personal Risk  
Tolerance • Moderate to high
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or not an attack of that type is likely to be a part of a broader, 
abstracted group (in this case nation-state attackers). Some 
users of FAIR may choose to model a speci!c country’s threat 
capabilities, but it is not necessary for risk analysis.
FAIR also takes in information about the control state and 
economic impact to the organization to provide an accurate 
risk calculation. A complete treatment of the FAIR model is 
beyond the scope of this article; however, more information 
can be found at the nonpro!t FAIR Institute’s website, which 
promotes cyber risk quanti!cation.9

Once several FAIR risk analyses have been completed, the 
organization will have a prioritized list of top risk scenarios. 
It’s important to note that FAIR focuses on scenarios, which 
means there is a complete statement of loss, including the 
threat community, control weakness(es), and economic im-

9 FAIR Institute – https://www.fairinstitute.org.

pact type that will be incurred (taken from the CIA triad). 
"ese top-loss scenarios can be used along with some fore-
casted attack plans (which can be aided by outputs from the 
threat intelligence life cycle) to focus the organization on the 
top ways attackers/insiders can bring about the realization of 
top-risk scenarios.

Cyber risk intelligence model
Each of the preceding life cycles has its strengths and use-
fulness in various parts of an overall cybersecurity program. 
Combining them together allows us to see what a mature 
cyber risk intelligence framework model can do for an or-
ganization. Figure 6 shows how these life cycles interact and 
where inputs and outputs can be mutually bene!cial to each 
and the teams employing them.

Figure 6 – Cyber risk intelligence framework

Figure 5 – FAIR ontology  
[Graphic courtesy of the FAIR Institute]
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Conclusion
!ere is o"en a distance between the risk management 
function and the security operations and threat intelligence 
teams. !is isn’t on purpose; their work is just very di#erent 

A summary of the interactions of these life cycles is presented here:

SOURCE DESTINATION COMMENT

Incident response life cycle:
Post-incident activity Threat intelligence life cycle: Collection

Internal and external incident reports can inform threat 
intelligence exercises and report writing

Threat intelligence life cycle: 
Dissemination

Risk analysis life cycle: Intelligence 
information

Threat intelligence reports can aid in the development of 
a threat pro!le and associated FAIR threat variables

Threat intelligence life cycle: 
Dissemination

Risk analysis life cycle: Detailed attack 
plans

Threat intelligence reports can be used along with top risk 
scenarios to better understand how to defend an organi-
zation against speci!c loss scenarios

Risk analysis life cycle: High-
est risk attack scenarios

Threat intelligence life cycle: Analysis 
and production

Top-risk scenarios can be used as a part of the threat 
intelligence process of developing brie!ngs and forecast-
ing attacks

Risk analysis life cycle: 
Intelligence assessment and 
surveillance priorities

Threat intelligence life cycle: Analysis 
and production

The top-risk priorities, associated attack vectors, and 
control priorities can be used as a part of the threat intel-
ligence process of developing brie!ngs and forecasting 
attacks

Risk analysis life cycle: 
Intelligence assessment and 
surveillance priorities

Threat intelligence life cycle: Planning 
and direction

The top-risk priorities, associated attack vectors, and 
control priorities can be used as inputs into the threat 
intelligence research question creation
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by nature. However, there is a need for these teams to col-
laborate in order to better understand each other’s role and 
ground themselves in the reality that each deals with daily. 
!e threat management team needs the business priorities 
that the risk team can o#er, and the risk team needs to bet-
ter understand threats to assess risk and business priorities. 
Using a cyber risk intelligence framework as the blueprint for 
collaboration gives explicit reporting responsibilities for each 
team. !is can compel collaboration where there may not be 
any and create professional obligations that will build better 
teamwork and result in a higher quality of threat and risk in-
telligence products.
Many organizations are working towards improving their 
cybersecurity reporting to their senior management and 
boards. For these organizations, $nding the right way to 
communicate the multitude of ways that bad things could 
happen as well as expressing potential cyber losses is a key 
concern. Coordinating narratives and sharing data between 
the cybersecurity operations teams and the cyber risk teams 
can help provide a more uni$ed approach to not only those 
teams’ daily work, but can bring unity in the end-to-end cy-
ber risk stories being told to organizational leadership.
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