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Introduction
	IS security auditing involves providing independent evaluations of an organization’s policies, procedures, standards, measures, and practices for safeguarding electronic information from loss, damage, unintended disclosure, or denial of availability. The broadest scope of work includes the assessment of general and application controls (Taylor & Bain, 1999). The current state of technology requires audit steps that relate to testing controls of access paths resulting from the connectivity of local-area networks, wide-area networks, intranet, Internet, etc., in the IT environment.
	The results of these evaluations are generally directed to the organization’s management, legislative bodies, other auditors, or the public. IS security auditing may be performed in engagements where the specific audit objective is to evaluate security, or the audit objectives are much broader, but evaluating security is a necessary subset. 
Using Performance and Reporting Measures: Proposed Call Center Operations Department
	Performance Measures of Audit Work Audits should be appropriately supervised to provide assurances that audit objectives are achieved and applicable professional auditing standards are met. Auditors should ensure that they obtain sufficient, reliable, relevant, and useful evidence to achieve the audit objectives. The audit findings and conclusions are to be supported by appropriate analysis and interpretation of this evidence. Determinations should be made as to whether the work was performed in accordance with the predetermined budgeted 42 amount of time and if the work was completed by established deadlines. Relevant objectives and associated measurements for this could be as follows: 
Objective: 
Actual audit time does not exceed budgeted time by more than 10 percent for all completed assignments. 
Measurement: Accumulate all actual times and compare to budgets to determine cumulative over all completed audits. 
Objective: Fieldwork for 90 percent of all audits must be completed within a given timeframe (e.g., 6 months). 
Measurement: Determine percentage of audits completed within the specified timeframe (based on reports issued). 
Proposed Call Center Operations Department Measures:
	The organization’s audit function should provide a report, in an appropriate form, to intended recipients upon the completion of audit work. The audit report should state the scope and objectives of the audit, the period of coverage, the nature and extent of the audit work performed, and the associated audit standards. The report should identify the organization, the intended recipients, and any restrictions on circulation. The audit report should also state the findings, conclusions, and recommendations concerning the audit work performed and any reservations or qualifications that the auditor has with respect to the audit. There should be a determination made that the audit report does not disclose exception conditions in such a manner that outside parties could exploit the information and compromise the auditors’ networks. Finally, the reports should be issued in a timely manner, so that they may be useful to agency management and other interested parties.
Proposed Call Center Operations Department Success:
	 Objective: 80 percent of draft reports should be issued within 90 days from the completion of fieldwork.
 	Measurement: Determine percentage of reports issued within the targeted timeframe (e.g., measured from fieldwork completion to the date of the issuance of the related audit report). 43 Measures for Follow-up Activities Resolution of audit comments rests with the management of the audited suggestion. There should be established procedures for determining whether auditor and management have taken appropriate action in a timely manner on previous findings and recommendations. Performance measures should be established to determine whether the auditors have agreed with the findings of the auditors for a specified percentage of the audit findings and whether they have implemented a specified percentage of the audit findings within a given time period (Daghfous et al, 2013). Specifically, the following objectives and related measurements could be implemented:
	 Objective: 90 percent of report recommendations are accepted by agency management. 	Measurement: Determine percentage of report recommendations accepted in the formal response by agency management measured over a specified time period. 
Objective: 60 percent of report recommendations are implemented by the auditors over a specified period (i.e., within the audit cycle or other designated period). 
Measurement: Determine percentage of report recommendations implemented during the specified period.
Proposed Call Center Operations Department Success Roles
	According to (Rubenstein et al, 2001) a Proposed Call Center Operations Department should aim to perform the following functions;
1. Reveal lack of formal IT planning mechanisms with the result that IT does not serve the agency’s pressing needs or does not do so in a timely and secure manner.
2. Establishing a capability to quickly and effectively coordinate communication among experts in order to limit the damage associated with, and respond to, incidents and (2) building awareness of security issues across the Internet community.
3. Reveal awareness of key security issues and inadequate technical staff to address the issues.
4. Aim to address failure to take full advantage of all security software features such as selective monitoring capabilities, enforcement of stringent password rules, and review of key security reports. 
5. Manage any inadequate user involvement in testing and sign-off for new applications resulting in systems that fail to meet user functional requirements or confidentiality, integrity, and availability needs. 
6. Guide installation of software or upgrades without adequate attention to the default configurations or default passwords. 
7. Define virus definitions that are not kept up-to-date and inadequate continuity of operation plans. 
8. Control failure to formally assign security administration responsibilities to staff that are technically competent, independent, and report to senior management.
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