Cisco Packet Tracer Installation and setup
Step 1: Create a Cisco Account.

A. Go to https://www.netacad.com/portal/self-enroll/m/331867

B. Enter sign up information.
C. Create Account.

Self-Enroll: Introduction to Packet
Tracer English 0221

Course Details

Cisco Virtual Academy

-acm-
02 Feb - 31 May 2021

Jackson Smith

Enroll now

First Name *
Last Name *

Email (to receive activation link) *

— Please send updates on my course and custom learning
~ opportunities.

- Do not send me any communications unless critical to my
= account.

— | certify that | am 13 years or older (16 years or older if | reside in

— a European country) *

1+3=
Math question (Captcha) *

By clicking Submit, you agree to our Terms and Conditions and that
you have read our Privacy Statement, including our Cookie Policy.



https://www.netacad.com/portal/self-enroll/m/331867

Email

Coming this spring! New login and account creation.
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Create Account

Already have an account? Sign In

First Name

This is a required field

Last Name

This is a required field

Country or Region

Company

This is a required field

Password

Create a password

Confirm Password
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Step 2: Login and Download Cisco Packet Tracer

A. Login in with the account created by step 1.

Coming this spring! New login and account creation. %

Login with your email address and password.
Usernames will not work.

{ Back @;ﬁ
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Welcome

Email or username
muhammad.khan-3@mnsu.edu

Password

Forgot Password?

B. Go to https://www.netacad.com/portal/resources/packet-tracer\
C. Download Packet tracer 8.0 (Choose the download like for your operating system”

Download

DOWNLOADING, INSTALLING, DR USING THE CISCO PACKET TRACER SOFTWARE CONSTITUTES ACCEPTANCE OF THE CISCO END USER LICENSE AGREEMENT ("EULA") AND THE

SUPPLEMENTAL END USER LICENSE AGREEMENT FOR CISCO PACKET TRACER [“SEULA’). IF YOU DO MOT AGREE TO ALL OF THE TERMS OF THE EULA AND SEULA, PLEASE DO NOT DOWNLOAD, INSTALL OR USE THE
SOFTWARE.

Packet Tracer requires authentication with your login and password when you first use it and for each new OS login session. {1)

Considering to upgrade?

+ For CCNA7.0.2, Packet Tracer 8.0 64-bit Is the minimum version for new activities and new PTSA to work properly.

+ For CCNA7, Packet Tracer 7.3.1 is the minimum version for all courses for activities and assessments to work properly.

+ For CCNA B, suggest use Packet Tracer 7.2.2. It has been most thoroughly tested for compatibility.

« For loT Introduction, suggest use Packet Tracer 7.2.2. The scripts in those labs may be incompatible with 7.3.1 or later.

For more information read the FAQ
Windows Desktop Version 8.0 English
64 Bit Download 32 Bit Download

Linux Desktop Version 8.0 English
64 Bit Download

macOS Version 8.0 English
Download

Step 3: Installing Packet Tracer (Windows 10).

A. Open the PacketTracer800_....... signed.exe file.
B. Keep all the setting default and install the software.


https://www.netacad.com/portal/resources/packet-tracer/

ﬂ Setup - Cisco Packet Tracer 8.0 64Bit -

Installing
Please wait while Setup installs Cisco Packet Tracer 8.0 64Bit on your
computer.

Extracting files...
C:\Program Files\Cisco Packet Tracer 8.0\bin\Qt5WebEngineCore.dIl

Step 4: Opening and testing Packet Tracer.

A. Find the Cisco Packet Tracer (note: it should be on desktop if you installed it using default settings.)

sco Packet
Tracer

B. Use account created in step 1 to login into Cisco Packet Tracer

| Coming this spring! New

ogin and account creation X

Login with your email address and password. Usernames will not
work

@ ot]1ar]1e Networking
CISCO. Academy

dafraln
Cisco

o -
Signiin Are you a new user?

Sign up for Cisco Networking Academy and get free access to Packet

Tracer and online course.
Email or usemame

Sign Up

Continue as a Guest. Guest users can save files up to 3 times.
Continue as a Guest

T Keep me logged in (Recommended for personal computer user)
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C. You should have packet tracer open now.

B Cisco Packet Tracer - m| X
File Edit Options View Tools Extensions ‘“Window Help
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Packet Tracer Network Simulation: Getting Started

Learning Objectives:
*  Explore Packet Tracer Real-time mode
*  Explore the Logical Workspace
*  Explore Packet Tracer operation
*  Connect devices
*  Examine a device configuration
e Review the standard lab setup

Introduction

Packet Tracer is a protocol simulator developed by Dennis Frezzo and his team at Cisco Systems.
Packet Tracer (PT) is a powerful and dynamic tool that displays the various protocols used in networking, in
either Real Time or Simulation mode. This includes layer 2 protocols such as Ethernet and PPP, layer 3
protocols such as IP, ICMP, and ARP, and layer 4 protocols such as TCP and UDP. Routing protocols can
also be traced.



Creating a New Topology

Step 1: Start Packet Tracer

¥ Cisco Packet Tracer

File Edit Options View Took Estensions ‘Window Help

EERSOLrL A Ay QQAQDE BEFE ?

J
o .;ngl' L s s s s e s s s s
4331 | | 4321 | 1941 | | 2001 2911 | 81910X S19HGW 829 | | 1240 | [PrAcses FrEvpy| | 184

| |
Sd I K

Fire LastStatus  Source  Destination  Type Color T

>

New

Delete
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w

Toggle PDL List 'findaw
Router-PT

Step 2: Choosing Devices and Connections

We will begin building our network topology by selecting devices and the media in which to connect them.
Several types of devices and network connections can be used. For this lab we will keep it simple by using
End Devices, Switches, Hubs, and Connections.

Single click on each group of devices and connections to display the various choices. The devices you see
may differ slightly.
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DdmEswe

|[Switches] |

Privide| 2050-24) | 20507

2060 | |PTSwch PRETply

289w
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Switches Ctrl+&lt+5 [Select a Device to Drag and Drop to the Woarkspace)
= ; _=
Dj- ..m,ﬂm?ﬁﬁﬂ
|[Hubs] |
Srd K = >
Hubs Chrl+Alt+T | [Select a Device to Drag and Drop to the Woaorkspace)
s [ L [ [ 57 = r [
.:;.,-/..-mﬂ&m@&a T D a9 o o
- Merakl | | LapeT | | 37021 | _wic | | 3soa | | zsos | | ESTE | eper | | aners) laperac) |aprEn
|[Wireless Devices) |
5 e [N < >
Wireless Devices Ctrl+Blt+W FelectaDevice to Drag and Drop to the wWorkspace]
Y= me & 8
|[Seu:urit_l,l] |
Sall o e >
Security Ctrl+alt+C | (Select aDevice ta Drag and Drop to the Warkspace]
Eg-/-‘mmmmﬂ
|["JJ.-'1'-.N Ernulation]
£ >

ﬁﬂIMHQ

Emulation Ctrl+Alt+N hvice to Drag and Drop to the Workspace)

3.-;-.

; mgu&%& Printe | I‘L'nne Device ﬁg H,

[End Device End

Devices Corlaaltw i

ELEEE

£

I E A e

£

| [Connections]

1
| Connections Ctrl+alt+o |

K= E& 202
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[Select a Device to Drag and Drop to the Workspace]
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| [Multiuzer Connection]

|§“m1 tiuser Connection CErl+AlE+M | [Select a Device to Drag and Drop to the Workspace]

Step 3: Building the Topology — Adding Hosts
Single click on the End Devices
oy =
-
SIJmswme 2 212

|[End Devie] End Devices Ctrl+Alt+V |

FELEEES

Single click on the Generic host (PC).

imswe =24
[End Devid End Devices Ctrl+Alt+V h

ELE E-F B

-  J
PC-PT
PCO

Drag and drop the “PC” icon to the workspace area.



¥ Cisco Packet Tracer

File Edit Options View Tools Estensions ‘Window  Help
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PC-PT
FCO

Simulation )
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PCPT

Add three more hosts.

5 8 8B &8

PC-PT ecer o ‘pC-PT
PCO PC1 PC2 PC3

Step 4: Building the Topology — Connecting the Hosts to Hubs and Switches
Adding a Hub

Select a hub, by clicking once on Hubs and once on a Generic hub (PT-Hub).

Sdm s we NN
|[Hubs] |
."‘-—‘ad <

Hubs Ctrl+Alt+U

Add the hub by dragging and dropping the “PT-Hub” icon below PCO and PC1.



FaweTr pr perTmv— Y]
g g PC-PT PC-PT
PCO PC1

5 B

) o]
PC-PT PC-PT
PCO PC1
+ Hub-PT
Hub0

Connect PCO to HubO by first choosing Connections.

SImFwme * S

| [Cannections] | connections ctri+ait+o |
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m <

Click once on the Copper Straight-through cable.

ImFfwme 7

I[Connections] | Connections Ctri+alt+0 |

P

m <

Perform the following steps to connect PCO to HubO:

1.

A

Click once on PCO

Choose FastEthernet

Drag the cursor to HubO

Click once on Hub0 and choose FastEthernet0

Notice the green link lights on both the PCO Ethernet NIC and the HubO FastEthernet0 showing
that the link is active.

2 3 4 5
= =. J
3 P ERL FCK Fan
PC- F
PCO J Fal

Hub- [] FastEthemet0
Hut
[l FastEthemet! ml
[Z] FastEthemet2
FastEthemet3 Hub-PT

- Hub0
[C] FastEthemetd
[ FastEthemets
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Repeat the steps above for PC1 connecting it to FastEthernetl on Hub0. (The actual hub interface you
choose does not matter.)

o
PC-
PCO

m
Hub-PT
Hub0

Adding a Switch

Select a switch, by clicking once on Switches and once on a 2950-24 switch.

CEI VA Ll 444NN L

|[Switches] | ﬁ

& |£|3l o § e
Switches Ctrl+Alt+S | [Select a Device to Drag and Drop to the Workspace)

= <
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Add the switch by moving the plus sign “+” below PC2 and PC3 and click once.

& & o Ry e |

PC-PT PC-PT PC-PT PC-PT
PC2 PC3 PC2 PC3
+ 2950-24
Switcho

wImsme £ |7

| [Connections] [ Connections ctri+alt+o |

£ B ‘
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Click once on the Copper Straight-through cable.

wImslme £/~

I[Connections] ] Connections Ctrl+Alt+0 I
pal: :

Perform the following steps to connect PC2 to SwitchO:

Click once on PC2

Choose FastEthernet

Drag the cursor to SwitchO

Click once on Switch0 and choose FastEthernet0/1

Notice the green link lights on PC2 Ethernet NIC and amber light SwitchO FastEthernet0/1 port.
The switch port is temporarily not forwarding frames, while it goes through the stages for the
Spanning Tree Protocol (STP) process.

6. After about 30 seconds the amber light will change to green indicating that the port has entered
the forwarding stage. Frames can now be forwarded out the switch port.

vk wnNe

1 2 3 4 5 6
r—
RS 232

I C‘- Console D D

[:] ———1 T— - -.---fj 1--/‘

pPC2 PC2 Fpcz P Fastid ermetdj2  PC2 PC2
A

2950-2 2950-2 2950-2
Switchl Switchi Switchl

Repeat the steps above for PC3 connecting it to Port 3 on Switch0 on port FastEthernet0/2. (The actual
switch port you choose does not matter.)

’
PC-
pC2 PC3

2850-24
SwitchO

Move the cursor over the link light to view the port number. Fa means FastEthernet, 100 Mbps Ethernet.
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2950-24
Switch0

Step 5: Configuring IP Addresses and Subnet Masks on the Hosts

Before we can communicate between the hosts we need to configure IP Addresses and Subnet Masks on
the devices.

Click once on PCO.

-p[;. Fal EI-F'T_J PFFE Fal Phgsical Canfig Desktop Prograrmming Altributes
= Fal Fab l Fani WMODULES Physical Device View
Fal WMP300N ZoomIn Driginal Size Zoom Out
=y PT-HOST-NM-TAM ~
HubPT 295024 PT-HOST-NM-1CE
Hubl Swich PT-HOST-NM-ICFE [r——
PT-HOST-NM-1CGE B —

PT-HOST-HM-1FFE
PT-HOST-MM-1FGE
PT-HOST-MM-1w/
PT-HOST-MM-Ti/-A
PT-HOST-MM-TWw/"-AC
PT-HOST-MM-3G/4G
PT-HOST-HM-COVER
PT-HEADFHOME
PT-MICROPHOMNE

Customize Customize
lcon in leon in
Physical Views Laogical Yiews

o
The 'WHMP300M module provides one 2. 4GHz wireless interface suitable for connection to wireless
networks, The module supports protocols that uze Ethernet for LAM access.

O Top

Choose the Config tab and click on Settings. It is here that you can change the name of PCO. It is also here
where you would enter a Gateway IP Address, also known as the default gateway and the DNS Server IP
Address. We will discuss this later, but this would be the IP address of the local router. If you want, you
can enter the Gateway IP Address 172.16.1.1 and DNS Server IP Address 172.16.1.100, although it will not
be used in this lab.

13



¥ pCo

Phwzical D:nnfiﬁ Desktop Prograrmming Attributes

GLOBAL .
i Global Settings
| Settings |
Algorithm Settings
INTERFACE Display Name |PCO
FastEthernet0 Interfaces F aztE thernetD -
Bluetooth
Gateway/DMNS [Pwvd
() DHCP
(@ Static

Default Gateway [172.16.1.1 |

DNS Server  |17216.1.100 |

Click on INTERFACE and then FastEthernet. Add the IP Address 172.16.1.10. Click once in the Subnet
Mask field to enter the default Subnet Mask. You can leave this at 255.255.0.0.

¥ PCO

Phwyzical Eu:unfiﬁ Dezktop Prograrnming Altributes

GLOBAL FastE thernetl
?peﬁlngs : Port Status On
Algorithm Settings
INTERFACE B andwidth 100 kbps 10 Mbps ] Auto
[ FastEthernetd | Duplex Half Duplex ) Full Duples (] Auto
Bluetooth MAL Address 00014309, 8003
|P Configuration
() DHCP
(@ Static
IPvd Address 172.16.1.10
Subnet M azk 28025600
|PwE Configuration
() Automatic
@ Static
IPvE Address H

Also, notice this is where you can change the Bandwidth (speed) and Duplex of the Ethernet NIC (Network
Interface Card). The default is Auto (autonegotiation), which means the NIC will negotiate with the hub or
switch. The bandwidth and/or duplex can be manually set by removing the check from the Auto box and
choosing the specific option.

Bandwidth - Auto
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If the host is connected to a hub or switch port which can do 100 Mbps, then the Ethernet NIC on the host
will choose 100 Mbps (Fast Ethernet). Otherwise, if the hub or switch port can only do 10 Mbps, then the
Ethernet NIC on the host will choose 10 Mbps (Ethernet).

Duplex - Auto

Hub: If the host is connected to a hub, then the Ethernet NIC on the host will choose Half Duplex.

Switch: If the host is connected to a switch, and the switch port is configured as Full Duplex (or
Autonegotiation), then the Ethernet NIC on the host will choose Full Duplex. If the switch port is
configured as Half Duplex, then the Ethernet NIC on the host will choose Half Duplex. (Full Duplex is a
much more efficient option.)

The information is automatically saved when entered.

To close this dialog box, click the “X” in the upper right.
C* pPCO

Phwysical I:u:unfiﬁ Desktop Prograrnming Attributes

Repeat these steps for the other hosts. Use the information below for IP Addresses and Subnet Masks.

Host IP Address Subnet Mask
PCO 172.16.1.10 255.255.0.0
PC1 172.16.1.11 255.255.0.0
PC2 172.16.1.12 255.255.0.0
PC3 172.16.1.13 255.255.0.0

Verify the information

To verify the information that you entered, move the Select tool (arrow) over each host.

IP Address IPvé Rddress
172.16.1.11/1¢ <not set>
Gateway: <not set>
DNS Server: <not set>

Physical Location: Intercity, Home City,
Deleting a Device or Link

To delete a device or link, choose the Delete tool and click on the item you wish to delete.

e 15 B /s me @ M

(«*, Logical ) ; Physicaijﬁl #:804,4: 16
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Step 6: Connecting HubO to Switch0

To connect like-devices, like a Hub and a Switch, we will use a Cross-over cable. Click once the Cross-over
Cable from the Connections options.

Sdmsme L\ )5 525/

|[C0nneclions] | Connections Ctrl+Alt+0 i

;’/ H < >

Move the Connections cursor over HubO and click once.

Copper Cross-Over

Hub-PT 2950-24
HubO SwitchO

Hub-F D FastE thernets 2950-24
FastE thernet3

]
[] FastEthemetd
[

FastE therneth

Move the Connections cursor to SwitchO.

HubO SwitchO

Click once on Switch0 and choose FastEthernet0/4 (actual interface does not matter).

16
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g

PC-AT PC-BT #-PT
PCO PC1 F’CZ- it
[ FastEthernet0/3

M"—-—-—-—-—- (| FastEthernet0/4 \

Hub-PT [ FastEthernetd/5
HubO

I 1 ExctEHharmatnia

The link light for switch port FastEthernet0/4 will begin as amber and eventually change to green as the
Spanning Tree Protocol transitions the port to forwarding.

PC- -PT

U

PC- C-PT
PCO PC1 PC2 PC3
..,________.E &
Hub-PT 2950-24
HubO SwitchC
._gl g/ v = 7}
PC- -PT PC- -PT
PCO PC1 PC2 PC3
..________.,.
Hub-PT 2550-24
HubO Switch0

Step 7: Verifying Connectivity in Realtime Mode

Be sure you are in Realtime mode.

(@ Realtime )(§, Simulation )

Select the Add Simple PDU tool used to ping devices.

S Q@ B/ rme @ B

A Logical)(: Physic aI\I

Click once on PCO, then once on PC3.

17



- i 4 4 M
PC- N PC- —PT PC- -PTHk
PC2 PC:  PCO PC2 pc3 L

TR, T—T

Hub-PT 2950-24 Hub-FT 2950-24
HubkD Switch0O Hub0 SwitchD

The PDU Last Status should show as Successful.
I. Realtime )( @, Simulation )

] m Fire Last Statuz  Source  Destination Twpe  Calor Timelzec]  Perodic MNum Edit Delste
) Eenane v @ CSuccessill PO L3 ICMP 0.000 N 0 [edt) [delete)
I e Delete

Togagle PDU List “Window

Resetting the Network

At this point we will want to reset the network, whenever you want to reset the network and begin the
simulation again, perform the following tasks:

Click Delete in the PDU area.

. /| - . N
@ Reaitime (. Simulation)

m Fire Last Status  Source Destination  Type Color Time(sec] Periodic MNum Edit Delete
el @ Successfl  PCO PC3  ICMP 0.000 N 0 (edit) (delete)

New Delete

Toggle PDU List Window

Waiting for Spanning Tree Protocol (STP)

Note: Because Packet Tracer also simulates the Spanning Tree Protocol, at times the switch may show
amber lights on its interfaces. You will need to wait for the lights to turn green on the switches before
they will forward any Ethernet frames.

NN\

2950- 24 2950- 24
SwitchO Switcho
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Step 8: Verifying Connectivity in Simulation Mode

Be sure you are in Simulation mode.

(7 Event Lit (,o Realtime) 7 Simulation 7
=° \ <)

Click on Edit Filters and then deselect all filters (Show All/None) and select only ICMP.

>

Simulation Panel =

Event List

Vis. Time(sec) Last Device At Device Type

PacketTracer x

|Pvd IPvE Misc
[ 4RP [ eGP [ DHCP
[J bNs [ EIGRP [ HsRP
[ osPF m

Reset Simulation’ Constant Delay Captured

! [no capture
Play Controls

I« | » »

| Event List Fiters - Visible Events
None.

Edit Filters Show &ll/None

©Reatime) @ Simu

Tune Colar - Timelserl  Perindic Num o Fdit - Delete

| Edit ACL Fiters |

[ Fire | ast Status - Saree Destinatinn

Select the Add Simple PDU tool used to ping devices.
Zo@S /s rme ¢ M

- - /1 TN L
« wLogical )| Physical ) «430. 1
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Click once on PCO, then once on PC3.

Continue clicking Capture/Forward button until the ICMP ping is completed. You should see the ICMP
messages move between the hosts, hub and switch. The PDU Last Status should show as Successful. Click
on Clear Event List if you do not want to look at the events or click Preview Previous Events if you do. For
this exercise it does not matter.
W Cisco Packet Trace — O *

EE RSO0 i 201 Qo E EFE ?
SoQE@E B/ me ¢ 9

* | Simulation Panel E X
Q Q Ewvent List
’ 9 Yis. Time[zec]  Last Device At Device Type -
PCX Fal CFT PCK Fap it 0.001 PCO Hub0 ICMP
=S Fan! Pl Fal
Fal Fal/1 0.002 Hubl PC1 ICHP
Fal / 0.002 Hub0 Switchd ICMP
Fal/2
Fa2_ _ _ __ FallL 0003 SwitchD PC2 ICMP
HubePT 295054 0.003 Switch0 PC3 ICMP
Hubl Switchi 0.004 PC3 Switchd ICHP
¥ Buffer Full -- Packet Tracer jend Hub0 IEMP
b FCO |ICMP
The masimum number of events has been reached. b0 PC1 . ICHP
“fou may clear the event list and continue from where pou v
left off ar adjust the filters bo view previous events. Captured to:
< 881,748 ¢

Clear Event List [View Previous Events

JPL&Y CON

>

o Realtime_:_,. ﬂ_ Simulatio

Fire Last Statuzs Sowce Destination  Tepe Color  Timezec] Perodic Num  Edit Delete
o Successiul FPCO PC3 |ICMP . 0.000 M 0 [edi [delete]
» Mew Delete

Toggle PDU List wWindow

Step 9: Saving the Topology

Perform the following steps to save the topology (uses .pkt file extension).
Go to File > Save As ...
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8 Cisco Packet Tracer -

File | Edit Options View Tools Extensions Help
N +HN
[ New ctrl n | L
& Open... Ctrl+0
& Open Samples ... Ctrl+Shift+T
H save Ctrl+5
Save As ... Ctrl+Shift+5
Save AsPkz ... Ctrl+Alt+Z
& Print... Ctrl+p
Recent Files 4
Exit Alt+F4

Enter an appropriate file name in the Save as dialog box.

@ Choose a filename to save under . @
- - - =
OO " L. » Nero » Cisco Packet Tracer53.3 » saves v I 4,‘ | Search saves p el I
E 3 = - - E— = o =
Organize ¥ New folder 4= O
¢ Favorites Name Date modified Type
B Desktop A ﬁ‘ DNSLab 2/25/201311:34 AM  Cisco Packet Tracer
& Downloads 3

5] Recent Places

%+ Dropbox

4 Libraries
@ Documents
J’ Music

Pictures = = =

File name: Lab - Creating a Tepology v

Save as type: lPacket Tracer 5 Network File (*.pkt) v]

I ‘~ Hide Folders Save ] [ Cancel ]

Opening Existing Topologies

Go to File > Open
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& Packet Tracer 5.0& Cisco Systems, Inc. -

[ File | Edit Options View Tools Extens
(] New Ctrl+N =
&= Open... Ctrl+0
H save Ctrl+S -
Save As ... Ctrl+Shift+5
& Print... Ctrl+P
Recent Files »
Exit Alt+F4

Browse to the file location of the topology you want to open, select it and click Open.

& Choose a file to open
e
@‘ .. « saves » Reference_Topologies v

CLL

‘ Organize v gu8 Views B New Folder

I Name Date modified Tyr
& 1s1.pkt
Bl Deskto B
2 ? S 2c1.pkt
%1 Recent Places
: & 3s1.pkt
i Computer ﬁ\Svl.pkt
[E| Documents =) 4s1.pkt
B Pictures S 4v1.pkt
B Music S 561.pkt
% Recently Changed S 6c1.pkt
" Searches S 6s1.pkt
Ji Public S 6v1.pkt
S, 7c1.pkt
Folders A | F 751 .pkt
File name: I

EXAMPLE — CONFIGURING A SIMPLE TOPOLOGY WITH ROUTER

v" Click the router's icon in the Device Area at the bottom

= A Ko Bs

é | Routers |
g o s .

Router’s Icon Device Area
v Select the 1841 Router, move your mouse to the Workspace and click to place the
Router. Alternatively, you can drag the Router to the workspace.

AN

Move your mouse to the Device Area and click End Devices
v Select the Generic PC, and drag to the Workspace
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v/ Repeat the same procedure to add another PC

You should have a topology that looks like the one below.
‘ Cisco Packet Tracer 4 . =

File Edit Options View Tools Extensions Help

Logical [Root] New Cluster Move Object Set Tiled Background Viewport

PC-PT PC-PT
PC1 PC2

1841
Router3

. 1ot

Time: 00:26:25 l Power Cycle Devices Fast Forward Time Realtime

Seum= Q0
e
g - s = - PC-PT :
v To connect these devices, move your mouse to the Device Area and click
Connections. Next, select the Copper Cross-over cable. Click on PC1, click on
FastEthernet to connect the cable to the PC’s FastEthernet’s interface and drag

to the Router, and click on FastEthernet0/0 interface.

FOE = | \F- 72 T 1'7D" 7S ‘A-' "7.';
I [ ! | ‘ﬁ’ ‘Ell | | ‘ \) |
\Generic! (Generic) 1pphone | ke | Lprone | LTV | (Misiet || s | Ser)

v Next, click on the Copper Cross-over cable, click on PC2, click on PC’s 2 FastEthernet
interface and drag to the Router and connect it to the Router’s FastEthernet’s 0/1
interface.

Your network topology should look like the one below.
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8 Cisco Packet Tracer ek A ¥ W WM

File Edit Options View Tools Extensions Help

Logical [Root]

New Cluster  Move Object Set Tiled Background Viewport
o

1841
Router3

Time: 00:44:57 | lPower Cycle Devioesj Fast Forward Time

Realtime
OB EEE
deoFa '

Copper Cross-Over

To configure Router 3:

v’ Click Router 3, and click on the Command Line Interface represented by the CLI tab v/
Next, type no to the question “Continue with configuration dialog? [yes/no]:” v You
should see a window that looks like the one below.
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8 Cisco Packet Tracer ] ——= e =

[ SERTOT R R0R

Logical [Root] New Cluster ~ Move Object Set Tiled Background Viewport
w

AN ” Ll 2
PC-PTR
& Router3 o B8] %

\ Physical | Config | CUI ‘

\, 10S Command Line Interface

\ TP 77 WeW - CISCO - CONy W I7 EXPUL T/ CLYPTe7 TOOT7 STTg - IITeT

\ If you require further assistance please contact us by sending email to
N\ export@cisco.com.

N Cisco 1841 (revision 5.0) with 114688K/16384K bytes of memory.
\ Processor board ID FTX0347Z18%
N 4| [#860 processor: part number 0, mask 43
\. / 2 FastZthernet/IZEE 802.3 interface(s)
\, / 181K bytes of NVRAM.
N\ / 63488K bytes of ATA CompactFlash (Read/Write)
b & Cisco I0S Software, 1841 Software (C1341-ADVIPSZRVICESKS-M), Version 12.4(18)T1,
RELEASE SOFTWARE (fc2)
Technical Support: http://wiw.cisco.com/techsupport |
L Copyright (c) 1986-2007 by Cisco Systems, Inc.
Router3 Compiled fled 18-Jul-07 04:52 by pt_team

U, Continue with configuration dialog? [yes/nol: non
% Dlease answer 'yes' or 'mo’.

Continue with configuration dialog? [yes/nec]l: no -

Time: 00:50:35 I Power Cycle Devices Fast Forward Time

Pﬁ—'.m';’/ A7 0007 ) 5605 (_copy ][ paste |
-

P S [
-8 s - | Copper Cross-Over |

v Hit Enter to start the configuration.

Before we proceed with the configuration, we need to understand the three basic Cisco
IOS command modes namely the USER MODE, the PRIVILEGED MODE, and the
GLOBAL CONFIGURATION MODE.

When you first get into a Cisco device, you start in the mode called the USER MODE
(User Exec) depicted by the name of the Router and a right angled bracket (>) next to
it. i.e. Router>. You cannot do much in this mode. You can only do some basic show
commands and Ping commands in this mode.

To be able to do much more, you need to move to the PRIVILEGED MODE
(Privileged Exec) depicted by the name of the Router followed by the #symbol i.e.
Router#. To move from the User Mode to the Privileged mode, use the enable or en
command. At the Privileged mode, you can view anything on the Router, unlike the
User Mode that is Limited. However, from the Privileged Mode, you can only do
verification and show commands, but you cannot configure anything on the Router.
So, to be able to configure the router, we need to move to the GLOBAL
CONFIGURATION MODE depicted by Router(Conifg)#. To move from the
Privileged mode to the Global Configuration Mode, use the configure terminal or conf
t command. In the Global Configuration Mode, we can configure any global settings
on the Router and settings that affect a particular interface. To exit from a particular
user mode, you use the exit, end or CTRL+Z command.
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Now that we understand the Cisco 10S commands modes, let us proceed with the

@ Routerd Al — e %

(Bhyﬂcal Config } CLI ‘

10S Command Line Interface

This preduct contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party suthority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Cisco 1841 (revision 5.0) with 114688K/16384K bytes of memory.
Processor board ID FIX0947Z18E

M860 processor: part number 0, mask 435

2 FastEthernet/IEZE 802.3 interface(s)

191K bytes of NVRAM.

€3488K bytes of ATA CompactFlash (Read/Write)

Cisco I0S Scftware, 1841 Software (C1841-ADVIPSERVICESKS-Y), Version 12.4(15)T1,
RELEASE SOFTWARE (fcZ)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Wed 18-Jul-07 04:52 by pt_team

m

--- System Configuration Dialog ---

Continue with configuration dialeg? [yes/mol: no

Press RETURN to get started!

Router> v

copy

configuration of the Router. Your command Line interface should look like the one
below. This is the USER MODE. Now we need to move to the Privileged mode with
the enable or en command. After each command, hit the Enter key to move to the next
command line.

v" Next, we use the command configure terminal or conf t command to enter the global
configuration mode as shown below.

Router>enable

Routergconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)

v" To name our Router, we use the command hostname followed by the name we want to
assign to the router. For this tutorial, let us name this router Wissink1.
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Router>enable

Routerfconfigure terminzl

Enter configuration commands, cne per line. End with CNTL/Z.
Router (config) $hostname Wissinkl

Wissinkl (config)$

Note that after we input the command hostname Wissink1, the name of the router changes
from Router to Wissink1.
v"Next, we need to set an encrypted password for logging into our Router in the privileged

mode. So we use the command enable secret followed by the password we intend to
use. Let us use pa$Sword as our password for this tutorial.

Router>enable

Routergconfigure terminal

Enter configuration commands, one per line. End with CNTL/
Router (config) #hestname Wissinkl

Wissinkl ({config) #enable secret pas$sword

Wissinkl (config)$

v" We need to configure a password for the console line (the console password for the
Router). We enter the commands line con o to enter the line configuration mode and
the command password pa$$word1 to set the password to pa$Sword1 and type in login
to prompt for the password as shown below.

Router>enable

Routergconfigure terminal

Enter configuration ccmmands, cone per line. End with CNTL/Z

Router (config) §hostname Wissinkl

Wissinkl (config) §enable secret password

Wissinkl (config)£line con 0O

Wissinkl (config-line) §password passwordl

Wissinkl (config-line) #login

Wissinkl (config-line) §|

Next, we need to configure the password for the virtual terminal lines (the telnet password).
To do this we need to use the command exit to go back to the Global configuration mode
from the line configuration mode. In the global configuration mode, enter the commands
line vty 0 4, password pa$$word2 and login to prompt for the password and exit to return

to the global configuration mode as shown below.

Wissinkl (config-line) gexit

Wissinkl (config)fline vty 0 4

Wissinkl (config-line) g§password passwordZ
Wissinkl (config-line) $login

Wissinkl (config-line) exit

Wissinkl (config)$

Next, we need to configure IP addresses for our Router. To do this, we need to configure
the FastEthernet interfaces. First, let us assign an IP address to the FastEthernet0/0
interface. To do this, we enter the commands interface FastEthernet0/0 to enter the
interface configuration mode.

Wissinkl (config-line) §exit

Wissinkl (config)$line vty 0 4

Wissinkl (config-line) §password passwordz
Wissinkl (config-line) §login

Wissinkl (config-line) fexit

Wissinkl (config) #interface FastEthernetl/0
Wissinkl (config-if)$
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Next, enter the IP address and the no shutdown command (turns on the interface) as shown
below.

Wissinkl (config) #interface Fastethernet0/0

Wissinkl (config-if) §ip address 1592.168.€0.65 255.255.255.252

Wissinkl (config-if) §¢nc shutdown

SLINK-5-CHANGED: Interface FastEthernet0/0, changed state tc up

S$LINEPROTO-S-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state t
o up

Next, we need to configure the FastEthernet0/1 interface. To do this, we need to exit to the
global configuration mode and repeat the step above as shown below.

Wissinkl (config-if) gexit

Wissinkl (config) #interface FastEthernet(/1

Wissinkl (config-if)$§ip address 1382.168.€60.81 255.255.255.252
Wissinkl (config-if) #éno shutdown

$LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

SLINEPROTO-S5-UPDOWN: Line proteocel on Interface FastEthernet(/1l, changed state t
o up

Wissinkl (config-if)§

We have successfully configured the two interfaces of our Router. We can check this
configuration by entering the command end to go back to the privileged mode and entering
the command show running-config to display the current configuration (all the
configuration we just set). Hit Enter to scroll down. You should have something similar to
this:

Wissinkl$
SSYS—S—CONFIG_TI: Configured from conscle by conscle

Wissinklfshow running—config
Building configuration. . _

Current configuration - 582 bytes

1

version 12Z2_4

no service timestamps log datetime msec
ne service timestamps debug datetime msec
no service password—encryption

z

hostname Wissinkl

L

L1

L

enable secret 5 SISmMERrSS _OvFmpSdS3vbgdoxU_Gs.
1

interface FastEthernetd/0

ip address 1392 _1€8_.€0.€5S Z2Z55.255_.255.252
duplex auto

speed =uto

[
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interface FastEthernet0/0

ip address 192 _.168.60.65 255.255.255.
duplex auto

speed auto

1

interface FastEthernetd/1

ip address 152 _.1€8.€0.81 255.255.255.252
duplex auto

speed auto
1

n
wn
(8]

interface Vlanl
ne ip address

shutdown
!

ip classless
!
L
!
1
1
1
!

line con O
password pas$s$wordl
login

line vty 0 4
password pas$swordZ
legin
1
1
1

end
Notice that pa$$word is encrypted, but pa$$word1 and pa$$word?2 are not encrypted. Next,

we need to save this configuration to the NVRAM, to do this, we use the command copy
running-config startup-config and hit enter to confirm

Wissinklg§copy running-config startup-config
Destination filename [startup-cconfig]?
Building configuration...

[CK]

Wissinklg

Now, we can exit and close the CLI of the router and configure the PCs. To configure the
PC, Click PC1, click the Desktop tab, click IP Configuration and let us set a static IP as
shown below.

<& pc1i =13 =

l Physical I Config l Desktop [ Software/Services ]

Configuration

IP Address 192.168.60.66

Subnet Mask 255.255.255.252

Default Gateway 192.168.60.65

DNS Server

Close PC1 window and let us set a static IP for PC3 as shown below
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& pPC3

Physical |

]

Config

Desktop

| Software/Services

DHCP
@ Static

IP Address

Subnet Mask

DNS Server

IP Configuration

Default Gateway

PPPoOE Dialer

192.168.60.82

255.255.255.252

192.168.60.81

Text Editor

Web Browser

=

Cisco IP
Communicator

Next, close PC3 window. Next, let us verify our configuration by clicking PC1 and clicking

the command prompt. At the command prompt, enter ipconfig

PC>ipconfig

IP Address
Subnet Mask
Default Gateway

PC>

Let us do the same for PC3

PC>ipconfig

IP Address
Subnet Mask

Default Gateway

PC>

Now we can ping to test connectivity. Let us ping PC1 from PC3.At first, you might get a

request timed out after which the ping will be successful.

PC>ping 192.

Pinging 182.

Reply
Reply
Reply
Reply

from 152.
from 192.
from 192.
from 152.

1e8.

1le8.

le8.
1e8.
le8.
1e8.

e0.¢66:
e0._66:
e0.g6:
e0.66:

bytes=32
bytes=32
bytes=32
bytes=32

Ping statistics for 152.168.60.66:

Packets: Sent

4, Received =

.66 with 32 bytes of data:

time=6Z2ms
time=63ms
time=62Zms
time=63ms

4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum =

€2ms, Maximum = €3ms,

Average = &2ms
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Example Network Configuration
Select Router (2811) icon and drag and drop the icon to the workspace. Do it for two routers as shown in Figure 1.
= O X

L¥ Cisco Packet Tracer

File Edit Options View Tools Estensions ‘Window Help

EERSOL A PAFCY QQQOE B FE ?
ZQ@ae@aX f/rmed B

\ .Loglcaljl._\_ Physical :40 [Root]( fj/ll,\ ’/ _

281
Router0

v
>
€ Realtlme)l,{ﬂ_ Simulation,
Fire Last Stal
j) re ast otal

P | New Delete

le PDL List Wi

<
L
&
|
6l
A,
v
A

2621XM
Figure 1
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Connect the two routers using “Copper Cross-Over” cable connection as shown in Figure 2. Select the interfaces as
shown in the figure.

L* Cisco Packet Tracer — O

File Edit Options View Tools Estensions Window Help

EERS0rLi @At QeaaQoE BEFE ?
Q@ /7 me @ Hd

Fal Logicalj] I Physical,

D Fire Last Sta

P New |Delete

25 E)\ AL

le PDLI List Wi

Copper Cross-Over I

Figure 2
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Select PCicon and drag and drop the icon to the workspace. Do it for Three PCs and name one PC as “PCA” as shown in
Figure 3.

L* Cisco Packet Tracer == O

File Edit Options View Tools Estensions ‘Window Help

EE RSO sri a1 Q@aaoBE EFE ?
S@E H/ me ¢ M

- - 2
| .Logncal)l,\ Physica

Fj’_’\
e
241 “PCPT
Ha‘ a0/0 i
|
|
J
*FaD/‘U
' i PC-PT
2811 PCO
Router0
jm
PC-PT
PCA
v
< >

D Fire Last Sk

P | New Delete

2188 - ]
oS Pms PPhone’ Device | Phone | . TV | | Tablet

le PDL List Wi
Copper Cross-Over |

Figure 3
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Select “Console” cable connection as shown in Figure 4.

L¥ Cisco Packet Tracer = O

File Edit Options VYiew Tools Estensions “Window Help

EERS0LsL A A7 QeaqoE E=E ?
SQ@E @/ me ¢ M
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281 PCO
Router0
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» | New Delete
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le PDU List Wi

Console

Figure 4
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After selecting the connection, Press “PC0” and right-click and select “RS 232”as shown in Figure 5.

¥ Cisco Packet Tracer
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Right-click “Router 0” and press “Console” as shown in Figure 6.

L* Cisco Packet Tracer
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Figure 6
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Connect PCA with Router A using the connection type shown in Figure 2.
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For grouping devices in the network select the rectangle icon shown in figure 8.
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L¥ Cisco Packet Tracer
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Press PCO icon and press “Desktop” tab and press “OK” to enter CLI of Router 0.

L* PCO

Phuzical Config DesktuE Programming Attributes

Terminal Configuration
Part Configuration
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L] Top
Figure 10
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Do the configurations for Router 0 as shown in Figure 11.

L4
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Figure 11

Press PC1 icon and press “Desktop” tab and press “OK” to enter CLI of Router 1 and do the configurations for Router 1

as shown in Figure 12.
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Press PCA icon and select Desktop tab. Select “IP Configuration” as shown inn figure 13.
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Figure 13

Enter IP address, Subnet Mask and Default Gateway for PCA as shown in Figure 14
®
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Label the network with all the IP address and subnet Masks given to each device as shown inn Figure 15.

10.10.0.254
255.255.255.0

192168161
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Figure 15
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Ping the IP address configured for PCA from Router 0 (CLI). You should be in the Privileged mode to ping.
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Ping the IP address configured for Fa0/0 in Router A from PCA. Press Desktop Tab and select Command Prompt.
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