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The Health Insurance Portability and Accountability Act is a federal law that was signed into law on 21st August 1996 and includes regulations to protect the security and privacy of sensitive patient information. It covers several other areas including; industry standards for electronic billing, healthcare information and other processes, healthcare fraud and abuse and the transfer and continuation of health insurance coverage for unemployed Americans or those who change jobs. The Act is divided into 5 titles; HIPAA Health Insurance Reform which deals with health insurance portability, HIPAA Administrative Simplification which establishes industry standards for electronic data use in healthcare, HIPAA Tax Related Health Provisions, Application and Enforcement of Group Health Plan Requirements and Revenue Offsets (Department of Health Care Services, n.d). Since it was signed into law, HIPAA has been updated several times since it is not technology specific. Major updates through the years include; HIPAA Omnibus Final Rule of 2013, addition of HITECH Act requirements in 2009, HIPAA enforcement rule of 2006 and the HIPAA Privacy Rule and Security Rule of 2003. The basic goal of the Act is to keep protected health information (PHI) private and limit it to those who need to know. Any information that provides links to specific PHI is covered by the Act regardless of data size. HIPAA covers billing companies, insurance companies, health care facility employees, students and electronic medical record companies. HIPAA Compliance remains to be one of the biggest challenges for healthcare providers and covered entities today. The management of information risks requires finding a healthy balance between security maintenance and not inhibiting some aspects of the business. HIPAA compliance for most healthcare providers involves the mitigation of various privacy and security challenges. In this paper, I will discuss the general aspects of a HIPAA IT security compliance framework. 
To achieve HIPAA compliance, organizations should use a tiered structure that provides a general roadmap through an institutional plan, a process to implement the plan and a provision for training of employees (Kenigsberg, 2004). These interdependent elements are fundamental to helping an organization define its compliance strategy and how to implement this strategy. The first element is the institutional plan. Components of the institutional plan include; incident discovery, reporting and tracking mechanisms as well as a training feature. A good institutional plan defines the work to be done to make compliance possible, a work schedule, systems and organizations to be involved in the work and training features. This plan should be in line with the organization’s general strategic plans. Institutional intentionality is also very important as information security management and HIPAA compliance should be institution-wide goals and not just the concern of the IT department. Institutional intentionality and recognition makes the process more valid and raises the commitment and awareness of all involved. The institutional plan should be preferably written and should focus on compliance activities. It should include the general institutional approach as well as the addressable and required implementation specifications. The plan should be based on principles in line with HIPAA compliance requirements such as preservation of integrity, confidentiality and access to PHI. 
The second element on the organizational framework is the organizational process. The organizational process refers to the governance methodology and includes a series of repetitive motions, operations and actions. It defines responsible officials, levels of institutional accountability and specifies how the current environment plays into meeting compliance requirements. At the heart of the organizational process is the central IT department. This department is responsible for the integration of compliance activities into the institutional enterprise. The last element is workforce training. Ideally, employee training for HIPAA should be done under the supervision of a security officer. Training should be done annually and should be mandatory for all members of staff (Edemekong, 2021).
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