 Running Head: HIPAA VIOLATIONS AND HOW TO AVOID THEM	1
HIPAA VIOLATIONS AND HOW TO AVOID THEM	2








Hipaa Violations and How to Avoid Them 
Student Full Name
Institutional Affiliation
Course Full Title
Instructor Full Name
Due date



Hipaa Violations and How to Avoid Them 
Health Insurance Portability and Accountability Acts (HIPAA) violation mostly occurs due to non-compliance with any set standards of the HIPAA guidelines which involve the privacy and security of healthcare system information. In most occurrences, any disclosure or form of unauthorized use of Protected Health Information (PHI) is categorized as going against the set laws, not unless, the suspect or organization proves that there were low chances of compromising PHI. HIPAA compliance is normally strict not when it comes to any cases of violation, may it be on the covered entities or even their business associates.
What Are The Consequences Of HIPAA Violations?
HIPAA compliance is reinforced by penalizing any health center or hospital that goes against the guidelines. This is done through the Department of Health and Human Services for Civil Rights. Violations costs do vary depending on different factors (Chen, 2017), such as:
· The level of negligence
· Number of records that were potentially exposed or completely exposed
· Whether or not there was a case of malicious intent
· Chances of future risks that may occur due to the breach
Examples of HIPAA Violation Case
Department of Health and Human Services Office of Civil Rights does take several months or years to investigate and resolve any accidental or intentional case of HIPAA violations. In other cases, they may end up finding more violations to add to the existing ones as they progress with investigations. An example of a recent case of HIPAA violation was when the data of a health insurance company was stolen by cybercriminals that used phishing. In 2015, a certain health insurance company in the United States fell victim to a cyber-attack. The investigations began immediately and were resolved in 2018. It was revealed that there was an incidence of data breach on more than 78 million members’ records. The criminals used phishing to access the network and get the members’ data plans. There were multiple violations that OCR identified but the main one was failure to hinder illegal access of the online Personal Health Information (ePHI). This was a result of inadequate technical guidelines and techniques to retain e-PHI privacy. The punishment that followed this violation was a huge settlement offer where they had to pay for the damages that compromised the privacy of the members' data. Such an occurrence could have been avoided if the organization had established strong password policies for their systems. Another alternative would be regular monitoring of the system's activity so as to lessen or avoid potential risks. Most cybercriminals target large health organizations hence it is right to be cautious.
Another HIPAA violation incidence occurred in the Texas health system where there was an unauthorized release of recognizable information to the press. This occurred in 2015 where a fraudulent Identification Card was used to violate the privacy of the involved patient. During the press release, the hospital violated privacy by including the name of the patient in the title. OCR categorized this as an intentional failure to guard the patient’s rights to full information privacy. Even though liberating the name to the authority was approved, it was wrong for the hospital to have issued the press statement without protecting the patient’s privacy. This cost the Texas Health System roughly $2.3 million. A lesson to learn from this, is that as much as most cases of HIPAA violations do affect a large audience and, it is key for organizations to ensure each individual’s information is protected. This because the OCR is very keen and does take serious measures even if it is only one individual whose medical information was breached.

Connections between HIPAA Compliance and Ethical Behavior
Medical ethics are normally simple principles put in place to direct healthcare decisions. There is a connection between HIPAA compliance and ethical behavior. Four key principles are entailed in medical ethics and do affect HIPAA (Angelos, 2005). They include:
· Non- maleficence 
It is the role of medical practitioners to ensure that their patients are well taken care of so as to avoid cases of neglect. This can be done by setting procedures that are HIPAA compliant and training their members on how to not breach the guidelines.
· Justice
This by ensuring all patients gets access to the medication they need to heal
· Beneficence
It is the role of healthcare professionals to ensure the health of their patients is a key concern.
· Autonomy
Patients have every right to make decisions concerning their health. In this case, patients have direct access to their healthcare information and how they would want it used.
Some of the ways HIPAA guidelines can be followed in an organization while considering ethical guidelines is by understanding the different PHI exceptions needed by law, coming up with ways to protect PHI, keeping in mind that patients have direct access over their PHI, teaching its medical professionals on HIPAA compliance, hiring a HIPAA compliance officer and encoding PHI when sharing it electronically (Willerson, 2003).
In conclusion, different consequences follow violations of HIPAA guidelines, however, decisions made in the medical field that comply with HIPAA guidelines and also maintain good ethical behavior do result in the best healthcare systems.
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