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What is HIPAA?
HIPAA stands for The Health Insurance Portability and Accountability Act, initiated in 1996. The piece of legislation was created to make the administration of healthcare efficient. (Cohen et al., 2018).  The act seeks to reduce wastage, simplify administration, reduce fraud and provide healthcare coverage to employees while they are between jobs.
In this paper, we are going to look at a case scenario revolving around technology, privacy, legal and ethical issues directly related to HIPAA. Through a case scenario, we will analyze what amounts to a HIPAA violation and where HIPAA comes in to serve its role for the patient, healthcare provider, and the accused person.
Achievements of HIPAA since inception
According to Pollitz et al., (2011), the Act has achieved landmark goals such as the transition of records from paper to electronic methods of keeping information. HIPAA has managed to ensure the protection of health information, improved health care systems, and streamlined administrative health care roles.
Technology, privacy concerns, legal and ethical issues
The technological world is off-limits, and the use of social media has had a lot of impact on our private and public lives. From doctors on call, use of technology to diagnose and treat diseases, and administration of drugs online, technology has simplified access to health care. However, technology has had lots of negative impacts such as violation of privacy and cyberbullying.
Some people attempt to educate the public on health, and others out of sheer ill intention have brought immeasurable psychological torture to patients. HIPAA comes in handy in providing a legal framework through which such incidences can be mitigated.
HIPAA Violation
HIPAA violation is the failure to comply with any of the HIPAA standards and regulations detailed in 45 CFR Parts 160, 162, and 164. (Solove, 2013). There is a myriad of ways in which HIPAA violation can occur but here are the most common:
· Impermissible disclosures of protected health information (PHI)
· Unauthorized accessing of PHI
· Improper disposal of PHI
· Failure to manage risks to the confidentiality, integrity, and availability of PHI
· The disclosure of more PHI than is necessary for a particular task to be performed
· Failure to ensure the availability, confidentiality, and integrity of PHI
· Sharing of PHI online or via social media without permission
· Unauthorized release of PHI 
· Failure to provide copies of PHI to patients upon request
· Failure to notify (or the Office for Civil Rights) or the victim of a security incident within 60 days of discovery
· Failure to encrypt and prevent unauthorized access
· Failure to limit who can view PHI
· Failure to provide HIPAA and security awareness training
· Texting PHI

Case scenario
HIPAA prohibits disclosure of any PHI on social media networks unless the patient gives their documented consent. Such PHI may be in form of text, videos, images, and gossip. We will take the scenario whereby Kirk is in a hospital visit and is overjoyed to see his wife recovering fast. In an attempt to capture the moment, he takes a photo, but there is another patient within the hospital; captured in the photo. The patient feels that his rights have been violated, and wants justice.  There are several possible outcomes of this incidence, enlisted by HIPAA.
According to Moore, (2020), the degree of the crime is assessed and divided into four categories, with the possible penalties listed as follows:

	1. Unaware of the violation and otherwise would not have violated HIPAA rules

	$ 100 – $50,000 per violation, with a maximum of $ 25,000 per year

	2. Reasonable evidence that the covered entity was aware or should have known of the violation by exercising due diligence

	$ 1000 – $50,000 per violation, with a maximum of $ 100,000 per year

	3. Willful neglect of HIPAA regulations with correction done after 30 days of discovery

	$ 10,000 – $50,000 per violation, with a maximum of $ 250,000 per year

	4. Willful neglect of HIPAA regulations with no correction done within 30 days of discovery

	$50,000 per violation, with a maximum of $ 1.5 million per year




In our case scenario, Kirk, unaware of the HIPAA rules did not intend to capture the other patient. However, while sharing his wife's progress, he shared the photos in a family WhatsApp group. He also posted the photos on Facebook and Twitter. 
Kirk falls under category one. He will pay a penalty of $ 100 – $50,000 per violation, with a maximum of $ 25,000 per year depending on the judgment. He may have a fair judgment based on his lack of intention. His squarely lies on what the judge makes of the crime.
Also, the patient may sue the hospital on two accounts:
· failure to provide HIPAA and security awareness training
· Failure to ensure the availability, confidentiality, and integrity of PHI
The judge would have to make a judgment and institute the penalty to the healthcare provider. Compensation to the patient would also be paramount.




Recommendations
I would recommend that on the discovery of the crime, Kirk attempts to delete the post and publicly apologize for the incident. This step will help educate the ignorant public, and also express remorse for the crime.
I would also recommend that all hospitals enlist HIPAA regulations within the premises, in easily noticeable places.
Advantages and disadvantages of informatics
Informatics is great in keeping healthcare records, sharing out information, and reaching out to patients and services. Informatics help relay knowledge in a fast, efficient, and retrievable manner.
The ability to follow up on violations also heavily lies on informatics, hence acting as an important tool of evidence during such cases.
However, there are also ways in which the use of Informatics can be detrimental. From the above case, it is evident how we can use and misuse information, knowingly or unknowingly.
The use of informatics can be incriminating evidence against us. It is therefore important to be aware of the rules and regulations since ignorance has no defense.
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