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Honeypot
The rise in computer security incidences has called for continuous developments in countermeasures to curb any intrusions. The introduction of next-generation firewalls was one of the significant moves to prevent cyberattacks. Honeypots were introduced to trap cyber criminals so that they do not end up hacking into live systems. They imitate the most likely cyberattack targets to lure cyber criminals so that they are deflected from the legitimate one (Kizza, 2017). Honeypots not only focus on external threats but also on internal ones that could already be within the network. 
Honeypots are a major way to have the attackers come to the organization without task-go looking for them. Preparing a mimic system that attracts them will help the computer security team learn their tactics and be able to implement mitigation measures (Easttom, 2018). This is an excellent approach since companies get to invest in specific security areas. They get to know the particular attacks they could threaten an organization by clearly understanding how cybercriminals operate.
However, attacks may end up spilling over to the legitimate computer systems that may put so many things at risk. Personal information may be stolen from honeypots, and this makes the risk of running it even higher. This technique may be effective in various ways, but it could be the major contributor to similar system hacks on live systems (Kizza, 2017). Computer security needs to be constantly enhanced to cater to all information technology needs adequately. The rising growth of the internet of things leads to stiff measures laid down against cyberattacks. Organizations are encouraged to beef up their computer system security measures to avoid incidences of breaches. 
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