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Assignment #2
1. Explain what a search warrant is, why it is necessary, and how it is used to obtain digital evidence. 
A search warrant is a document provided by a law firm to evict a crime scene with the presence of a majority number of citizens that require approval for the search of a prescribed location of the case evicted.
A search warrant specifies the reason as to why a location selected has to be perused to get shreds of evidence over a court case. Its usage is defined by the court on how at the success of getting the evidence, what should happen next.
2. From the following list, choose three digital items that would hold data.
List: Cellphone, Laptop, USB memory stick, Plug and Display Docking Station, Game System, Keyboard, Desktop Computer system, Monitor, External Hard drive. 
For each item: Describe the article and explain what potential use the thing would be within an investigation (e.g., what type of data might hold and where it may be stored on the device, and why the data may be necessary). How would you package the items, each individually as evidence being specific as to the materials used and the process of documentation? With each, describe the steps that would be taken to collect the items (with emphasis on the care and handling, and packaging of each item consistent with digital forensic best practices described in the module content/weekly readings) at the scene. You should document these steps in a straightforward way to mitigate questions, concerns, or a fundamental lack of information that will call your processes into question in court.

i. Cellphone
A cellphone is a handheld device that enables its user to communicate with other users through the wireless forms of communication from one place to another with different communication networks and channels. A cellphone can be used to store multiple types of data that can be inevitably used in the essence of finding evidence within a prescribed user's case from a court perspective. The amount of data that can be held by a cellphone depends on the size of storage the cellphone has, and by what limits the user's data can be stored.
Different types of data, i.e., personal data to general information data, can be found within the device. In most cases, different users store their details like Gmail addresses, their phone numbers, and somewhat other essential information about them and their relations to other groups of people. Every user within a generalized perspective can have a cellphone. With the different technological transitions in digital transformation, advancement in having better cellphones is rigid, and it consists of better benefits to every user. With this as a supplement, every user having a technical device can store multiple items in their device ROMS. This enables a semi-permanent type of storing data. Data can be erased or added, and it can also be written to or modified.
With such measures, cellphone handling during case investigations is a type of tricky way because user data can be cleared remotely, enabling the user to be rigidly secure. With this as a fallback, the handling of such types of devices depends on how much data can be found on the device before anything happens. Secure handling carrier bags should be used to handle the tools as evidence in an investigation to reduce on hand touch.
ii. Laptop
A laptop is a portable electronic that processes data with the help of programs into meaningful information.  A laptop has complex components to enable its operation and to ascertain the processing of data. Each component in a laptop has a relative use to each other component within the device, and lack of a component might lead to malfunctioning of the device.
A huge amount of data can be stored within a laptop storage hard disk. This entails personal to more generalized data of a victim under investigation. 
Each laptop has a security feature that enables every user to protect their information. This does not guarantee the safety of their data. A user might delete access configuration and specific data remotely.
The handling of a computer device requires it to be secured and not directed to any liquid or related. It keenly should be analyzed to enable its workability to be normal.

iii. USB Memory Stick
A USB stick is a small portable device that can be of different sizes to hold data. It can store specific data of a user and can also be used to store applications running on mid-level workability that are self-session to start. The usage of a USB stick can be of different varied ways. A user may specify the anonymity of the stick to store only specific data about a certain specialized area or choose to generalize the type of data the USB stick is going to hold.
The major instance of having a USB stick is to advance faster sharing of data that might be sensitive and some that are just general to the public, which might be useful to secure their anonymity.
Varied methods of handling such devices by being keen that the devices do not fall into liquidated areas because of their singularity and tininess. 
2. What are the differences in the acquisition of data from a live (turned on) system, compared to one that is not on (turned off) when you encounter it.
a. Data can be harvested from a live system in much simpler ways than a turn off the system.
b. Turned off systems might be having complexities with its operation; thus, arriving at data itself might be a huge complicated process as compared to a system that is turned on. 
c. The assurance to get data on a turned-off system is less than that from a turned on system.
d. In instances, the viability of a turned-off system might be less than that of a turned-on system.
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