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Data Security and Loss Prevention for Travelers

Introduction
Cybercrime has become a reference point for global security, and a topic of discussion in the management of related risks. Advancement in technological infrastructure is increasingly becoming a target for cybercriminals. These hackers leverage technology susceptibilities and deception to utilize the human-technological gap, by aiming at sensitive passwords, applications, and data (How Symantec Data Loss Prevention for Mobile works & How to Implement | Symantec Connect, n.d). This can be linked to the recent unfortunate events concerning two employees of Padgett-Beale whose login credentials were hacked from their mobile devices while traveling. However, due to a two-factor authentication security which is defined as “an extra layer of security used to make sure that people trying to gain access to an online account are who they say they are. First, a user will enter their username and a password. Then, instead of immediately gaining access, they will be required to provide another piece of information.” (What Is Two-Factor Authentication (2FA)? n.d.), the criminals were caught; in this case, data security and loss prevention is a vital concept for travelers. The paper seeks to provide an analysis of security and privacy issues and suggest recommendations for the actions to be taken.
Analysis of Security and Privacy Issues
Arguably, employees are a vulnerable path in protecting company details, while connecting to public networks while on board. The IT and HR can help reduce such breaches by ensuring staffs are appropriately trained on cybersecurity protocols. It is evident that the majority of people feel comfortable using public Wi-Fi to connect through Virtual Private Network and virtual desktop infrastructure. Utilization of these public networks has landed many to problems threatening the security and the privacy of the organization's data. The scenario of Padgett-Beale employee’s best explains the concept of security and privacy issues on the company’s data. These issues can be addressed in a variety of ways.
Companies are to take into account all the precautions of their employees regarding data access. For instance, regardless of the multiple factor authentication viewed as limiting to workers, because it requires code to log in; it should be strictly used to avoid privacy issues. In the case scenario, the use of two-factor security played significant roles in ensuring tracking of hackers and preventing data interference (Two Factor Authentication | RSA SecurID Software Tokens, 21). 
Use of secure Wi-Fi nets is essential to protect the company's data. Sending or accessing confidential details can be disastrous in the event of hacking. Ideally, cybercriminals hack vulnerable systems and revolve around using the stolen credentials to obtain valuable data. Currently, the issue of cybersecurity has extended to the point of hacking systems while on travel (8 Cyber Security Tips for Business Travelers, n.d.).  The case of Padgett-Beale employees explicitly depicts what happens in the event of cybercrime when using insecure networks. From this incidence, network security is vital concerning preventing data loss. 
End-to-end encryption on individuals that are used to access organization details; it is crucial to have the software installed, to prevent loss of information. In this case, if a person prefers to use personal devices, then an additional layer of protection is necessary. For instance, in the case of Padgett-Beale employee's, they had activated a two-factor security authentication which requires the use of specific codes to access data.  The multifactor security verification is thus an additional security layer (Two Factor Authentication | RSA SecurID Software Tokens, 21).
Data loss prevention software is a tool that ensures sensitive data is not accessed or sent to the wrong person. People who prefer to have their gadgets to access company details while traveling should have this software installed on their devices (Mobile Device Security in the Workplace: 5 Key Risks and a Surprising Challenge, n.d.). The software operates through scanning red flags, in case of possible threats, it quarantines and confirms with the authorities in the message is confidential or not. The software is thus essential to avoid security and privacy issues such as that of Padgett-Beale employee’s.
Recommendations
It is recommended to install the two-factor authentication security for laptops, desktop, and mobile devices. The techniques prevent data access and loss by requiring specific codes. For instance, in the case of Padgett employees, the hackers failed to access information due to the multiple factor authentications. Another recommendation is to install a virtual private network (VPN) on mobile devices to enable Symantec data loss prevention. The techniques ensure that the mobile devices must use a VPN to either access or send company system. However if not connected to the company’s network, policy violations cannot be detected.
The company should have policies limiting access to information by employees while traveling or not within the organization (8 Cyber Security Tips for Business Travelers, n.d.). Such regulations will help organizations to avoid possible cybersecurity threats.  In addition, the firm should ensure that whole disk encryption is installed. It can be achieved through end-to-end encryption such that the details can only be accessed by authorized personnel. This allows the employees to add an extra layer of protection while accessing organizational data.
Employees should enable Mobile Prevent when accessing the network while traveling. The cellular detects and blocks confidential data in web content by incorporating a VPN and Web proxy to detect security threat (How Symantec Data Loss Prevention for Mobile works & How to Implement | Symantec Connect, n.d). The web content will automatically reject any requests rather than that specified in the Mobile Prevent policies thus ensuring the protection of confidential data.
Conclusion
Currently, hacking of organizational systems has become so rampant while traveling. The problems are mainly attributed to employee’s access to company details using public networks. Several instances of data loss have occurred to employees while using Wi-Fi while traveling. Prevention of such information is critical since it results in a massive loss of confidential details. It is essential to ensure staffs use protected networks and have their devices encrypted. The company should as well take measures by having policies that regulate data access.
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