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	Ethical Issue: Cloud Computing Privacy  

	Stakeholders
	Autonomy
	Confidentiality 
	Non-maleficence 

	Yourself 
	Individual right to make his or her decision to choose what is uploaded to the cloud.
	Your obligation to limit access on who can access personnel data uploaded to the cloud.
	You have the duty to secure data uploaded to the cloud by utilizing strong privacy settings, such as implementation of a robust password. 

	Others who utilize cloud computing 
	They have the right to make his or her decision to choose what is uploaded to the cloud. 
	There obligation to limit access on who can access personnel data uploaded to the cloud, and not distribute unless given permission. 
	All users duty to maximize the utilization of strong privacy settings.

	Cloud computing services 
	Cloud computing services have the right to set their own terms. “Storing data in the cloud means that access to that data is subject to the cloud computing service provider's terms.” (Electronic Privacy Information Center)
  
	“Data stored in the cloud may be subject to less stringent legal protection than data stored on a personal computer.” (Electronic Privacy Information Center)

	Cloud computing services duty to “encrypt user data when it is stored”. Storing data in clear text makes it “vulnerable to a security breach”. (Electronic Privacy Information Center) 
 



In today’s society we are living amongst a world revolved around technology. As technical advancements continue to thrive, society is implementing methods to make our everyday tasks easier including the utilization, storing, and sharing of information. Household companies Google, Apple, and Facebook, just to name a few have integrated cloud computing as a more efficient way of doing things. Such as backing up the context of our phones, sharing a document amongst a professional group, or even communicating by the means of social media.  “In 2018, approximately 3.6 billion internet users are projected to access cloud computing services, up from 2.4 billion users in 2013. (Statista)” Even with growth amongst users and technical advancements there still lies the dilemma of cloud computing privacy which has been a concern since its introduction. This report will utilize normative ethics autonomy, confidentiality, and non-maleficence to bring to light the issues that effect the user and provider. 
Autonomy puts emphasis on the individual right of the user to choose what he or she uploads to the cloud. In 2016 confirmed breaches to security were recorded at a record breaking number of 4.2 billion records (Weisbaum, 2017). “The best way to ensure hackers don’t get sensitive data, such as medical records or bank info is to simply not use Cloud for these types of document storage” (Lewinson).
 Confidentiality is an ethic which cloud computing providers should pride themselves by, unfortunately this isn’t the case; “cloud computer service providers often limit their liability to the user as a condition of providing the service, leaving users with limited recourse should their data be exposed or lost” (Electronic Privacy Information Center.). 
Non-maleficence is the duty to cause no harm, both individually and for all. Cloud computing providers offer their service in exchange for the associated password. Choosing a strong password is essential to protecting your data from unauthorized users. “Did you know that 90 percent of all passwords can be cracked within seconds?”(Ivey, 2013). An efficient method for choosing a password is to utilize a lengthy word followed by the provider’s name and a sequence of numbers. 
In summary, the following three normative ethics directly align with associated methods that can assist in the prevention of becoming a victim of neglect to cloud computing privacy.
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