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[bookmark: _Toc31958247] ABSTRACT
There has been a rapid growth of internet, cloud computing, over the past few years. Use of internet and computers has led to voluminous data in most if not all organizations, businesses and academic institution. Big data has become an important topic that has attracted a lot of attention from such an area all around the world. Big data is critical and maintaining its privacy and security is also a critical issue. In this paper, we will look at the several Big Data security and privacy issues and challenges that has been released by the Cloud Security Alliance and the ones that need to be addressed so as the data processing and computing services can be more secure. There is a difference between the privacy and security of Big data and that will be covered in this paper. It will also emphasize on the solutions that can be applied to address such challenges. This paper also provides an insight on the overview of a technique used to big data privacy called K-Anonymity, it helps to protect against the leakage of individual’s identity and information that is sensitive before it is released. The paper also gives an overview of big data security solutions and their application and their features as they are provided by big companies.

[bookmark: _Toc31958248]INTRODUCTION
	Big Data is a massive and large volume of both structured and unstructured data that is so large such that it becomes difficult to process it using the traditional software and database techniques. The volume of the data can be so big, or it can be moving too fast that it exceeds the current processing capacity. There are different types of Big Data and that is structured, unstructured, and semi structured data that is gathered from different sources. In the past few years, the data could only be collected from databases, and spreadsheets, but today data is collected from different places like emails, audios, videos, PDF’s and photos and others. Big data is characterized by five properties and that is; Velocity, Volume, Value, Velocity and Veracity. Due to the above characteristics, big data comes with various challenges which involve its privacy, and security.
	Big data security is a term that is used to describe all the measures and tools that are used to guard data from attacks like theft or any malicious activities that could cause harm or a negative effect. These threats include the theft of information that is sensitive or confidential and secret to an organization and this may be things like credit card numbers, customer information or contact details. These attacks are harmful and would cause serious repercussions like losses and fine, hence privacy of these data is needed in order to protect the identity and sensitive information of the dataset. (McAfee, A., Brynjolfsson, E., Davenport, T. H., Patil, D. J., & Barton, D, 2012)
[bookmark: _Toc31958249]SECURITY VERSUS PRIVACY
	Security and Privacy in big data is an important issue and very critical. To properly utilize big data, the security and privacy issues should be addressed. Security entails protecting the data from attacks and theft of data for profit. Data profit usually focuses on the use and the governance of one’s personal data like making policies to ensure that consumers’ personal information is being collected and used in the right ways. Big data is a term used to refer to very large data that have more varied and complex structure.
	Privacy is the privilege to have some control over how the personal information is collected and used. It is ability of an individual to prevent information about themselves from becoming known to other people, except the ones they give the data. Security on the other hand is the practice of defending information and its assets by using technology. When we look at the difference between privacy and security, data privacy focuses on using and governing individual data, an these could be things such as setting of policies to ensure that personal information of the consumer is being collected, utilized and shared in ways that are appropriate. However, security concentrates majorly on protecting data from attacks and misuse of stolen data for personal profit. Nevertheless, security is fundamental for data protection, but it is not enough to ensure its privacy. (Zhang, 2018)
[bookmark: _Toc31958250]Big Data and Privacy Issues
Every single day, data faces very high levels of challenges in maintaining the privacy of voluptuous data. Different people share data on large scale, although there are tools developed, they are not efficient enough to ensure proper and enough protection to the data. Also, the current technology has weak security and privacy maintenance ability hence can be easily breached either by accident or intentionally.  Securing Big data is difficult not only because of the large amount of data being handled, but also because of continuous streaming of data, multiple types of data and cloud-based data storage. (Labrinidis, A., & Jagadish, H. V. (2012), 2012)Some of the major issues and challenges in ensuring security and privacy of big data are as follows.
[bookmark: _Toc31958251] Secure computations
 Big data technologies use distributed programming frameworks to process large amounts of data. These distributed frameworks lack good security protections. It is very important to secure the computations being handled in these distributed programming frameworks to ensure that the integrity of data is maintained. 
[bookmark: _Toc31958252]Protecting data and transaction logs
Due to the size of data and transaction logs, these are stored in multi-tiered storage environments with auto-tiering functionality. Auto-tiering does not keep track of the data location. Auto-tiering systems can expose new vulnerabilities because of unknown physical data locations, untrusted storage devices which can result in organizations losing control over data.
[bookmark: _Toc31958253]Validation of inputs from endpoints
 Big data collects data from a variety of input devices including endpoints. It may be collecting logs from many devices and applications. The data which Big data is receiving might contain rogue data being sent by an untrusted endpoint. This can affect the organization’s analytical outputs. A challenge here is to validate all the inputs the Big data is receiving to ensure that it came from a trusted source.

[bookmark: _Toc31958254]Secure non-relational data stores
Non-Relational data stores like NoSQL are rapidly being used in Big data technologies. These data stores are not mature and secure enough, as of today. They have many security issues like no encryption support for the data files, weak authentication between client and server, data at rest is unencrypted which can cause privacy threats. (Bertino, E., & Ferrari, E., 2018)
[bookmark: _Toc31958255]Privacy-preserving data analytics
Privacy is an important issue in applying Big data technologies for analytics. As more and more data are being collected, this data aggregation along with data analytics could result in user privacy violation. If the data analytics is outsourced, an untrusted third-party employee can infer personal information of users. The organizations want to use Big data analytics tools to enhance customer satisfaction, but they need to ensure protecting user privacy while doing so.
[bookmark: _Toc31958256]Access control
 Big data handles a variety of data including sensitive data such as Personally Identifiable Information of users. There are many legal and compliance requirements to protect those data. Granular access control policies should be implemented so that only authorized users to have access to sensitive user data and analytics done on those data sets. This is needed to ensure the confidentiality of data.
[bookmark: _Toc31958257]Real time monitoring
Real-time security monitoring is needed for Big data infrastructure and the analytics it is handling. It has always been a difficult task because of the number of alerts generated by devices. These alerts have many false positives as well. Due to this reason, companies often struggle to monitor real-time data.
[bookmark: _Toc31958258]Solution to Ensure Big Data Security and Privacy
After covering the big data challenges, we can all agree that they are threats to the security and privacy of the datasets, and this can be a problem to both the organization and individual owners of the data. Therefore, measures should be put in place to ensure the safety of everyone’s information. Several techniques have been developed to ensure the protection of data and these techniques are discussed below;
[bookmark: _Toc31958259]Access control technology
This technology is adopted due to the large number of users and the complexity of authority in big data environment. Its purpose is to realize the controlled sharing of data and it is one by restricting access to data by addition of access control to the entries of data to ensure sensitive information is only accessed by a limited group of users.
[bookmark: _Toc31958260]Homomorphic Encryption Schemes
Encryption of data using Homomorphic Encryption Schemes, so that to protect the data’s privacy in a way that even if the data is leaked or attacked, the attacker cannot obtain any effective value of data. This type of encryption allows the functions to be computed on encrypted data without decryption.
[bookmark: _Toc31958261]Secure Multi-party computation, (CMC)
It which deals with problems of function computation with distributed inputs. Its function is to compute function when each party has some input. Therefore, parties have security properties, and concerning the privacy of data, a secure technique should never reveal any information other than output of the function.
[bookmark: _Toc31958262]Data anonymization or De-identification technology
It is a technique used on both the distributed and centralized database. Sensitive information is anonymized so that they cannot be identified as any individual’s record. Even if the attacker gets an anonymized data, he cannot access the original data as it is because the value of the key field is hidden. Anonymization of data should ensure to meet these privacy objectives; unique identity disclosure, which is if data is published there should be no record which would identify an individual. Secondly, sensitive attribute should not be disclosed, the attacker should not be able to learn about sensitive attribute of an individual. One of the benefits of this technique is that the data can be shared across different parties without involving restrictive access controls
[bookmark: _Toc31958263]Big Data Security Solutions Provided by Various Companies
Different companies have different security solution with different key features. Top companies like Microsoft, IBM, INFOSYS, HP, Oracle, Vormetric, and others have specific techniques they use to protect the privacy and security of their datasets and the solutions are different each made to handle the needs of the give company. Several of these solutions will be discussed below.
IBM uses a QRadar Security Intelligence Platform, which gives a comprehensive, integrated approach that combines real time correlation for continuous insight, custom analytics across massive structured and unstructured data and, forensic capabilities for deep visibility. The entire combination can help to address advanced persistent threats, fraud and insider threats.
INFOSYS uses IIP, the Infosys Information Platform, which is an open source data analytics platform. It enables businesses to operationalize their data assets and uncover new opportunities for rapid innovation and growth. It also provides an end-to-end data platform that leverages open source innovations and internal enhancements to seamlessly integrate into enterprise landscapes in a way that it can operate as a standalone big data solution or as an add-on to existing proprietary tools.
The above examples are an illustration of the applications of the solutions discussed earlier in actual companies to provide privacy and security for data.
Conclusion
The above text has shown the how important the privacy and security of big data is, the various issues that concern the same. Privacy breaches can cause big problems like embarrassments and even loss of jobs. it can lead to revelation of very personal information of individual, for example family members or even partners may discover one of them is pregnant and did not tell them resulting to damage of relationships. Information of illnesses and health conditions of an individual who wanted to keep them confidential might come out and cause discomfort to them. A privacy breach would affect the business of an organization after the information of their customers is revealed and they would lack confidence in them.
In conclusion, the privacy and security of big data is very critical and can cause a lot of harm if not adhered. Therefore, I would recommend every company, organization or institution to set measures to protect the privacy of everyone.
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