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Memorandum
National Security Council
To: Deputy National Security Advisor
From:
CC:
Date: 10/23/2021
Re: Cyber Attack on Defense Applications International
Summary:
Situation: The new incidents on the U. S. Defense Firm Defense Programs Worldwide by the organization Section 2112 have shown various flaws in US Cyber policies and several improvements that must be taken to avoid similar attacks in the future. This attack ought not to be considered a cyber intrusion but also a deliberate threat to the U.s. In preventing possible attacks, the US Cyber Unit's reaction ought to be rapid and effective. The hack was intended to impact vital infrastructure operations directly and must be recognized even so.
The United States Cyber Command is responsible for securing external and internal Defense department systems that enable the US military to function successfully. The US Cyber Command is indeed responsible for defending US objectives in cyberspace, including civilian defense companies. The commercial organizations that operate under that Same Cyber Command's cover would be selected by order of priorities depending on the function they play. The U.s is a symbol of liberty globally, and that should take the helm for cyber-related policy while also setting a standard for domestic cyber policy. Gaining ground on a worldwide cyber strategy will benefit not only the US but also states worldwide and must be prioritized when considering global disputes. Adjustments to US cyber policies must be thoroughly explored, and alternatives for hardening federal systems that hold important US assets must be presented. Existing policy tends to favor that what the US Cyber Authority will support systems and networks by government investment, accompanied by civilian preferences; however, the policy doesn't state of the kind that civilian preferences hold sway; therefore, a framework for deciding this priority is essential for the defensive strategy of essential US preferences.
Classification of the attack:
Given the evidence acquired from one of the most recent cyber-attack against the United States, this must be regarded as cyber espionage and a war crime. Utilizing a program built especially to strike the US power network is an illegal invasion. When combined with the stolen data on targeting and surveillance systems, Resistant's strategic aim is evident. The reality that the invasion was diverted through many nations, such as partner countries, demonstrates Resistant's purpose to carry out deception activities. This endeavor to cloak acts and the theft of confidential material could be used to ascertain that this was already conducted of cyber espionage conducted out by Resistant.
Section 2112 is indeed a powerful cyber force financed and equipped by Resistant's hostile country. The Security Agency has substantial proof that Section 2112 is responsible for the attack and data theft. According to Banks, "cyber reconnaissance" is described as "direct operations by an enemy to acquire entry to a computer or network system for the aim of obtaining information or intelligence to provide a country a benefit over the other" (Banks 2017, 513). Section 2112's strike, as conventional espionage, was aimed to acquire crucial data for the Resistant's benefit. As per Karim, Collin, and Anderson, several other nations have created and implemented to use the essential skills needed to undertake cyber-attacks, which represent less danger for intelligence collection than conventional espionage (Anderson, Collin, and Karim, 2018). It is an explicit act of war to deploy malware to assault the system that runs the power plant. As per Dinu, the International Laws essentially indicate that if another country launches an attack and there is economic loss or damage of life, as a result, it is considered an act of war (Dinu 2017, 143). The notion that the power station was closed down for 720 minutes due to a deliberate cyber-attack on that technology component qualifies as an act of aggression.
The United States Cyber Command must act quickly and decisively. The response and defense strengthening must be effective enough to prevent comparable crimes in the future. Deception is the most crucial and challenging component of a deterrent approach. Most strikes will be deterred if we ignore future opponents' access while maintaining a strong attacking capacity (Chen 2018, 121). The correct reaction by the US to this attack is to demonstrate to the global community that such conduct will be met with quick retaliation.
The notion that this strike qualifies as a war crime will send the global community that cyber espionage would not be allowed by the US. This designation, and the US state's subsequent steps, will pave the way for establishing a big global cyber policy that addresses not only blatant cyber-attacks but also instances of data theft in the future. The ability to identify this strike and react accordingly in front of the global community would spur discussions about international law controlling military actions and even cyber-terrorism within the recently designated area of cyberspace. Such activities will also aid in the development of military countermeasures in the sector.
US Cyber Command Responsibilities:
The US Intelligence Community is responsible for protecting the country's interests in technology and military operations in the cyber realm. The U. S. Cyber Command's tasks, in collaboration with other US public agencies, were put forth by the Defense Department. The protection of US Defense department systems and resources in cyberspace is the main responsibility of the US Cyber Operations (Nielsen 2016, 27). This objective corresponds to the activities performed against the U.s and will strengthen the country's cybersecurity capabilities. The US Cyber Command's second objective is to protect the U.s' internet infrastructure beyond the Defense Department and also the internet infrastructure of US objectives in cyberspace (Nielsen 2016, 27). This implies that enterprises like Military Technologies Worldwide that fall under the classification of global defense or country's interest should indeed be protected by the US Defense Department. The broad overall threshold for identifying whether the US Cyber Operations should protect civilian-run businesses will be primarily for national security reasons. Intelligence Community and the Defense Department must safeguard any corporation with a federal contract involved in the project involving sensitive data or any material that could be causing damage to the US if obtained by adversaries. Civilian businesses would be committed to defending their equipment, in addition to protecting the country's interests and verifying whether safeguarding a specific enterprise would be in the greatest interest of public safety.
Violations of human rights are one of the most significant factors when protecting both the Defense Department and the private sector. In the United States of America's Cyberspace, the authority should guarantee that all domestic and international regulations are observed and that the people of America have access to information. Besides defending national resources in cyberspace, preserving access to information movement between countries should be a major concern. There isn't much opportunity for defense over domestic enemies when the US Intelligence Community is protecting the nation's interests inside the realm of cyberspace against global foes.
Multidisciplinary collaboration inside the administration is one way to supplement the US Cyber Operations and guarantee that the greatest levels of security possible from the US administration are used to maintain the transportation economy protected. Like the virtual realms of the sea, air, and land, responsibilities for defending the nation from internal and external attacks must be distributed. The Security Agencies must be in charge of ensuring that the country's cyber security demands are addressed within its boundaries. At the same time, the U. S. Intelligence Community and the Defense Department must control foreign protection of the public and its assets.
International Policy:
Inside the Modern hemisphere, the US is a symbol of liberty. Because the US provides fewer policy proposals than every nation in the UN, it must lead the charge in building a global cyber strategy and, at the very minimum, a collection of recognized norms and laws in cyberspace. A well-established international cyber strategy might have far-reaching implications, potentially calming a few of the volatility in cyberspace. Similar to foreign policies on other matters, opposition from institutions like the UN could dissuade larger nation-states from engaging out cyber-attacks and possibly beginning a conflict with another country or multiple nations. Civil liberties in cyberspace are also a major reason why the US should develop a fundamental international cyber strategy. According to the United Nations Human Rights Council, fundamental human rights are crucial not only in physical realms but also in cyberspace. President Barack Obama started guiding the UN in developing a worldwide cyber strategy in 2011 by proposing that one be established (Ciot 2017).
President Barack Obama acknowledged the need for a global set of laws and standards to help govern the peripheral countries and create a global cyber deterrent for most countries. With technologies constantly evolving and cyber-attacks increasing in sophistication and scope, the global community must unite and clarify that strikes on a global scale might be considered an act of aggression. At the time, the UN does not consider cyber espionage to be a crime. It is up to each country to decide whether or not to penalize those discovered undertaking such activities.
Many of the world's superpowers have stringent treaties on foreign aggression and other kinds of aggressive action within the virtual realms; However, not each nation follows these laws; most nation-states are prepared to adhere to foreign relations. These international regulations, designed to prevent countries from engaging in warlike behavior in the physical realm, could also be applied to cyberspace. Just in the global arena, coping with this onslaught by the rogue state of Redistan would be difficult. The United States doesn't want to show weakness by letting this strike go unchallenged, but even a minor step in the wrong way can spark a big global conflict.
Brezhnev notes out in his works that contacts among countries in most sectors lead to hegemons or countries that exercise domination over others and dictate norms; the same is valid in cyberspace (Brizhinev 2018, 13). For this rationale only, the U.s must take the lead in developing a comprehensive cyber strategy because it is one of the world's main powers. Furthermore, the U.s takes pleasure in being the world leader in the Civil Liberties fight, and establishing fair and equal regulations in cyberspace fits under the Civil Liberties umbrella.
Changes to the US Cyber Policy
The strike conducted out from the Republic of Redistan has exposed some serious US cyber security policy flaws. The most important aspect of US national security policy is safeguarding the United States and its mode of living. Though this seems excellent and has also been occurring for ages in the virtual realms, we as a country are missing in this regard in the cybersphere. The most recent cyber-attack, which exposed intellectual secrets and compromised technology that controlled a power plant, demonstrates these cyber flaws. Whereas the U.s' objective is to leave the web mostly uncontrolled by countries, some minor changes to existing US policy are required to protect the safety of US infrastructures.
The Internet Research Task Force, which has multiple nations as participants, is in charge of most internet protocols. It's doesn't prioritize any popular sentiment or ideology over the other and assures that no country or administration is given preferential treatment (Brantley 2016, 31). This preserves the firm's independence and permits the web to stay an open space unfettered by any single authority. When reading the current US cyber strategy, which was passed into law by Trump in 2018, it has an essentially nationalist aspect. It focuses primarily on national defense instead of implementing reforms to discourage global cyber-attacks. Although a reactionary strategy is considerably tougher to sustain than a positive approach, the U.s could prevent most attacks from occurring by modifying domestic and international legislation.
Whereas the internet has grown outside any single government's or nation's control, national rules must be in existence to go out and disarm any country on the brink of causing a major international problem, just like the UN is likely to do if one country becomes hostile. The United States has developed a deterrent strategy in the virtual realms, which must be replicated in cyberspace.
Conclusion
The strike by Section 2112, a Redistan-based specialized cyber team, exposed some serious flaws in the US Cyber Defense systems and the US Cyber Policy. By responding to this declaration of violence with a rapid and effective response, the US may be likely to discourage any other big strikes in the coming. Cyberwarfare was carried out, but the equipment was also damaged; this strike can be classified as a declaration of violence. The U.s will use the U. S. Cyber Operations to defend Department of Defense networks and any government team member who has access to classified data that could be harmful to the country's security. The nation's comprehensive defense will necessitate a concerted response from numerous agencies within the US administration. One of the top tasks for global legislators ought to be the development of foreign relations. The development of standards and norms for military and state cyber security threats will aid in the prevention of several potential cyber-attacks. The Cyber system in the US could gain from being more proactive rather than reactive. It'd be more convenient to prevent cyber-attacks inside the past than responding to security vulnerabilities.
The POC for this Memorandum is the undersigned at: Michael.Christensen89@mycampus.apus.edu. 
Michael A Christensen
National Security Council Cyber Desk
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