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Mobile Security Plan
[bookmark: _Toc54126894]Introduction
Mobile security also known as mobile device security is essential in mobile computing. Mobile computing focuses on the security of business and personal information stored in smartphones. Apart from using mobile phones to communicate, they can plan and organize an individual’s work and personal life. Smartphones same as computers are bound to be targets of attacks; therefore, having a mobile security plan is important in curbing and preventing the attacks. 
Smartphones are targets of attack since they have a sensitive amount of information that need to be controlled to protect the user’s privacy and the company's intellectual property. This report will discuss the mobile vulnerabilities of Bluegreen Media Company, plans to strengthen the company’s mobile security posture, and mobile threats that the company experience in mobile computing. The paper will contain the company's analysis plan for the mobile environment; steps and tools used to analyze the company’s vulnerabilities, and the audit process Bluegreen Media should follow to fortify the mobile environment. 
[bookmark: _Toc54126895]Mobile Threats
Bluegreen Media Company is about marketing services and firms through Wi-Fi technology thus providing exponential growth through optimization and analytics. A mobile threat is like a virus and spyware that infects smartphone’s software. The top six mobile threats include leakage of data, unsecured Wi-Fi, spoofing of network, spyware, broken cryptography, and phishing attacks. Data leakage happens through signed mobile apps in hostile enterprises. The malware programs move valuable data without raising red flags using a distribution code native to operating systems. To avoid data leakage, the user needs to give apps permission they need and demand more steer clear them (Mavoungou et al., 2016). 
People do not want to burn their cellular mobile data when free Wi-Fi is available. Most free Wi-Fi are unsecured therefore it is advisable to use the wireless connection sparingly. Confidential and personal services and information should not be accessed using free Wi-Fi to avoid attacks. Network spoofing is the process where hackers use fake access points to trap users who access free Wi-Fi networks in public locations. For instance, in airports, the access points are commonly named “Free airport Wi-Fi” Since most people use their email and password to sign in, it makes it easier to be hacked. Therefore, when creating a login to access the Wi-Fi, people are encouraged to use a unique password (Li et al., 2016).   
Apart from malware programs that send data to cybercriminals, spyware is also a threat that is close to home. The spyware is installed by individuals such as spouses and coworkers to track their activities. These programs are installed in a device without the consent of the individual hence, being attacked is easy. A malware detection suite uses scanning techniques on a device to avoid threats from the apps and programs installed. Cryptography breaks when an app developer uses a weak encryption algorithm. A developer with weak algorithms is used despite their vulnerabilities of speeding up an app's development process. Therefore, a hacker exploits the vulnerabilities by breaking the cryptography thus gaining access and cracks passwords. 
[bookmark: _Toc54126896]Vulnerability Analysis Plan
Vulnerability analysis is a systematic review that checks the security weakness in a system. Not only does it check the weakness but also mitigate vulnerabilities and threats when in need. Companies such as Bluegreen Media to prevent threats and vulnerabilities have to install strong encryption algorithms in all devices they produced. Thus, individuals will be attracted to their devices thus increasing demand, which in the long run leads to the company's increase and development. The company needs to have an audit process that will be unique to other company.	The process needs to have vulnerabilities assessments such as host, network and wireless, database assessment, and application scans (Oberheide et al., 2016). Host assessments involve assessing servers’ that are vulnerable to attacks since they are not tested from a machine image. Wireless and network assessment prevents unauthorized person from accessing public networks and accessible resources. The audit process should ensure the database assessments identify rogue database and remediate to strengthen the company's mobile environment.
Vulnerability analysis involves four steps vulnerability identification, analysis, risk assessment, and remediation. This theory aims at strengthening the mobile environment of Bluegreen Media Company. The objective of vulnerability identification also known as testing is to create a comprehensive list of vulnerabilities applications. The tests done by security analysts using automated tools identify their security weakness and prevent the vulnerabilities from causing more damage in the mobile environment (Josephlal & Adepu, 2016). 
The second step's objective is to find the root cause of threats and vulnerabilities identified during testing. The analysis identifies the components found in all vulnerabilities in the system that weakness the mobile security posture of a Bluegreen Media. Once the root cause of vulnerability is identified, it will be easier to provide a remediation path. Risk assessments are based on factors such as the systems that are affected, data and business functions at risk, the severity of attacks and threats, and the potential damage arising from vulnerability. The objective of this step is to prioritize vulnerabilities through assigning ranks and severity to vulnerabilities. The objective of remediation step is to close security gaps by determining the effective path to mitigate vulnerabilities (Oh et al., 2020). Steps followed when closing security gaps are introducing security procedures, updating configurational changes and developing a vulnerability patch. 
Vulnerabilities assessment tools scans for new and existing attacks that targets mobile applications. These tools include web application scanners that determine attack patterns, protocol scanners that display vulnerable protocols and ports, and network scanners that visualize networks discovered through warning signals. These tools are important since they feed into the company’s ongoing assessment process of vulnerabilities that weakness the mobile environment. 
[bookmark: _Toc54126897]Recommendations
For Bluegreen Media Company to strengthen its security for mobile environment, they need to analyze their technology infrastructure, determine types of mobile vulnerabilities and threats, and develop a security plan. 
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