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4.1 AV comparison
Software operations are nowadays faced with many threats that can hinder proper usage of an application or software; this requires the creation of antivirus products that protect computer gadgets from viruses that hinder proper usage of the software. Looking for internet protection, various antivirus products can offer a solution to this problem, including AVAST PRO, Malwarebytes, a free and paid program, AVG antivirus, and Bitdefender, which is also one of the best AV programs that are available both free and paid. The features of these Av programs areas discussed in the table below.
	Av program 
	features

	AVAST
	It sometimes skips 0-day –malware attacks with an average of 96%.
It has a free version, as well as its low prices, which make it perfect.

	Malwarebytes
	Has an ability to clean up even the latest types of malware that top AV program.
It is light, first, and able to clean up 99% of the malware.
It requires regular screening of the PC to ensure malware security.
Its premium has few internet protection features.
Its free version should be used with another AV to offer real-time security.

	Bitdefender
	Its free edition secures against the latest threats.
It requires payment for full protection, including online security and encrypted data transmission.
Its test results have been above 98% since 2010.
It has a simple setup process and light on the resources.
It offers ideal protection.

	AVG Antivirus
	Its free version secures against most of the malware threats.
It provides email and link protection.
Its premium version provides internet protection, including safe downloads, online and offline data encryption.



Each differs differently from Norton, the AV I currently use because each of them has different features, some of which are similar and others differ from those of Norton for instance, it doesn't have a free version as most of the AVs discussed above do, and also offers child-internet-usage protection which most don't provide.
Therefore, I recommend Norton to internet users as I find it better because of its unique features, including its well-known brand in the field that has been shielding many internet users from the newest threats. It provides complete PC and online security together with other accessible tools like a bootable-recovery tool. It also provides a 100% virus elimination guarantee and a 100% money refund if it fails to remove any malware. It, however, does not have a free version and is also known to resource for heavy AV test performance criteria. Its best features include child-internet-usage protection, up-to-date minute updates, browsing security, and complete malware and internet-usage security.
4.2 Threat maps
Cybersecurity threat maps are real-time maps taking place at different times. They include: Kaspersky is a threat map allowing geographical interface in allocating the threat to the application on the internet. Checkpoint threat map provides high technology mechanism allowing for detection of attacks from the Denial-of-service attacks. Checkpoint shows the recent attacks on different applications. Fireeye threat map is located in an informational section without having many components as compared to other threats. Fireeye shows the source, number, and destination of attacks that occurred over a specific time. Finally, Bitdefender map threat is majorly known for interactive form showing various attract and threats to the firm's software. The threat maps provide information leading to discovering another risk at the specified time allowing users to know the type of security used. The major weakness of threat maps is that it allows hackers to carry out more cyber-attacks. 
I would recommend organizations improve the host security of different applications using authentication users on digital platforms. The characteristics of creating the platform should be identified, such as fingerprint scanners. 
4.3 Application Patch Management
Snapchat, Instagram, safari, and Spotify are the online cyber security threat maps. Snapchat is the cyber security map with different security policies to enhance the privacy of the data. Users of Snapchat add friends from different locations and add them to the contact lists using codes. The friends view their information, such as their username. Companies using Instagram undergo security vulnerability making companies enhance their privacy issues. They install API, improving the security concerns between the enterprise and clients. In safari applications, the privacy of customers is not disclosed by a specific firm. The investigation is conducted to identify the security policies of the firm improving the provoke of the websites. The safari application needs to be updated regularly to the privacy and security of the information. Finally, the Spotify application assists in protecting the security and privacy of the users, putting more concentration on the desire to meet the privacy needs of the clients. Through the Spotify application, companies are taking the privacy issue to be very critical and scrutinizing all the information submitted to the internet. The privacy level help in fighting attacks before understanding the rules of engagement related to the security concerns of Spotify. 

Module 5
5.1 Unified endpoints management tools 
	Management tool
	Intune
	VMWare
	IBMaaS360

	Location tool
	· 
	· 
	· 

	Offboarding
	· 
	· 
	· 

	Onboarding
	· 
	· 
	· 

	configuration
	· 
	· 
	· 


Small businesses having ten employees should be using Intune tools to manage their operations. The tool will support the firm's ecosystem while securing all the data by managing the operating system providing the unified solution. 
5.2 Models of enterprise deployment
	Name of Model
	Features
	Business action
	Employee action

	Choose your device (CYOD)
	Employees are choosing devices from limited sources while paying the cost of the devices.
	Companies allow people monthly cost of the device.
	Employees choose from different sources offered by the company based on reliability, durability, and security. 

	Bring your own device (BYOD)
	Allows people to use personal devices like phones to conduct business
	Smaller firms having temporary staff are using the model
	Workers should choose and support the device

	Corporate-owned
	Enterprises are buying and owning the device
	The aspects of the devices are monitored by the organization
	The device is only used for purposes relating to the firm.

	Virtual desktop infrastructure (VDI)
	Used on remote servers accessed by smartphones for storing sensitive data and applications
	The device is centrally managed by the enterprise.
	Users have the role of customizing the display for data in places of residence.


The most secure option is a corporate-owned device which is only used for functions related to the organization. The least model is Bring your own device (BYOD) as it is only supported by employees hence prone to attack. Therefore, organizational enterprises such as schools should be using the corporate-owned model. I will use Brig, your own device model, as it is easily accessible and cheap. 
