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Social Media: What you need to know
Interprofessional Staff Update
Due to a recent breach in our organization’s social media policy this interprofessional staff update was created to clear up guidelines and expectations of this organization. 
Let’s start with definitions:
· Protected health information (PHI) is the term given to health data created, received, stored, or transmitted by HIPAA-covered entities and their business associates in relation to the provision of healthcare, healthcare operations and payment for healthcare services.  (HIPAA Journal, 2018). 
· Healthcare providers are required, under the HIPAA Privacy Rule, to protect and keep confidential any personal health information. It also sets limits and conditions on its use and disclosure without patient authorization. (Zable, 2016). 
What are patients most concerned about?
· Privacy, security and confidentiality:  When a patient is admitted to this facility, they are trusting that the staff here is concerned about their privacy, security and confidentiality.  We should NEVER disclose the location, diagnosis, or any identifying information pertaining to a patient’s stay here with us. They are at their most vulnerable when they are not well and as the health care professionals entrusted with their care it is up to us (physicians, nursing, IT specialists, and nursing informaticists)  to make sure we are handling their PHI with care.  This organization has implemented security safeguards to increase trust, the frequency of health record use, and reduce privacy concerns, consequently increasing patient care quality. (Kisekka & Giboney, 2018).

How do we protect our patients?
· NEVER post patient photos, negative comments about a patient or give any details that
 could identify them.  Even when posted with the best intentions, such as trying to get professional advice from colleagues about patient care, these posts are discoverable and can lead to legal problems. (Balestra, 2018). 
Who should report breaches in the current social media policy?
· Anyone that is aware of a breach that occurs on social media
Who do you report a breach to?
· Your manager, compliance office or risk management, health care professionals who report violations will be protected from retaliation. (ANA Center for Ethics and Human Rights, 2018).  A complete investigation will be conducted and a determination will be made whether or not a breach has occurred. 
What happens to the offender?  Several actions can be taken against anyone who violates the social media policy, up to and including the following:
· Termination
· Malpractice litigation
· Disciplinary action from the board of nursing
· Potential Civil litigation and fines
· Possible jail time. 
It is important that we all work together to provide our patients with the best possible health care that we can deliver by protecting what they hold most dear…..their privacy. 
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