Lab Report
% 1 Screenshot for folders created for the new FAT32 drive E.
[image: ]

#2 The network path for LabShares is \\DESKTOP-ISNJH\Shared
%3 Screenshot for Permission of LabShares Folder.
[image: ]
%4 Screenshot for Richard permission set up
[image: ]
%5 Screenshot for Linda Permission Set up.
[image: ]
%6 Screenshot for Maria permission set up.
[image: ]

Log in each user Richard, Linda and Maria, create and read in various subfolders 
#7 Richard and Linda accounts can create Documents
#8 Richard and Linda accounts can modify Documents.
#9 Richard, Linda and Maria user accounts can read Documents.

After Altering permissions as instructed. 
#13 Maria account can create Documents and folders. Linda account cannot access to the LabShares folder completely. 
#14 Maria account can Modify documents.
#15 Maria and Richard accounts can Read Documents
%16 Screenshot for Parent folder and each of subfolders permission modification.
[image: ]

#17
	
	
	Richard 
Is able to 
	Linda 
Is able to 
	Maria Is able to 

	Folder Name 
	Share Name 
	
	
	

	LabShares 
	Shared 
	R, C, M
	R, C, M
	R, C, M

	Documents 
	Docs 
	R
	R, C, M
	R, C, M

	Spreadsheets 
	SS 
	R, C, M
	R, C, M
	· 

	Artwork 
	Art 
	· 
	R
	R, C, M



 No permissions are not the same no matter which type of share you gain because each and every has its own set of permissions for very user. Some shares restrict users to only viewing them, some shares have permission to change and view them while some shares are completely blocked from the users. Therefore, the permissions depend on the permissions allowed for a given user in a share.
#18. If the permission is assigned in Allow mode, the Change permission is the same permission features and functions. Read permission allow user to read only. However, in the Deny mode, no matter what permission is, the user cannot access to the directory or file, therefore, the user cannot do anything even though the user has been assigned the particular permission.

%19 Screenshot to Add Richard to Executives Group.
[image: ]
%20 Screenshot to add Linda to Temp.
[image: ]

%21 Screenshot for assigning Executives to Docs Share to allow Change.
[image: ]

%22 Screenshot for assigning Temps to SS share with deny Change.
[image: ]


#23 For Richard after making the changes to Docs share. 
#24This is because the account is part of Executive group which has the permission to Change the Docs share, Richard is now able to Read documents, create documents and Modify documents within the Docs share as opposed to before when he was only able to Read the Docs share.
#25 Linda cannot read the SS Share. 
#26This is because the account is added to the account to Temp groups and modifying its permissions to deny Read, the account cannot therefore have Read access to SS share as it had before adding it within the Temp group.

%27a Screenshot for Mapping Shared – Drive V:
[image: ]
%27b Screenshot for Mapping network drive for Art -Drive W.
[image: ]

%27c Screenshot for Mapping network drives for Docs-Drive X:
[image: ]

%27d Screenshot for Mapping network drives for SS Share-Drive Y:
[image: ]

#28 Even after mapping the shares to drives and accessing them using drive letters rather than network shares, the permissions have remained the same therefore nothing has changed.

%29a Screenshot for Labshares user’s removal.
[image: ]

%29b Screenshot for Art Share user’s removal.
[image: ]

%29c Screenshot for Documents user’s removal
[image: ]

%29d Screenshot for Spreadsheets user assignment removal
[image: ]
%30 Screenshot for NTFS Security Tab.
[image: ]

%31 Screenshot for Security assignment.
[bookmark: _GoBack][image: ]

#32. Shared share Folder settings
	Assigned Object 
	User or Group (U/G) 
	Permissions 
	Inherited (Y/N) 

	SYSTEM 
	
	Full Control 
	N

	      Administrator
	
	Full Control
	N

	Authenticated User
	
	Modify
	N

	Users
	
	Read and Execute
	N




#33 Art share Folder settings.
	Assigned Object 
	User or Group (U/G) 
	Permissions 
	Inherited (Y/N) 

	SYSTEM 
	
	Full Control 
	N

	      Administrator
	
	Full Control
	N

	Authenticated User
	
	Modify
	N

	Users
	
	Read and Execute
	N



#34. Maria, Richard and Linda’s effective NTFS permissions Table.
	
	
	
	

	Artwork
	Richard
	Linda
	Maria

	Full Control
	N
	N
	N

	Traverse folder / execute file
	Y
	Y
	Y

	List folder/ read data
	Y
	Y
	Y

	Read attributes
	Y
	Y
	Y

	Read extended attributes
	Y
	Y
	Y

	Create files / write data
	Y
	N
	Y

	Create folders / append data
	Y
	N
	Y

	Write attributes
	Y
	N
	Y

	Write extended attributes
	Y
	N
	Y

	Delete subfolders and files
	N
	N
	N

	Delete
	Y
	N
	Y

	Read permissions
	Y
	Y
	Y

	Change permissions
	N
	N
	N

	Take ownership
	N
	N
	N



#35. Maria Account holder can access, create and modify files within the Art share.

[bookmark: page26]#36. NTFS share permissions are granted to an account user at Windows logon and they affect both local and network users. There since Maria has Read, Write and Create permissions on Artwork folder the account user can perform those operations whenever the sign in.
#37 Richard Account holder can access, create and modify files within the Art share.
#38 When logged in Richard local account the user has effective permission to create, Modify and Read the Art share.

#39. When logged in as Maria she is able to create new documents read but cannot modify the existing documents to delete them. This is because the account has the capability to only extend attributes as per its effective permissions.
When logged in as Richard she is able to create new documents read but cannot modify the existing documents to delete them. This is because the account has the capability to only extend attributes as per its effective permissions.
Maria is not able to write to existing and new files. This is because the account is currently users under everyone are only given permissions to read and view share files and cannot make modifications to any of the share files or create new ones.

#40. Not it’s not necessary to deny Linda access of the share files in order to have write across a network but rather to add a user account with the Access permission type in order to read and write across a network.
#41. Yes, after making the necessary changes as described above my solution worked as I expected.

#42. To make all the users to have access to change files and folders across the network access, I would create a new user group add all the users to it and give access permission for the group with capability to change various shares across a network access. This will give all the users in that group access to change files and folders across the network access. This procedure all makes it very easy to manage permissions for shares in a network access.

image5.png
1

«

Share

B Music -

View | Drive Tools

S v 4 > ThisPC > SIVO4T-PS(E) >

O Name

~_ Date modified

] Screenshots
B Videos

7@ OneDiive

[ This PC.
3 30 Objects
9 Deskeop,
Documents
& Downloads
B Music
=) Pictures
B Videos
‘&, Local Disk (C:)
6 DVD Diive (09 E
= SILVO47-P5 ()

= SILV047-P5 (€)

& Network
DESKTOP-ISNH

'DESKTOP-VRSMI

3 LabShares Properies

X m

Share Pemissions

(Group or user names:

7 Permissions for Shared X

82 Everyone
& Richard (DESKTOP-ISNJH12\Richard)
& Linda (DESKTOP-ISNJH12\Linda)

item

Tpe

File folder

i, Local Disk (C:)
8 DVD Drive D E'y,

4items

1 item selected 505 KB





image6.png
= | DESKTOP-ISNJH12 - o X

| B
dome st view )
.

v 4 B Network > DESKIOP-ISNIHI2 v O | O Search DESKTOP-SNIHI2

(&= Pictures. *n At Docs
el | 1
b Music . .

S L e L-
B videos 1

7@ OneDiive

[ This PC.
3 30 Objects
9 Deskeop,
Documents
& Downloads
B Music
) Pictures
B Videos
‘&, Local Disk (C:)
6 DVD Drive (09 E:
= SILVO47-P5 ()

= SILV047-P5 (€)

& Network
53 DESKTOP-ISNIH .,

Aitems

6 DVD Drive (09 €1,
Sitems 1 item selected 599K




image7.png
& Computer Management
Fie Adion View Help
e amXEE HE
?‘ﬁcln W"’"’ ‘;’” ent(Local [ o ecutives Propertes ? X
> @ Task Scheduler B
> [@ Event Viewer
> ] Shared Folders
« & Local Users and Groups| U Brectives
1 Users
= Groups
> @ Performance Descrpter
& Device Manager
© 8 St Verbers:
7 Disk Management ®Rchard
5 E Services and Applications

Changes to a user's group membership

FEIEN] s e it ot e e

userlogs on

[0k 0 Cand [ oo ([ b |





image8.png
& Computer Management.

File Action View Help

Changes to a user's group membership

FEIEN] s e it ot e e

userlogs on

T = =





image9.png
[0 = | Labshares

« “ 4 [ > ThisPC > SILVO47-P§(E) > LabShares v o O Search LabShares

M Desktop  # A [ Neme Date modified Tpe Size

& Downloads + [ Artwork 2/29/2020 810 PM File folder
Documents # =) ™ folder
= e~ ) Spd & Documens Properies x hm
1 LabShares

B Music % permission or Docs x

7] Screenshots Share Pemisions

[ Videos (Group or user names:

% OneDrive 82 Everyone:
& Richard (DESKTOP-ISNJH12\Richard)
0 This PC & Linda (DESKTOP-ISNJH12\Linda)
3 30 0 & Maris (DESKTOP-ISNJH12\Maria)
jects

9 Deskeop,
Documents
& Downloads
B Music

=) Pictures

B videos

Local Disk (C)
o DVD Drive (D) E! |
— SILVO47-P6 (E)

Jitems 1 item selected

Stte 2R





image10.png
B Documents Properties x

7 Permissions for Docs X

‘Share Pemissions

Group or usernames:
& Linda (DESKTOP-ISNJH12\Linda)
& Maria (DESKTOP-SNJH12\Maria)
62 Executives (DESKTOP-SNIH12\Executives)

Pemissions for Temps

Alow Deny
ol ortr o o
Crange 5|
Fead =
oy




image11.png
etwork > [ x ch DESKTOP-ISNJH1
@ Mop Network Dive

! What network folder would you like to map?

| S ——
e
Folder: \\DESKTOP-ISNJH12\Shared Browse.
T —

Reconnectatsign-in
[ Connect using diferent credentials

Connect to a Web site that you can use to store your documents and pictures





image12.png
| Screenshots

- o x
Share  View S 2

| DESKTOP-ISHUH2 - o x
Share  View v e
#*q ¢ © 4 E8, Network > DESKTOP-ISNIH1Z v © | O Search DESKTOP-ISNJHI2
m
3 wses n Xy
& Music “ @ Map Network Drive
- [ 1] screenshots
Videos '
n B What network folder would you like to map?
@ Onedrive
Speciy the drive leterforthe connection and the folder that you want o connect t:
U = misec
B o one
- I Desktop Folder: \\DESKTOP-ISNJH12\Art. v Browse...
Exsmple \servershare
[AReconnect atsign-in

[ Connect using diferent credentials

Connect to a Web site that you can use to store your documents and pictures.

= SIVO4T-P5 (E)
= Shared (\DESKT

.

Titem B Network
11 DESKTOP-ISNH

4items 1 item selected





image13.png
| Home  Share  View  Picture Tools

= | DESKTOP

JH12

Wome st view

<« v,
B Videos
z OneDrive
[ This PC.
30 Objects
1 Desktop
Documents
& Downloads
D Music
] Pictures
B Videos
‘& Local Disk (C)
i DVD Drive (D) E!
- SILVO47-PS (E:)
= Shared (\DESKT
= Art (\DESKTOP-

= SILV047-PS (E)

& Network
[ DESKTOP-ISNJH'
(3 DESKTOP-VRSMI!

Network > DESKTOP-ISNIH12

!M

) S

! { o @ Map NetworkDive

What network folder would you like to map?

v O P SearchDESKIOP

L s

‘Specify the drive letter for the connection and the folder that you want to connect to:

Drive:

Folder:

ditems  1item selected

\\DESKTOP-ISNJH12\Docs.

Example: \\server\share

Reconnectatsign-in
[ Connect using diferent credentials

Browse.

Connect to a Web site that you can use to store your documents and pictures.





image14.png
| DESKTOP-ISNJH12 - o

= | DESKTOP-ISNIH12 -

Home  Share  View

> Network » DESKTOP-ISNJH12 v © | O SearchDESKIOP-ISNJHI2

! At l Docs l Shared
- ! | @ Map Network Diive

What network folder would you like to map?

‘Specify the drive letter for the connection and the folder that you want to connect to:

e B

Folder: \\Desktop-isnjh12\ss ~| [
Local Disk (C) Example: \iserver\share
i DVD Drive 0) E! FReconnect at sign-in
= SILVO4T-P5 (E) [ Connect using different credentials
o Shared (WDESKT Connect to o Web sie that you can use to store your documents and pictures.
= Art (\DESKTOP-

= Docs (\DESKTOI
= SIVO4T-P5 (E)

& Network

= DesKToP-snH

4{ [ DESKTOP-VRSMI,

4items 1 item selected





image15.png
B -l swosrs e

1

€ v D m THSPC 5 SIVOST-PS (E)

o -

7] Screenshots

0 Neme
(i

Date modified

2/20/2020808PM

Tpe

File folder

7@ OneDiive B Labs

5 This PC

ares Properties

3 30 Objects
I Desktop

& Downloads
B Music

= Pictures
B Videos

Local Disk (C:)
DVD Drive (D:) E!
SILV047-P6 (E:)
‘Shared (\\DESKT
Art (\DESKTOP-
Docs (WDESKTO!

55 (Desktop-is

= SILVO47-5 (E)

7 LabSares

Titem  1item selected

7 Permissions for Shared

Share Pemissions

Group or user names:

Pemissions for Everyone

Alow
Ful Cortrol [m]
Change [m]
Read

4items 1 item selected

Size

o

»

Search SILVO47-P6 (E)





image16.png
e View

This PC > SILVO47-P6 (E) > LabShares

" [ Name Date modified Type
| Artwort 0300021004 Einsolder
) Docu] B Artwork Properties X blder
] Spreac bider
 Permissions for Art x
Share Pemissons
Group o sernames:
A Renove
Pemissons for Eveyone Dery
Rl Contol O
Change i}
Resd O
| Stote: R Sharkar Cancel Aoply
cted
B Deskiop
Documents
J Downloads
D Music

=] Pictures

Size

Search Labshares

%19





image17.png
- M - o

Home  Share  View PictureTools
012 0 =1 ebshare -
Home  Share  View
« v & [ TsPC > SIVGAT-PE(E) > LabShares v O O SearchlabsShares
[ old A D R - i Tpe Size
Documents Properties x
[ screenshots L Fieroaer
@ ondie IR Ee— x [
File folder
B Tris PC Share Pemissions
3D Objects
3005 Group orusernames
I Deskeop. B Everyone
& Downloads
b Music
= Pictures
B videos e
‘i Local Disk (C) Pemissions for Eveone Aow _ Deny
o DVD Drive (D) E! Full Control [m] [m] ¥
7-P6 (B Change [m] [m] E
— SIVO47-P5 (E) o g P
= Shared (WDESKT
= Art (\DESKTOP- |
= Docs (WDESKTO! -
= 55 (\Desktop-ist
= SIVO4T-P5 (E) 529
] Labshares oK Cancel ooty

Sitems 1itemselected State: @R Shared

ditems 1 item selected
T Deskiop —
Screenshot (25)

Documents




image18.png
are  View

This PC > SILVO4T-P6 (E) > LabShares

A O Name Dste modifed Tpe
3 Artwork 27297200810 PM Filefolder
) Documents 272972020810 M Filefolder
[ Spreagchane 00 21000 Eiefolder
3 Sprescshests Properties %
1
7 Permissions for S X
Share Pemissons
Group o sernanes:
Add Remove.
Pemissons for Everyone Mow __Deny
Ful Cortrol a [m]
Change [m] [m]
Read o
g St QR shal
il L
ESKTOP-ISNUH || = oy
1 tem selected

W Desksp T

Documents

& Downloads
B Music

&) Pictures

Size

»

Search Labshares





image19.png
ols

vio Search This PC
< SILVO47-P6 (E) Properties
General Tods Hardware Sharng
Secuty | PrevousVemons  Quta  Customize
Objectname:  EA
bas
Group orusernames:
To change pemissions,cick Edt =
Pemissons for Everyone Mow ___ Deny
Ful cortrol v }e (0) EsD-150
Modfy v ke of .99 GB
Resd derecute v
Ltfokdercorters v
Resd v
Wit v
Forspecial pemissions or advanced setings =
cick Advanced A
KTOP-ISNUH12) (W)
] e o 995 GB
ok ][ Goncnl Foply
top-isnjn12) )
- -





image20.png
= Manage

=@
.

»

v 4 E ThiskC >

Music

[ o

7] Screenshots

7@ OneDiive

=R
9 30 Objects
I Desktop

Documents

3 Downloads

»

Music
Pictures

Videos

Local Disk (C:)

DVD Drive (D:) ESD-ISO
SILV047-P6 (E)

Shared (\DESKTOP-ISNJH12) (V)
Art (\DESKTOP-ISNIHT2) (W)
Docs (WDESKTOP-ISNUHT2) 0¢)
55 (\Desktop-injh2) )

= SILVO47-5 (E)

14items 1 item selected

s
= Pictures

B Videos

‘& Local Disk (C:)

i DVD Drive (D) ESD-1SO

14items 1 item celected

4

v o O Search This PC

~ Folders (7)

B&SYSTEM
62 Administrators (DESKTOP-ISNJH12\Adrinitrators)
62 Users (DESKTOP-SNUH12\Users)

To change pemissions, lick Edt =

Pemissions for SYSTEM

Fullcontrol
Modfy

Read & execute
Listfolder corterts
Read

Wite v

KRR E

Forspecial pemisions or advanced setngs, =
click Advanced. Ll

oK Cancel

sp-150
Joo G

ISNIH12) (W)

oo Ga
ni12) (v)

ESKTOP-ISNIH12) (W)

free of 9.99 GB
Hktop-isnjh12) (¥:)





image1.png
[ Labshares

« “ 4 [ > ThisPC > SILVO47-P§(E) > LabShares

s Quick access

9 Desitop
& Downloads
Documents
=) Pictures
] LabShares
B Music

1] Screenshots
B videos

LRI

7@ OneDiive

8 This PC
3 30 Objects
9 Deskeop,

Documents

& Downloads

B Music

=) Pictures

B videos

Local Disk (C)

i DVD Drive (D9 ',

View

O Name

1 Arwork
] Documents
] Spredshects

Date modified

2/29/2020810PM
2/29/2020810PM
2/29/2020810PM

Tpe

File folder
File folder
File folder

Size

P Search LabShares




image2.png
Share  View

€ 3 A m> TsPC > SIVO4T-PEE) v | & P SesrchSILVOAT-P6 (E)

b Music A O Neme - Date modified Tpe Size
7] Screenshots S
B Videos & LabShares Properties X
% Pemmissions for Shared x
Share Pemissons
Group orusernames:
8 videos
Local Disk (C:)
i Pemissons for Eveyone How __Deny
® Rl Contol o O
— SILVO4T-P5 (E) Change O O
= SILVO4T-PE (E) flead “ =
& Network
'DESKTOP-ISNJH' M
DESKTOP-VRSMI
T | Vacmscecied o
‘2 Local Disk (C:)

i DVD Drive 0) ',
Titem 1 item selected 576KB





image3.png
[ = | suvoer

il Home  Share  View

6 ()

€ 5 v 4w TSPC > SWTPE(E) >

B Music A O Neme
1] Screenshots S
B videos

7@ Onebive

[ This PC.

‘4, Local Disk (C)
6 DVD Drive (09 E:
— SIVO47-P5 (E)

= SILVO47-P5 (E)

& Network

Date modified

% LabShares Properties

Titem  1item selected

1 Permissions for Shared

& Linda (DESKTOP-ISNJH12\Linda)
& Maria (DESKTOP-SNJH12\Maria)

Pemissions for Richard

Alow  Deny
Ful Cortrol a [m]
Change “ [m]
Read =] o

B Videos
‘4, Local Disk (C)
20 o DVDDAveD)E
Daems | 1 e sdecked S34KB

O Search SILVO4T-PS (E)





image4.png
B Music

7] Screenshot

B Videos
4@ Onebrive

[ This PC
3 30 Objects
1 Desktop
Documents
& Downloads
B Music

&) Pictures

B Videos

‘e Local Disk (

o DVD Drive (D)

1 Permissions for Shared

Share Pemissions

(Group or user names:

82 Everyone:
& Richard (DESKTOP-ISNJH12\Richard)
TR N 12\Lnce)

& Maria (DESKTOP-ISNJH12\Maria)

=
Ful Control o
Change o
Read [m)

=

led

loe P

— SILV047-P6 (E)
= SILVO47-5 (E)

& Network
0 DESKTOP-ISNJH
0 DESKTOP-VRSMI

Tpe

File folder

Size

Search SILVO47-P (E)




