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The Open Web Application Security Project (OWASP), is a foundation which was formed with the interests of providing an improved software security (Bach, 2020). The security experts from all over the world pool together in this community, their knowledge to ensure the creation of a more secure web. In order to help people with apps or website in protecting them from hackers, the OWASP provides a list of the ten most critical security risks, and the list is called The OWASP Top 10. From the list are injection, broken authentication, sensitive data exposure, broken access control, security misconfiguration among other risks.
On broken authentication, it is always caused by poor implementation of system management functions and authentication (Sabou, 2020). In this risk the attack will be aimed at possession of one of several accounts which results into the attacker or hacker and the attacked to have same privileges in the hacked account.  Some of the examples of the broken authentication occur when you don’t form properly salted passwords, or the credential stuffing where the attackers commonly use a list of passwords which are known.  This use of commonly known usernames and poorly implementing session management makes cybercrime a hot-spot. To prevent this risk, users are always advised to formulate strong passwords as one of the methods to start. Again, it is advisable to implement proper multifactor authentications (Bach, 2020). Also enhancing the methods or recovering the credentials like when you forget the passwords can be of great help as the hacker will not find easy to retrieve the lost information.  Always ensure you invalidate the user session IDs when you try logging out of the account or after staying logged in for long periods. 
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