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Part One
Multiprogramming Concepts and Pre-emption
Multiprogramming also is referred to as multitasking. Firstly, multiprogramming is the process where the operating system utilizes the former systems which include the single or uniprocessor. Multi-programming also permits several users to use the features on a PC simultaneously (Tanenbaum, 2014). An excellent example of a multiprogramming system is UNIX. The idea was launched to save on the time used by the CPU. Notably, while the several multiprogramming programs are started into the CPU, only one task is processed at a time. Ideally, after an application is completed, it focuses on the other. However, if a job is waiting for a particular Input/output (I/O) information which does not need the processing time, the CPU stops it and works on the next. The CPU then, after receiving the required information, processes and implements the previous task. After that, it then goes back to work on the second task. The process where the first task is interrupted in its current processing is known as pre-emption.
Multitasking was implemented after the invention of disks. Multitasking is guaranteed on computer systems which are capable of retaining instructions for a long time. The primary objective is to minimize waste of processor time by permitting other tasks to work on the CPU while the currently processing task required waiting (Gościński, 2016). Operating systems are also responsible for decision making. The operating system's work was quite simple before the invention of multitasking. It was responsible for processing a program into memory and then implementing it through the processor. However, with the advent of multitasking, the role of operating systems is currently broad since they are required to load tasks into memory in the same period and also allocate equal processing time. To effectively handle decision making, scheduling is in two ways. The first type is the job scheduling which involves the selecting tasks to run into memory. CPU scheduling, on the other hand, consists in selecting a work already in mind to execute through the processor.
Pre-emption is the process of multiprogramming where the scheduler suspends a currently processing job to execute a previously interrupted job. Almost every operating system has this activity in its program. The old MS Windows with the 16-bit versions used the Nonpreemptive multiprogramming system (Tanenbaum, 2014). The 32-bit versions, however, use the pre-emptive (non-co-operative) multiprogramming system. Context switches describe the changing of the executed task. The change is performed by the scheduler system which possesses the ability to interrupt and after that, resume other functions in the processor.  Pre-emptive multiprogramming provides a distinction between cooperative multiprogramming and multiprogramming operating system. Multiprogramming or multitasking system allows pre-emption or interruption of tasks while co-operative multi-tasking, effectively programs tasks to be efficient when they do not require system features.
Pre-emptive multiprogramming works on a first come first serve basis. It merely means that the task to be executed first is the one that will arrive early in the system. Consider a situation where the PC has two jobs to execute (Gościński, 2016). In such a scenario, the CPU executes the task that requires more immediate attention and temporarily suspends the lower priority job. After the previous post is completed, the lesser critical task is then implemented. It is important to note that, the processor works on all the functions in pre-emptive multiprogramming. Pre-emptive multiprogramming provides equal time slice or allocation to every task in the PC system. Moreover, if there exists more than assignment ready to be executed, the CPU selects the job that requires the shortest time possible.
Inter-process Communication and Deadlock
Inter-process communication (IPC) is a type of connection that needs the use of features for instance memory (Fortier, 2016). The resources are divided between threads and processes. However, there is a possibility of problems arising if particular attention is not taken to manage the sharing of these resources efficiently. One possible challenge is starvation. It is characterized by the competing of a shares resource by several threads or processes. A process may in the process, consume support while the others do not get the opportunity to access the funds. A deadlock, on the other hand, is a situation where two processes require several shared resources at the same period to function consistently. An example of a standstill in a computer system includes a case where a thread I am waiting to receive information from threads II. At the same time, thread II is waiting to get information from the thread I. 
In such a case, the threads are in a deadlock condition since they are both waiting for each other instead of actively executing. As such, inconsistencies in information occur when shared resources are processed at the same time by several resources (Nutt, 2015). Examples of a part of a program that can cause such a hitch is known are the known as the critical sections. Race condition, on the other hand, is the failure to manage entry to a vital part. The reason is, success relies on the ability of a particular process to move out of the critical section before another method gets into the critical section. It is common for two processes to be in the vital part at the same time. The most significant problem is there a considerable confusion in accessing the critical section such that the communication between the two processes is not active. The outcome in such a case is often a disaster.
Input/output (I/O) Requests and Performance
The input/output, abbreviated as I/O, is the transfer of information between a computer system and the external environment, for instance, a human. Inputs are the commands or information received by the processor and outputs are commands or data sent by the system (Fortier, 2016). Input and output features are the hardware elements used by people or even other methods, for communication purposes. Examples of these devices include the mouse, keyboard, printers, and monitors. The mouse and the keyboard are the input devices while the printers and monitors are the output devices of a PC. The hardware devices for communication include network cards and modems. They usually operate both output and input functions. The time needed to transfer information between secondary storage and memory is a vital determinant factor of performance in most computer systems. 
There are however various requirements for this communication to be effective. One essential element is consistent checkpointing of the state of processing of the programs. Most programming systems function for long periods of time. As such, this checkpointing is vital to minimize the cost of system breakdowns (Galli, 2015). Another factor to consider is simulation data. Some simulations can use large data amounts that are a large number of gigabytes. However, scientific simulations save on the amount of data used and thus a lesser number of gigabytes is needed. Moreover, another requirement is a significant amount of data in comparison to the core memory. Some systems require a data amount that is higher than the mind. Data analysis is yet another input/output element to consider ensuring a harmonious transfer of data between the memory and secondary storage. 
Operating System Security
Operating system security is the process of installing a protection system to the features and devices of a PC system (Nutt, 2015). The resources may include disk, memory, software, and CPU. Other resources that are protected are in stored in the system. An authorized person may cause serious harm to the computer and may even damage the information stored. As such, a PC should be protected from any unwarranted access that may introduce viruses and worms into the system. Authentication is one of the most critical responsibilities of a computer system. It is the role of the operating system to identify every user on the network and establishing whether each program is authentic. An operating system usually identifies persons using the computer system through user key, signature, fingerprints, the eyes, password, and username.
For this reason, all users should sign into the system by registering a username and generating a password. Another option is to insert a card or provide the key. The computer also has a security system in which a password is offered only once. The unique password is needed every time the person attempts to sign in to the system. Once the password is used by the user, it cannot be re-used (Galli, 2015). The various ways one time passwords are employed by a computer system include the use of a secret key, network pin, and random numerals. Furthermore, the computer protects the system from threats especially viruses. The most common program threats include trap door, logic bomb, and Trojan horse. The risks may be installed deliberately by a hacker or a malicious user. System threats include service denial and worms.
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