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The concept of Complexity in Critical Infrastructure
	Infrastructure is basically a network of systems and processes that are independent and can be privately owned or man-made. These network of systems function in a collaboration with each other and synergistically in an aim of producing and distributing goods and services. With regards to complexity, critical infrastructure can be defined as a complex set of interconnected, interdependent large-scale adaptive systems that are depended upon by the society and manufacturing systems (Kroger, 2008). There are eight major critical infrastructures whose destruction could lead to a country facing a debilitating impact on economic security and defense. Among these major critical infrastructure include; telecommunications, finance and banking, systems for water supply and electricity, transportation, natural gas, and oil etc. All these mentioned critical infrastructures share a common characteristic; that is, all of these are considered to be complex collections of interacting components where change often is as a result of the learning process (Dunn, 2007). For this reason, they are termed as complex adaptive systems (CAS).
	In this regard of complex perspective, which basically has essential benefits to model and analyze, every section of a critical infrastructure is constituted of a minute part of the intricate web which forms the overall infrastructure. It is also important to note that all components are subject to influence by past experiences. In addition, from a CASs perspective, critical infrastructures are merely components aggregation; as more and larger sets of these components are linked and interact with each other synergies emerge (Kroger, 2008). This makes it difficult to identify and quantify causal links among specific adverse events. Complex adaptive systems don’t necessarily require a strong central control for the emergence of behaviors. In fact, most of these CASs don’t function well under restricted operating procedures. It is however vital for individuals responsible for these kinds of systems to be familiar with their nature and emergent behavior. It is always effective to investigate CASs by viewing them as populations of interacting agents, as this will make the concept of complexity in relation to infrastructure a good thing.
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